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1. Introduction to the User Manual 

1.1 Installation Pre-Requisites 

Supported Computer Hardware Recommendations:  
-  Operating system - Windows 2000/XP, Windows Vista, Windows 7  
-  Pentium Compatible 1.8 (or higher) GHz Processor 
-  1 GB (or higher) Memory  
-  10 GB Hard Disk space (or greater) 
-  CD-Rom 
-  Ethernet Port (100 Mbps recommended) 
-  1 Serial Port for ICU configuration OR 1 USB 2.0 (or higher) port (for use with USB to 
Serial adapter) 
-  Speakers (if sound warnings are used) 
 

 

 Administrative rights are required to install or uninstall the 
IrisAccess EAC Software. 

 Power user rights or above is required to run the IrisAccess EAC 
Software. 

 Microsoft Window 2000 Professional (Service Pack 3) or Microsoft 
Windows XP Professional (Service Pack 1) or Windows Vista, or 
Windows 7. 

 It is required that a network card and network configuration be 
completed before installing the IrisAccess software. 
* Note: All computers in the IrisAccess EAC system should be set to 
static IP addresses. 

 It is strongly recommended that the IrisAccess software be 
connected through a 100Mbps network. 

 It is recommended that the monitor resolution be at least 1024x768 
pixels at 16-bit color. 

 For windows to display correctly in Microsoft Windows XP, please 
set the DPI setting as “Normal size (96DPI)”. You can see the “DPI 
setting” on Start > Control Panel > Appearance and Themes > Display 
> Setting > Advanced > General > Display in Windows XP. 

 In order to use Oracle as the database type, the OO4O (Oracle Objects 
For OLE) must be installed on the IrisServer PC. 
* Note: OO4O has been included in EAC S/W package CD. 

 In order to run the IrisDiagnosis program, the .Net Framework 
version 1.1 must be installed. You may install it though the EAC S/W 
package CD. 
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 It is recommended that all IrisAccess system components (PCs, ICUs, 
ROUs, EOUs) be powered through Uninterruptible Power Supplies 
(UPSs). This will help prevent damage by power fluctuations and 
increase uptime. 

 

1.2 Scope 

This document explains about various applications in IrisAccess™ system and explains 
how these applications are used. The applications that are explained in this document 
are IrisServer, IrisManager, IrisEnroll, IrisMonitor and IrisDBAdmin. 

 

1.3 Overview 

 

 

1.4 Network & DB Security 

The IrisCode™ is encrypted by AES when it is stored in the database. The server and 
each remote unit have a unique Secret Key that is generated during initial installation.  
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If you select the high security option (the first option in the section “2.2.8.5 Security 
Setting” in this document), the Secret Key is not stored in the ICU - the ICU will get the 
Secret Key from the server when it is restarted. If the ICU fails to connect to the server 
after a restart, it will not identify any user until it succeeds in connecting to the server. 
The Secret Key exchange is protected by the RSA public-key cryptosystem, using the 
Security ID typed in during ROU/ICU configuration and the ROU registration in 
IrisManager. Please refer to section 2.2, item 4 in the document IrisAccess™ Software 
Installation Manual (Document No.DV002S501) and section 2.2.6.1 in this document, 
respectively. 

If you select the low security option (the second option in the section “2.2.8.5 Security 
Setting” in this document), the Secret Key is stored in the ICU - so the ICU will not need 
to get the Secret Key from the server when it is restarted. If you select the low security 
option, the remote unit will be activated without connecting to the server after being 
restarted, and be capable of identifying enrolled users. 
 



 
IrisAccess™  Operational Manual 

 
 
 

8 

2. IrisAccess™  Operational Manual 

2.1 IrisAccess™  IrisServer 

The IrisServer is an application within the iData Entry Access Control (EAC) Software 
suite that is used to communicate with the ICU units and other applications within the 
EAC Software available for use.  Note: This application is not a running service, and is 
required to be opened when desired to be used.  As an application the program will be in 
the closed state if the PC was rebooted or has been placed in a sleep mode.  This program 
can only run with a windows login user with administrative rights.   

2.1.1 How to Run IrisServer 

To start the IrisServer, click on the IrisServer menu item. The location of the program 
is shown in the figure below: 

 

After starting, IrisServer will minimize to the system tray, as illustrated below: 

 

1. When a MS Access Database is used, the Database is automatically 
created (*Note: It is not required that MS Access be installed.) 
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2. If the Database already exists on the Server PC, and it is a previous 
version, the Database may need to be upgraded (Refer to 2.6.2.1, 
UPGRADING DATABASE). IrisServer will display the message below and 
exit. 

 

 

 3. If using MS SQL Server or Oracle as the database, IrisServer will need to 
be configured when run for the first time. If IrisServer loses the network 
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connection to the MS SQL Server computer, the Administrator ID and password 
must be re-entered 

 4. To connect to a MS SQL Server database, enter the MS SQL Server name 
(or IP address), administrator ID and password in each field. To connect to an 
Oracle database, enter the Oracle Service name, administrator ID and password 
in each field.  

 5. Click the OK button. 
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2.1.2 How to View the IrisServer Window 

After double-clicking on the IrisServer icon in the taskbar, the following logon window 
is displayed on the screen. 
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1. Enter the ID and Password of an account with administrator-level 
privileges and click the OK button. 

   Only administrators may login to IrisServer. The default ID and 
password of the administrator is “administrator” and 
“iris3000” respectively. These may be changed by 
administrators. Refer to the section 2.2.8.2 Modification of the 
Administrator/Operator. 

After successfully logging into IrisServer, you can see the IrisServer 
window as shown in the following figure: 
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Message Window 

IrisServer log messages can be viewed in the IrisServer window. 

 

2.1.3 Registration of IrisManager or Modification of IrisManager Information 

IrisManager can be registered or IrisManager information can be modified using the 
following steps. 

1. Select the Option > Set IrisManager … item in the menu bar of the 
IrisServer main window. The following Set IrisManager dialog box is displayed. 

 

2. Enter IrisManager Name.  This field can contain any name desired, 
however must contain a minimum of 1 character and a maximum of 20 
characters. 

3. Enter IP Address of the IrisManager. If IrisManager will be located on 
the same computer as IrisServer, we recommend entering the loopback 
address (127.0.0.1) as the IP Address. 

4. Click OK button. 

 

2.1.4 Connecting to MS-SQL Server 2000 Database 

1. MS SQL Server must have been selected during installation to perform 
this operation.  (MS SQL must have been installed prior to iData EAC software 
installation.) 

2. Select the Option > Set DBMS item in the menu bar of the IrisServer 
main window.  
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3. Enter the MS SQL Server name (or IP address), administrator ID and 
password in each field and then click the OK button to connect to the MS SQL 
Server database. 

 

 

2.1.5 Connecting to Oracle Server 2000 Database 

1. Oracle must have been selected during installation to perform this 
operation. (Oracle must have been installed prior to iData EAC software 
installation.) 

2. Select the Option > Set DBMS item in the menu bar of the IrisServer 
main window.  

3. Enter the Oracle Service, Administrator ID and Password in each field 
and then click the OK button to connect to Oracle Server database. 
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2.1.6 Generating and Registering Encryption Keys for Smart Card Operation 

1. Select the Option > Set Smart Card (IA EAC Format)… item in the menu 
bar of the IrisServer main window and you will see the following 
window. 

 

2. “Generate New Keys” button creates new keys for Smart Card 
encryption. 
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3. “Register Keys” Registers the displayed encryption keys into the 
database.  

*Note: Keys must be registered before using IrisEnroll for the first time if 
using Smart Cards 

4. “Save Keys” Saves the encryption keys as a data file. 

5. “Load Keys” Loads encryption keys from a file.  

 

2.1.7 Upgrading License 

1. Select the Option > “Upgrade License…” item in the menu bar of the 
IrisServer main window and you will see the following window. 
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Current User Limit indicates the maximum number of users supported 
by current License Key. 

2. Enter 18 digit upgrade key and click OK. 

3. If the key is invalid the following dialog will be displayed. 

 

 Clicking OK button will display Upgrade License dialog to enter key 
again. 

4. If the key is valid the following dialog will be displayed. 

 

This is a sample UI on upgrading to 50000 users. License up-gradation 
requires a restart of IrisServer.  

  (a) Click Yes to upgrade and IrisServer will exit. 
  (b) Click No and License Key won’t be upgraded. 
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2.2 IrisAccess™  IrisManager 

IrisManager is used to manage the Users, Operators (Administrator-level only), 
Remote Units, Programs, and Groups, as well as Report generation. 

2.2.1 How to Run IrisManager 

To start the IrisManager, click on the IrisManager menu item. The location of the 
program is shown in the figure below. 

 

 

2.2.2 How to Login to IrisManager 

Clicking on the IrisManager icon will open the following login window. 
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To login to IrisManager: 

 

1. Enter the ID and Password of an operator who has management rights. 
The default ID and password are “administrator” and “iris3000” 
respectively. These can be changed by the administrator. Refer to the 
section 2.2.8.2 Modification of the Administrator/Operator. 

2. Click the OK button to login to the IrisManager. 

 To cancel, click on the Cancel button. 

If the login to the IrisManager was successful, the following Notice 
window may appear (When you login with the default password 
“iris3000”). 

 

 

Check the “Don’t open this window next time” option to avoid being 
notified next time you login. 

 Click on No to continue with the same password. 

Click on Yes to get the following Operator information window used to 
change the password. 
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Click on the “Change Password button” in the Operator information 
window. Enter the current password in the Current Password field, and 
enter the new password in the New Password and Confirm Password 
fields.  Click the “Modify” button to change the password.  
 

The main IrisManager window will be opened after changing the 
password successfully or aborting the password changing operation. 

The same IrisManager window will be displayed without the Notice 
window, if the password is secured. 



 
IrisAccess™  Operational Manual 

 
 
 

22 

 

 
User Icon Key: 

 (Orange): Operator 

       (Orange): Operator whose iris not enrolled. 

 (Orange): Operator with no Remote/Time Group assigned. 
 

 (Black):  General User 

  (Black):  General User whose iris is not enrolled. 

 (Black):  General User with no Remote/Time Group assigned. 
 

 (Green): Visitor 

       (Green):  Visitor whose iris is not enrolled 

 (Green): Visitor with no Remote Group or Reservation Time 
assigned. 
 

 (Blue): Operator/General User/Visitor whose term of validity is 
expired. 
 

 (Blue): Operator/General User/Visitor whose iris is not enrolled 
and term of validity is expired.  
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 (Blue): Operator/General User/Visitor with no Remote/Time 
Group assigned and whose term of validity expired.  
 
 

 

In the IrisManager window, User Information (User ID, CardID, , Name, 
Department, Position, Telephone, Gender, Authority, Enrolled Eye, 
Warning Eye, Enrollment Date, Expiration Date, Reservation Time 
(Visitor only), and memos) can be viewed. 
 
The user list may be filtered using the Find option. To use the find 
option, select either User ID, First Name, Last Name, Gender, 
Department, Position, or Card ID in the drop-down box highlighted 
below and enter or select the value in the next text box. Clicking the 
Find button will display all the user records that match the criteria 
selected in the IrisManager window. To reset IrisManager to display 
all user records, double-click the IrisAccess folder. 
 

 
 
All Remote Units created in IrisManager may be viewed by clicking on 
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the All Remote Units item. 
 
Remote Groups, Time Groups, Visitors, and Expiration Dates may be 
viewed using the items in the left pane.  
 

 

2.2.3 Display when the Server DB is being Updated 

 
When the following operations are performed in IrisManager, an entry is created in 
the Status Frame when IrisServer is updated. 
 

- Registration of a user 
- Modification or Deletion of user information 
- Registration of a operator 
- Modification or Deletion of operator information 
- Registration of a remote unit, IrisEnroll, IrisManager or IrisMonitor 
- Modification or Deletion of information about a remote unit, IrisEnroll, 

IrisManager or IrisMonitor 
- Registration of a remote group, time group or holiday 
- Modification or Deletion of information about a remote group, time group, 

holiday 
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2.2.4 Display when the Remote Database in ICU is being Updated 

 
While the remote Database in the ICU is being updated, the following popup window 
is displayed in IrisManager. The status of update process is displayed in the status 
frame. 
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2.2.5 Display when IrisServer is Busy 

 
If IrisServer is busy, the following window is displayed.  
 

 
 
 

2.2.6 Program Management 

 

2.2.6.1  Register New iCAM4000/4100 series Remote Unit 
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New remote units may be registered in IrisManager by selecting the Remote unit 
item on the Creation button on the toolbar or from Creation on the menu bar.  
 
Select Remote Unit after clicking on the Creation button from the toolbar or from the 
menu bar. The following Program Management popup window is displayed. 
 

 
 

1. To register a new remote unit, click on the New button. The New Remote Unit 
window  is displayed. 

 
 
 
2. To add the Information of New Remote Unit , 
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a. Enter the Name of the remote unit, ICU IP Address of the ICU it is 
attached to, Security ID and the Description (optional). You must also 
select the Channel ID that the remote unit is connected to in the ICU 
and Use Type from the combo boxes in the New Remote Unit window. 
The Use Type selection does not affect the operation of the remote unit. 
Remote unit use type specifies functionality. You must also select the 
model type being used.  Enter the Priority number of camera type that 
will be used – By default, the priority level is set to 1, which is the 
highest priority.  
 
Note: More than one camera unit can have the same priority (from 1 – 
255.  1 is the highest priority and 255 is the lowest).  When the priority 
level is set, the iCAM will function and receive/send update information 
for the highest priority iCAM unit(s) first.   

 
3. Once all the required fields are entered, click on OK button to complete the 

remote unit registration. 
 
 The Security ID must be identical to the Security ID typed in during ICU 

configuration. A different Security ID has to be assigned to each remote 
unit with 16 characters that are numbers, capital or lower case letters and 
special characters. Please refer to section 2.2, item 4 in the document 
IrisAccess Software Installation Manual (Document No. DV002S501). 

 
4. The successful addition of the remote unit causes the Status window to pop up, 

explained in the section 2.2.4. Click on Close button in the Status window to 
close it. 
 

 

2.2.6.2 Register New iCAM7000/7100 series Option 3 Remote Unit 

 
IrisManager allows creation of remote unit for iCAM7000/7100 Option 3. Refer picture 
below. Enter the iCAM IP address in the ICU IP Address box. Selecting iCAM7000 + 
Matching or iCAM7100 + Matching option from the Model drop down menu will 
automatically set Channel ID to 1 and its control will be disabled. 
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2.2.6.3 Modify Remote Unit Information 
 

The information about the existing Remote Unit(s) may be modified. 

To modify the Remote Unit information:  

1. Select Remote unit after clicking on Creation in the menu bar. The following 
window will appear on the screen. 

 

 
 
Select the Remote Unit to be modified and click on the Modify button (shown 
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with an arrow in the above figure). The following window appears on the screen. 
 
 
2. Modify the fields to be updated and then click on Modify button to register the 

modified values with the database. 
3. The successful modification of the remote unit causes the Status window to 

pop up, explained in the section 2.2.4. Click on Close button in the Status 
window to close it. 
 If no Remote Unit was selected before clicking the Modify Button in 

Step 2, then the following window will pop-up. 
 

 

 

2.2.6.4 Delete Remote Unit 

The existing Remote Units may be deleted using the following steps: 

 
1. Select Remote unit after clicking on Creation in the menu bar. The following 

window will appear on the screen. 
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2. Select the Remote Unit to be deleted and then click on the Delete button. The 
following Confirmation window will be displayed. This message prevents the 
accidental deletion of a Remote Unit. 

 

 
 
3. Clicking on the Yes button to delete the Remote Unit will display the following 

window. 
 

 
 
4. Click on OK. The successful deletion of the remote unit results in the Status 

window opening, explained in the section 2.2.4. Click on Close button in the 
Status window to close it. 

 

 

2.2.6.5 Registering IrisEnroll 

IrisEnroll is used to enroll the Iris of users into the system, and for identification or 
verification of the users. 

 IrisEnroll Creation Count 
The maximum number of IrisEnroll that can be registered is 32 

 
IrisEnroll can be registered using the following steps. 

1. Select IrisEnroll after clicking on Creation in the menu bar. 
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2. Click on the New button (which is shown with an arrow in the above figure) to 

get the following New IrisEnroll window used to enter the information for the 
New IrisEnroll. 

 

Description (optional)

Name of the IrisEnroll

IP Address of IrisEnroll

Security ID (16 characters)

Description (optional)

Name of the IrisEnroll

IP Address of IrisEnroll

Security ID (16 characters)

Description (optional)

Name of the IrisEnroll

IP Address of IrisEnroll

Security ID (16 characters)

 
 
3. Fill the fields Name, IP Address, Security ID* and Description (optional) in 

the New IrisEnroll window. If IrisEnroll will be located on the same computer 
as IrisServer and IrisManager, we recommend entering the loopback address 
(127.0.0.1) as the IP Address. 

 
 Security ID (You may create any Security ID at your disposal). Security ID 

must be identical to the Security ID entered when running IrisEnroll for 
the first time. Security ID must consist of 16 characters that are numbers, 
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capital or lower case letters and special characters. (These characters are 
case-sensitive). Click on the OK button to complete the registration. 

 
4. Registration of IrisEnroll may be cancelled by clicking on Cancel button. 

 

2.2.6.6 Modification of IrisEnroll Information 
 

The information about the existing IrisEnroll(s) may be modified. 
 
The steps to modify IrisEnroll information are: 
 

1. Select IrisEnroll after clicking on Creation from the menu bar. The following 
Program Management window will open. 

 

 
 
2. Select the IrisEnroll entry to be modified from the list of existing IrisEnroll(s). 
 
3. Click on the Modify button (which is shown with an arrow in the above figure). 

The following Modification of IrisEnroll window is displayed. 
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4. Change the fields to be updated and click on Modify to register these updated 

values. 
 

5. To cancel the modification of the IrisEnroll, click on Cancel button. 

 

2.2.6.7 Delete IrisEnroll 
 

Existing IrisEnroll(s) may be deleted using this feature.  
 
To delete an IrisEnroll(s) entry: 
 

1. Select IrisEnroll after clicking on creation from the menu bar to get the 
Program Management window. 

 

Description (optional) 

Name of the IrisEnroll 

IP Address of IrisEnroll PC 

IP Address of IrisEnroll 

 

Security ID (16 characters) 
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2. Select the IrisEnroll entry to delete from the list of existing IrisEnroll(s). 

 
3. Click on the Delete button (which is shown with an arrow in the above figure). 

A confirmation window opens on the screen as shown in the figure below. 
 

 
 
4. Click on the Yes button in the Confirm window to delete the IrisEnroll entry. 

 

5. Accidental removal of the IrisEnroll can be avoided by clicking on the NO 
button. 

 
6. If no IrisEnroll was selected before pressing the Delete button, then the 

following warning window appears on the screen. 
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7. In this case, click on OK and continue from step 2 to delete the IrisEnroll entry. 
 

 

2.2.6.8 Registration of IrisManager 
 

You can register up to 10 IrisManager(s), but only 1 IrisManager may be connected 
to IrisServer at any time.  The initial IrisManager registration must be performed 
through IrisServer. Please refer to the Section 2.1.3 REGISTERATION OF 
IrisManager in this manual for details. 
 
 If an IrisManager is already connected to IrisServer and a second IrisManager 

attempts connection, the second IrisManager will receive “Another 
IrisManager(Manager_1) is already connected to server” message. 

 
IrisManager can be registered using the following steps. 

 

1. Select IrisManager after clicking on Creation in the menu bar. 
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2. Click on the New button (which is shown with an arrow in the above figure) to 

open the following New IrisManager window.  
 

 
 
3. Fill in the fields Name, IP Address, and Description (optional) in the New 

IrisManager window. 
 
4. Click on the OK button to complete the registration of the IrisManager. 
 
5. The registration of the IrisManager can be cancelled by clicking on Cancel 

button. 
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2.2.6.9 Modify IrisManager Information 
 

The information about an existing IrisManager may be modified.  

The steps to modify IrisManager information are 

 

1. Select IrisManager in the Creation item, from the toolbar or from the menu to 
open the following Program Management window. 

 

 
 
2. Select the IrisManager entry to be modified. 

 
3. Click on the Modify button (which is shown with an arrow in the above figure). 

The following window is displayed. 
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4. Change the fields to be updated and click on the Modify button to register the 

updated values. 
 

5. The Cancel button may be used to cancel the modification of the IrisManager 
entry. 

 

2.2.6.10 Delete IrisManager 
 

An existing IrisManager entry may be deleted using the following steps: 
 

1. Select IrisManager after clicking on Creation from the menu bar to open the 
following Program Management window. 

 

 



 
IrisAccess™  Operational Manual 

 
 
 

41 

 
2. Select the IrisManager entry to be deleted. 

 
3. Click on the Delete button (which is shown with an arrow in the above figure). 

The following Confirm window opens up. 
 

 
 
4. Click on the Yes button to delete the IrisManager entry. 

 
5. Accidental deletion of an IrisManager entry may be avoided by clicking on the 

No button. 
 

 

2.2.6.11 Register IrisMonitor 
 

IrisMonitor is used to monitor the IrisAccess  system.  
 
 IrisMonitor Creation Count 

The maximum number of IrisMonitor(s) that may be registered is 10 
 
Below is the process for registering an instance of IrisMonitor with the IrisManager. 
  

1. Select IrisMonitor after clicking on Creation in the menu bar, to get the 
following Program Management window. 
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2. Click on the New button (Which is shown with an arrow in the above figure). 
 
3. The New IrisMonitor window opens. This window is used to enter the 

information for the New IrisMonitor. 
 

     
 
 

4. Enter the Name, IP Address and Description. The Description field is optional. 
If IrisMonitor will be located on the same computer as IrisServer, we 
recommend entering the loopback address (127.0.0.1) as the IP Address. 
 

5. Click on the OK button to complete the registration of the new IrisMonitor with 
the IrisManager. If any of the required field were not filled, an error message 
box appears. For example, if the name field is not filled, the following window 
appears. 
 

Description (optional) 

Name of IrisMonitor 

IP Address of IrisMonitor PC 

IP Address of IrisMonitor 
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6. In this case, click on OK button, to return to the New IrisMonitor window and 
continue from step 2. 

 
7. The addition of New IrisMonitor may be cancelled by clicking on the Cancel 

button in the New IrisMonitor window. 
 
 

2.2.6.12 Modification of IrisMonitor Information 
 

The information about the existing IrisMonitor(s) may be modified using this feature.  
 
The steps to modify IrisMonitor information are: 
 

1. Select IrisMonitor after clicking on Creation from the menu bar to get the 
following Program Management window: 

 

 
 

2. Select the IrisMonitor entry to be modified from the list. 
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3. Click on the Modify button (which is shown with an arrow in the above figure), 

to open the Modification of IrisMonitor window, used to view/edit the 
IrisMonitor information. 
 

        
 

4. Change the fields to be updated and click on Modify to register these updated 
values. 

 
5. If any of the required fields (Name and IP Address) are blank, then a message 

will be displayed. For example, if the Name field is not filled then the following 
message will open on the screen. 
 

 
 

6. In this case, click on the OK button to return to the Modification of 
IrisMonitor window 

 
7. To cancel the modification of the IrisMonitor entry click on the Cancel button 

in the Modification of IrisMonitor window.  
 

8. If no IrisMonitor entry was selected before clicking on the Modify button in 
the Program Management window, a warning window is displayed as shown 
below. 
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9. In this case, click on OK and continue from step 2 to modify the IrisMonitor 

successfully. 
 
 
 

2.2.6.13 Delete IrisMonitor 
 

The existing IrisMonitor(s) can be deleted using this feature.  
 
The steps to delete an existing IrisMonitor entry are: 
 

1. Select IrisMonitor after clicking on Creation from the menu bar to get the 
following Program Management window: 

 

 
 
2. Select the IrisMonitor entry to be deleted. 
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3. Click on the Delete button (which is shown with an arrow in the above figure). 
The following Confirmation window is displayed on the screen. 
 

 
 

4. Click on the Yes button to delete the IrisMonitor entry. 
 

5. Accidental removal of the IrisMonitor may be avoided by clicking on the NO 
button. 
 

6. If no IrisMonitor was selected in Program Management window, during 
step2, before executing step3, the following warning window appears on the 
screen. 
 

 
 

 
7. In this case, click on OK button to return to the Program Management 

window and continue from step2 to delete the IrisMonitor entry successfully. 
 

 

2.2.7 Group Management 

2.2.7.1 Add Remote Group 
 

This feature is used to add a New Remote Group to the IrisManager.  
 
The maximum number of Remote Groups that may be registered is 255 in Basic and 
Extended version. 
 
Below is the process to add a new remote group to the existing system. 
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1. Select Remote Group after clicking on Creation in the menu bar, to open 
the following (Group) window. 

 

 
 

2. Click on the New button, to open the following New Remote Group window. 
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3. Select the Remote Units for the new Remote group from the listed 
Remote Units in the right side of the window, labeled Unselected Remote 
Unit. 

 
4. After selection, the Remote Units may be added to the new Remote Unit 

Group by clicking the Add button. The added Remote units can be seen in 
the window labeled Selected Remote Unit. 

 
5. Selecting the Remote Unit from the window labeled Selected Remote Unit 

and then clicking on the Remove button removes the selected Remote 
Units.  

 
6. Click on the OK button to complete the addition of the new Remote Group. 

Click on the Cancel button to cancel the addition of the new Remote 
Group. 

 

The successful addition of the Remote Group causes the Status window to open, 
explained in section 2.2.4. Click on the Close button in the Status window to close 
it. 
 
If the Name field is blank for the New Remote Group, then clicking on OK in New 
Remote Group window will open the following warning window on the screen. 
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In this case, click on the OK button, to get the New Remote Group window. Then 
enter the required fields to successfully add the new Remote Group. 
 
 

2.2.7.2 Modify Remote Group 
 

Below are the steps to modify an existing Remote Group. 
 

1. Select Remote Group after clicking on Creation in the menu bar, to open the 
following (Group) window used to Modify the existing Remote Group.  
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2. Select the Remote Group to be modified from the Remote group list. 
3. Click on the Modify button (shown with an arrow in the figure above) to 

modify the selected Remote Group. The following Modification of Remote 
group window is displayed as shown in following figure: 
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4. New Remote Unit(s) can be added to the Remote Group by selecting the 

Remote unit from the list of Remote Units in the list Unselected Remote Units 
and then clicking on the button Add. 
 

5. Existing Remote Unit(s) may be removed from the Remote Group by 
selecting the Remote Unit(s) from the list labeled Selected Remote Unit and 
clicking on the button Remove 
 

6. The Name and Description of the Remote Group may be modified by 
entering the new Name and Description respectively. 
 

7. Click on the Modify button to update the Remote group with these changed 
values. Click on the Cancel button to cancel the modifications. 

 
 

The successful modification of the Remote group results in the opening of the Status 
window, explained in the section 2.2.4. Click on the Close button in the Status 
window to close it. 

 
If the Name field is blank or the list of the selected Remote Units is empty, then 
clicking on Modify button will open the following warning window. 
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In this case, click on OK, to return to the Modification of Remote Group window and 
enter the necessary information before clicking on Modify button. 
 
 

2.2.7.3 Delete Remote Group 
 

Existing Remote Group(s) may be deleted using this feature.  
 
Below is the process for deleting the Remote Group: 
 

1. Select Remote Group after clicking on Creation in the menu bar, to open the 
following (Group) window. 
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Existing Remote group ListExisting Remote group List

 
 
2. Select the Remote Group to be deleted from the Remote group list (shown 

with an arrow in the figure above). 
 
3. Click on the Delete button to delete the selected Remote Group. The following 

confirmation window is displayed. 
 

 
 

 
4. Clicking on the Yes button will open the following window. 
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5. Click on OK to delete the Remote Group. 
 
The successful deletion of the Remote Group results in the Status window 
opening, explained in the section 2.2.4. Click on the Close button in the Status 
window to close it. 
 
6. Click on No in the Confirm window to avoid the accidental deletion of the 

Remote Group(s). 
 
 
 

2.2.7.4 Add Time Group 
 

The Time Groups are used to specify valid use times for the Remote Units. 
 
The maximum number of Time Groups that may be registered is 255 in Basic and 
Extended versions. 
 
Below are the steps to add a New Time Group in IrisManager: 
 

1. Select the Time Group item under Creation in the menu bar to open the 
following (Group) window.  
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2. Click on the New button to add a new Time group, which will open the 

following window titled New Time Group. 
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3.  Enter the Name and Description of the new Time Group in the fields 
labeled Name and Description respectively. Description is an optional 
field. 

 
4. Time lists can be added to the weekdays individually by clicking on the 

respective tabs. The Time can be adjusted with the up and down arrows 
near the Starting Hours, Starting Minutes, End Hours, and End Minutes. 

 
5. Once the time values are specified (start time should be earlier than end 

time), click on the Add button to add this time list for that day. 
 
6. Repeat the steps 4 and 5 to add the time for all the weekdays or the holiday. 

 
7. It is possible to add more than one time list for a given day by repeating 

step 6, for the given day. Maximum 10 time lists may be added. 
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8. Clicking on Reset will reset the Starting Hours, Starting Minutes, End 
Hours, End Minutes boxes to zeros. 

 
9. Click on the OK button to add the new Time Group. Addition of the new 

Time Group may be cancelled by clicking on the Cancel button. 
 

The successful addition of the Time Group causes the Status window to 
open, explained in the section 2.2.4. Click on the Close button in the Status 
window to close it. 
 
During step 5, if the start time is not earlier than the end time, after 
clicking the Add, the following error message will open. 
 

 
 

In this case, click on the OK button to get the New Time Group window, 
and set the start time earlier than the end time in the New Time Group 
window. 

 
 
 
 

2.2.7.5 Modify Time Group 
 

Existing Time Group(s) may be modified using the following steps: 

 
1. Select Time Group after clicking on Creation in the menu bar, to open the 

following Group window used to modify an existing Time Group. 
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2. Select the Time Group to be modified from the list of existing Time Groups in 

Time Group, and then click on the Modify button to modify the existing Time 
group. This will open the following window titled Modification of Time 
Group. 
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3. If the Name and/or Description is to be modified, then enter the Name 

and/or Description in the respective fields.  
 

4. Accessible periods in the Time list for the weekdays/holiday can be updated 
individually by clicking on the respective tabs and selecting the accessible 
period to be modified. 

 
5. Delete the accessible period to be modified by selecting it from the list and 

clicking on delete button. 
 

6. Specify the start time and end time with hours and minutes in the time boxes 
below.  

 
7. Once the time values are specified (start time should be earlier than the end 

time), click on the Add button to add the time list for that day. 
 
8. Repeat steps 6 and 7 to add the time for all the weekdays or the holiday. 
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9. It is possible to add more than one time list for a given day by repeating step 8. 
 
10. Click on the Modify button to modify the Time Group. Modification of the 

Time Group may be cancelled by clicking on Cancel button. 
 
 
The successful modification of the time group causes the Status window to 
open, explained in the section 2.2.4. Click on the Close button in the Status 
window to close it. 
 
During step 6, if the start time is not earlier than the end time, then after 
clicking the Add button during step 7, the following Error message will open. 
 

 
 
In this case, click on the OK button to return to the Modification of Time 
Group window, and set the proper values in the Modification of Time Group 
window. 
 
During step 2, if the modify button was clicked without selecting a Time 
Group then the following window will open. 
 

 
 
In this case, click on the OK button and continue from step 2, after selecting the 

time group. 
 
 
 

2.2.7.6 Delete Time Group 
 

Existing Time Groups may be deleted from the system using the following steps: 
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1. Select Time Group after clicking on Creation in the menu bar, to open the 

following Group window used to delete an existing Time Group in the system. 
 

 
 
2. Select the Time Group to be deleted and click on the Delete button to delete 

an existing Time Group. A confirmation window is displayed as shown below. 
 

 
 
3. Clicking on the Yes button will open the following window. 
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4. Click on the OK to delete the Time Group. Clicking on the No button in the 
Confirm window will avoid the accidental deletion of the Time Group. 
The successful deletion of the time group results the Status window to open, 
explained in section 2.2.4. Click on the Close button in the Status window to close 
it. 
 
In step 2, if a Time Group was not selected before clicking on the Delete button, 
then the following warning message will open on the screen. 
 

 
 
In this case click on OK to return to the Group window, and continue from step 2 
to delete the Time Group successfully. 
 

 
 

2.2.7.7 Add Holiday List 
 

The Current Holiday list contains a list of Holidays created in the system.  
The maximum number of Holiday that may be registered is 255 in Basic and 
Extended version. 
 
A new holiday may be added to the list using the following steps: 
 

1. Select Holiday after clicking on Creation in the menu bar. The following 
Group window is displayed. 
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2. Clicking on the New button will display the following window. 
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3. Enter the Name of the Holiday, in the text box labeled Holiday Name. 
 
4. Select the Month and Year of the Holiday from the combo boxes shown by the 

arrow in the illustration above.  
 
5. Select the Date from the calendar. 
 
6. The description of the Holiday may be entered in the text box labeled Memo. 
 
7. Click on the OK button to add the Holiday to the current Holiday list. Click on 

the Cancel button to cancel the addition of the new Holiday to the current 
Holiday list. 

 
 
The successful addition of the holiday causes the Status window to open, 
explained in section 2.2.4. Click on the Close button in the Status window to close 
it. 
 
If the Holiday name is not specified, the warning message shown below will be 
displayed. In this case, click on OK and then add the Holiday name. 
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 If you want to set consecutive holidays, each day must be set individually. For 
example, 
 

Holiday name Date 
New year day 1 01/01/2002 
New year day 2 01/02/2002 
New year day 3 01/03/2002 

 
 
 

2.2.7.8 Modify Holiday List 
 

Below are the steps used to modify the existing holiday list.  
 

1. Select Holiday after clicking on Creation in the menu bar to get the following 
Group window. 

 



 
IrisAccess™  Operational Manual 

 
 
 

66 

 
 
 
2. Select the Holiday to be modified from the Current Holiday list, and then click 

the Modify button to modify the existing Holiday The following window will 
open, titled Modification of Holiday. 
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3. Modify the fields to be updated and click on the Modify button. 
 
4. Click on the Cancel button to cancel the modification. 

 
The successful modification of the holiday causes the Status window to open, 
explained in section 2.2.4. Click on the Close button in the Status window to close 
it. 
 
If the Holiday Name is not specified when the Modify button is clicked, the 
warning message shown below will be displayed. In this case, click on OK and then 
update the Holiday Name. 
 

 
 
 

 
 

2.2.7.9 Delete Holiday List 
 

Deletion of an existing Holiday can be done by the following steps: 
 

1. Select Holiday after clicking on Creation in the menu bar to open the following 
Group Window. 
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2. Select the Holiday to be deleted from the Current Holiday list and click on the 

Delete button.  
 
3. Clicking on the Delete button will display the following window for 

confirmation. Click on the Yes button to delete the Holiday from the holiday 
list. Click on the No button to cancel the deletion. 
 

 
 
The successful deletion of the holiday results in the Status window opening up, 
explained in the section 2.2.4. Click on the Close button in the Status window 
to close it. 
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2.2.7.10 Prioritized ICU DB sync 

 
When user information is added/modified/deleted from IrisEnroll / 

IrisManager, the IrisServer sends the changes to all channels (Remote Units) 
connected to IrisServer. 

  
Earlier, IrisServer used to send changes to each connected recog channel 

(Remote Unit) in the order in which they were connected to IrisServer, and user had 
no control over it. 

  
The new Prioritized ICU DB sync feature lets the user configure which channel 

(Remote Unit) has to be synchronized first, second, third and so on. 
  

User can set / modify the priority for DB sync for any Remote Unit from the 
IrisManager (Creation->Remote Unit). 

  

• Priority field is added to New Remote Unit and Modification of Remote Unit 
dialogs. 

• Priority field column is also added to the list control that displays the list of 
registered Remote Units. 

• Priority value can be set as any value from 1 to 255. 

• A priority value of 1 is assigned to Remote Unit if the priority is not defined. 

• If all channels have the same priority value, then this feature has no effect. 

• Remote Unit with priority 1 is synchronized first and Remote Unit with 
priority 255 is synchronized last. 

• Multiple Remote Units can have the same priority value. 

• Multiple Remote Units having same priority are synchronized in the order of 
connection to IrisServer. 

2.2.8 Administration 

 
Only administrators can use these features to manage other administrators as well as 
operators. Operators cannot use this feature. 
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2.2.8.1 Administrator/Operator 
 

Administrators have full access rights and the access rights of the operator are limited.  

 
Below is the process for adding a new Administrator/Operator: 
 

1. Select the Operators item in the Administrator button in the menu bar to get 
the following Operator window. The Administrator item is enabled only when 
logged into IrisManager as an Administrator. 

 

 
 
2. Click on the button labeled New to open the New Operator window. This 

window allows you to specify the type of the operator (administrator level or 
operator level), access rights and the information about the 
administrator/operator. 
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3. After filling the required information (marked in bold) in the above window, 

the type of operator and access rights can be added using the tab labeled 
Authority.  This results in the following change in the New Operator window. 

 
 If the operator to be registered is already registered as a user of this 

system, enter the User ID. If the operator is not registered as a user, leave 
the “User ID” field blank. 
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4. The type of the operator can be specified by selecting either Administrator or 
Operator in the combo box pointed to with an arrow. 

 
5. The rights for the operator can be specified as follows: 

a. Select an item on the right to be added from the list of rights under 
Unselected program. 

b. Click on the Add button to add this right to the operator. 
c. The selected rights can be viewed on the list of rights labeled with 

Selected program. 
 

6. Specification of rights for the administrator is not required, since the 
administrator has all rights by default. 

 
7. Click on OK after entering all the information. 

 
8. If any of the necessary information was not entered, a window with an error 

message will open on the screen after clicking the OK button. For example, if 
the operator ID is not entered, the following window is displayed on the 
screen. In this case click on the OK button, and enter the required information 
in the New Operator window, with the information tab selected. 
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9. If the access rights are not specified for the operator, then after entering the 
required operator information, clicking on the OK button in the New Operator 
window will open the following error window. Click on OK to return to the 
New Operator window and assign the access rights and click on the OK 
button in the New Operator window. 
 

 
 
 

 
 

2.2.8.2 Modification of the Administrator/Operator 
 

Below is the process for Modification of the Administrator/operator 
 

1. Select the Operators item in the Administrator button in the menu bar to open 
the following Operator window. The Administrator item is enabled for 
Administrators only.  
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2. Select the Operator entry to be modified and click on the Modify button, shown 
with an arrow in the window above. A window titled Operator Information 
will be displayed. 
 

 
 

3. Update the fields to be modified. 
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 Note: If the operator is already registered as a user of this system, enter the 
user ID. If the operator is not registered as a user, leave “User ID” field 
blank. 

 
4. Click on the Change Password button to change the Operators password. The 

Change Password button will change to Cancel to change as shown below. 
 

5. To cancel the password change, click the Cancel to change button. 
 

 
 

6. Enter the New Password in the New Password field and confirm the password 
in the Confirm Password field. 
 

7. Click on the Authority tab field to review and update the operator type and 
access rights. 
 

 
 

2.2.8.3 Deletion of the Administrator/Operator 
 

1. An existing Administrator/Operator may be deleted using the following 
procedure: 
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2. Click on the Delete button in the Operator window to open the following 

confirmation window. 

 
 

3. Click on YES to delete the Administrator/operator.  
 

4. Click on the No button to avoid the accidental deletion of the 
Administrator/Operator. 
 

 

2.2.8.4 Operator Log Report 
 

Administrators may run reports detailing all actions performed by Operators on the 
system. 
 

1. Select Administrator from the menu bar. 
 

2. Select the Operation log item. 
 

3. The following Filtering condition for operation log report window will 
open. 
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4. Select All or Filtering. Select the All item for a report of all logs. Select 
Filtering to view the logs based on a Date and Time range. 

  
5. If you select Filtering, select the date and time range in the Filtering frame, 

highlighted in the picture above. 
 
6. Select the items to be included in the report from the Items in System Report. 

This may be done by selecting the items in the Unselected Items list and 
clicking on the Add button. Selected items may be removed by selecting the 
items in the Selected Items list and clicking on the Remove button. 

 
7. If you want to view the logs stored in a backed-up log file, select the “Filtering 

in the previously backed-up log file” check box. Click on the Browse button 
to select the folder in which the log files to be included in the report is located. 
Refer to the section 2.6.2.4 LOG BACKUP. The backup log file’s name created 
after log back up should be not changed. If this name is changed, 
information from the backup log files cannot be included in the report. 

 
8. Click on the View button to view the results in the Operation Report window 

as shown below. 
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9. Click on the Stop button to stop the log reporting process. When you click the 

Stop button, logs that have been transferred from the server database will be 
displayed in the Operation Report window.  
 

 
 

10. This information can be saved into an Excel sheet (Microsoft Excel must be 
installed) by pressing the button with the Excel icon on it, or printed by 
pressing the button with a printer icon on it, with the buttons pointed with the 
arrows, respectively. 

 
11. Clicking on the Close button will close the Operation Report screen and 

return to the Filtering condition for operation log Report screen. 
 
 
 

2.2.8.5 Security Setting 
 

You can set the security level of the remote units. This setting determines if the 
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Remote Units will be operational after a restart without first connecting to the 
IrisServer. Only administrator(s) may set the security level.  
 

 
 
If you select the first option, the Security IDs, registered in IrisManager and registered 
in the remote unit with ICU configuration, and are checked and compared in the 
IrisServer and the remote unit any time the remote unit is restarted. Because this 
security level can prevent the substitution of an unauthorized remote unit, it is more 
secure. It is recommended to use this feature. 
 
If you select the second option, the remote unit will be activated after a restart 
without connecting to the IrisServer. The change of security level will be applied to 
the remote units only after the remote units are connected to IrisServer. This selection 
is enabled by default. 
 
 
 
 

2.2.9 Administer User Access Control 

 

2.2.9.1  Add New Users 
 

New users may be added to the system using the following procedure. 
 

1. Select the New item under the User button from the toolbar or from the menu 
bar to open the User Information window, shown below. 
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2. In the User Information window, the Basic information about the user 
should be entered in the window with Basic Info tab field selected. In this 
window: 
 

a. Enter the User ID in the text box labeled with User ID. The User ID may 
be any combination of numbers, letters (CAPITAL and lower case) and 
special characters, up to 20 characters total. 

b. Enter the User’s First Name, Middle Initial and Last name (optional) 
c. Enter the Gender of the user (optional). 
d. Select the card type in the drop-down list and enter the Card ID and 

Card Number (Optional, but required to use verification mode and card 
ID output).  
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---------------------------------------------------------------------------------------------- 
Note:  
Card ID: Card ID is the effective data that is used in verification mode or 
for Card ID, Wiegand or RS422 output. When the wiegnad/RS422 
output ports are activated, Card ID is outputted in the configured format 
after the user is identified.  
- Card Number: Card Number is assigned by Card manufacturer. It is 
commonly written on the surface of card. 

 
Definition:  
If the system is used with a card reader and/or access panel, select the 
card type in the card drop-down. When a card type is selected, the t 
Card ID and Card Number text boxes will be activated. To complete 
the registration of card information, Card ID and Card Number must be 
filled. If not, the warning window will be displayed.  
 

 
 
 Card ID: The minimum and maximum value of Card ID is 0 to 40 

digits decimal respectively. 
 Card Number: The minimum and maximum value of Card Number 

is 0 to 40 digits decimal respectively. 
 
e. Enter PIN (Personal Identification Number) assigned to the user. 

(Optional, required only for PIN verification) The PIN has to be numeric 
and the valid range for PIN is 1000 to 99999999. By default PIN field is 
masked. To display unmasked PIN, select “Show PIN” check box.  
 

f. Select Photo (Optional) 
 Allowed image formats: jpg, bmp and gif. The size of the photo 

cannot exceed the maximum allowable size (300*400 pixels).  
 
If both eyes are enrolled, one of them can be assigned as a warning eye. 
If a user is forced to access the door by an unauthorized intruder, the 
user may use the warning eye. The remote unit opens the door as an 
authorized user but notifies IrisServer (or IrisMonitor) of the 
emergency. This is NOT applicable with ROU4000 camera system. 
 
If you want to delete the left (or right) IrisCode of the user, select the 
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Unenroll left (or right) eye in the check box. 
If you want to delete the registered photo of user, select the Delete 
Photo check box. 
 

3. After entering the information, the window with sample information is shown 
below. 

 
 

4. The access rights of the user may be set by clicking the Access Rights tab in 
the User Information window. 

 
5. The following window is displayed.  
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6. In this window select the check box labeled Visitor is the User is a Visitor 

with temporary access rights. 
 
7. If the user type is General User: (The Visitor check box is NOT selected) 

a. Select the Remote group of this user.  
b. Click on the Add button under the Remote Group. 
c. Select the Time Group of the user. 
d. Click on the Add Button under the Time group. 
e. The Selected Remote Group and Time Groups may be viewed in the 

Remote Group and Time Group List in the Access Rights section. 
f. Users may be removed from Remote and Time Groups by selecting the 

Groups in the Access Rights section and clicking on the Delete button. 
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g. You may set the Start Date and Expiration Date for the user. If you do 
not select a Start Date and Expiration Date for the user, their Access 
Rights are always valid. To set the Start Date: 

 Press the Calendar button next to Start Date. 
 On the Calendar screen that opens, select the first date that the 

User’s Access Rights will take effect. 
 Press the Ok button to enter the Start Date, or Press the 

Cancel button to cancel the date selection. 
 Repeat the process for the Expire Date 

 
If a Remote Group or Time Group is selected, the Detail button may be 
pressed to display the Remote Unit(s) in the Remote Group or the valid 
times under the Time Group. 

  
 

 
 
 

 
  

Multiple Remote and Time Groups may be assigned to a single user by 
repeating steps a - g. A maximum of 10 access rights may be assigned to a 
single user. 

 
8. If the User is a Visitor: 

a. Check the check box labeled Visitor and enter the visitor information. 
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b. Select the Remote group of the visitor, 
c. Click on the Add button under Remote Group, to add the Visitor to the 

Remote Group. 
d. The selected Remote Group will be listed in the Remote Group list 

under Access Rights. 
e. You may set the Start Date and Expiration Date for the user. If you do 

not select a Start Date and Expiration Date for the user, their Access 
Rights are always valid. To set the Start Date: 

 Press the Calendar button next to Start Date. 
 On the Calendar screen that opens, select the first date that the 

User’s Access Rights will take effect. 
 Press the Ok button to enter the Start Date, or Press the 

Cancel button to cancel the date selection. 
f. Repeat the process for the Expire Date. 
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g. The valid access times (start time and the end time) during the selected 
valid days for the visitor can be selected by choosing the starting and 
ending hours and minutes in Reservation time for Visitor.  Only one 
Reservation time can be set. 

 
The User’s detailed information can be entered by selecting the Detailed Info 
tab on the User Information window, as shown below. 
 

 
 

9. Department of the user, Position of the user, Phone numbers of the user 
(both Home and Office), Mobile number, E-mail, Address, Resident 
Number and some description of the user can be entered. 
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10. Once all the required information is entered, click on the OK button to add the 
user into the system. Clicking on the Cancel button will cancel the entire 
operation of adding the user. 
 
The successful addition of the user causes the Status window to open, 
explained in section 2.2.4. Click on the Close button in the Status window to 
close it. 
 
The following error window is displayed on the screen, if any necessary 
information is not entered, depending upon the field. For example if the User 
ID field is not entered, the following window will be displayed. 
 

 
 
In this case click on the OK button and to return to the User Information 
window and enter the required information. 

 

 

2.2.9.2 Modify User Information 

 
Existing User(s) information may be modified using the following procedure. 
 

1. Select the User whose information is to be modified from the list of users in the 
IrisManager window. For example, the selection of the user Brandy Park can 
be seen in the following window. 
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2. To modify the information of the selected user, select Modify from the User 

Icon on the tool bar or from the menu bar to open the following User 
Information window. Double-clicking on the selected user will also open the 
window. 
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3. Change Picture( PIN no longer visible) 
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4. The Basic information of the user may be modified by clicking on the Basic Info tab. The 

following User Information window is displayed with the existing Basic Information. 
 

 
 
5. Modify the desired fields in this window. The mandatory fields should not be left blank.  
 
If both the eyes are enrolled, one of them can be assigned as warning eye (Not valid for 
ROU4000 camera system). If a user is forced to access the door by an unauthorized 
intruder, the user can use the warning eye. Then the door is open as an authorized user but 
notifies IrisServer (or IrisMonitor) of the emergency. 
 
If you want to delete the left (or right) IrisCode of the user, select the Unenroll left (or right) 
eye in the check box. 
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If you want to delete the registered photo of user, select the Delete Photo in the check box. 
 
6. The Access Rights of the user may be modified by clicking on the Access Rights tab in 

the User Information window.  
 

7. The following picture displays a User Information window with existing access rights. 
 

 
8. The information related to the Access Rights can be modified by  

a. Changing the type of the user. 
b. Adding / Removing the Remote/Time groups. 
c. Modifying the valid date(s)/time(s) of different Remote-Time groups. 
(Optional for non-visitors) 
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9. The detailed information of the user may be modified by selecting the Detailed Info tab 

in the User Information window.  
 

10. The following picture displays the User Information window with existing detailed 
information of the user. 
 

 
 
11. Modify the detailed information fields with the desired modifications. 
 
12. Click on the Modify button to complete the Modification. Click on the Cancel button to 

cancel the modification. 
 

The successful modification of the user causes the Status window to open, as explained in 
section 2.2.4. Click on the Close button in the Status window to close it. 
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2.2.9.3 Delete User Information 

 
Existing User/Visitors information may be deleted from the system using the following 
procedure. 
 

1. Select the user that you want to delete from the IrisManager window. For example the 
selection of the user Brandy Park can be seen in the following window. 

 

 
 
2. To delete the selected user, select the Delete within the User Item from the menu bar or 

toolbar.  
 

 
 
3. Click on the OK button to delete the user. To avoid deleting the user, click on the Cancel 

button.  
 
The successful deletion of the user causes the Status window to open, as explained in section 
2.2.4. Click on the Close button in the Status window to close it. 

 
 
 

2.2.9.4 Multi-Assignment for Users 
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Access rights may be assigned to the selected users by using this feature. 
 
When you select more than one user, you can use this feature. 
 (Specifically, the Multi-assignment menu item will be enabled if you select more than one user.) 
 
To select a series of users: 
 Left-Click on the first user in the series. 
 Hold down the Shift key on the keyboard. 
 Left-Click on the last user in the series. 
 Release the Shift key 
 This will select the first and last user selected, as well as all the users between the first and last 

selected. 
  
To select a number of users: 
 Left-Click on the first user. 
 Hold down the Control (Ctrl) key on the keyboard 
 Left-Click on the other users you want to select. 
 When all the users desired have been selected, release the Control key. 
 This will select all the users left-clicked on. 

 
1. On selecting the Multi-assignment item under the User icon from the toolbar or from 

the menu bar after selecting more than one user, the following Multi Assign window is 
displayed. 

 
 
 
2. Or selecting more than one user and right-clicking on one of the users will show the menu 

below. 
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3. Selecting Multi-assignment will display the box displayed below. 

 
 
 
4. In this window select the type of the user (general user/visitor) using the check box 

labeled Visitor. 
 
5. If the selected users are not visitors: 
 

a. Select the Remote group for these selected users. 
b. Click on the Add button under the Remote Group. This will add the users to that 

Remote Group. 
c. Select the Time Group of the users. 
d. Click on the Add Button under Time group. This will add these users into the 

selected time group. 
e. The Selected Remote Group and Time Groups may be viewed in the Remote 

Group and Time Group List under the Access Rights. 
f. The Time Group and the Remote Group may be deleted by clicking on the Delete 

button, after selecting the Remote/Time Group to be removed. 
g. Select the Start Date for access and the Expiration Date for validation term of the 

users (optional). Click Calendar to set the Start Date and the Expiration Date, 
respectively. Click Delete to clear the existing Start Date and Expiration Date, 
respectively. 



 

IrisAccess™  Operational Manual  

 

97 

 
Multiple Remote and Time Groups may be assigned for the selected users by repeating the 
steps (a) to (g). Maximum 10 access rights can be assigned to users. 

 
6. If the User Type is Visitor, (When the Visitor check box is selected) 
 

a. Check the check box labeled Visitor. 
b. Select the Remote group for the Visitors 
c. Click on the Add button under Remote Group, to add the Visitors into that Remote 

Group. 
d. The selected Remote Group may be viewed in the Remote Group list under Access 

Rights. 
e. Select the Start Date and the Expiration (End Date) Date for the Visitors to access 

the system. Click Calendar to set the Start Date and the Expiration Date, respectively. 
Click Delete to clear the existing Start Date and Expiration Date, respectively. 

f. The valid access times (start time and the end time) for the selected valid days can be 
selected by choosing the starting and ending hours and minutes in Reservation time 
for Visitor.  Only one Reservation time can be set. 

 
7. Click on the OK button to update the access rights. 
 
The successful update causes the Status window to open, explained in section 2.2.4. Click on 
the Close button in the Status window to close it. 

 
 
 
 
 

2.2.10 Reports 

 

2.2.10.1 Enroll Report 
 

Information about the list of enrolled users may be obtained using this feature. This feature can 
be used as follows: 

1. Select the Reports from the toolbar or menu bar. 
2. Select the Enroll report Item from Reports. 

 
The following Filtering condition for enrollment report window will be displayed on the 
screen, after the selection of the Enroll report item. 
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3. The user information for all the users can be obtained by selecting All in the Filtering part 

of the window. 
 
4. If the information about the users in a specific Remote Unit is required, then this may be 

obtained by selecting the By Remote Unit and selecting the appropriate Remote Unit in 
the drop-down box in the Filtering part. 

 
5. If the information about the users in a specific Remote Group is required then this may 

be obtained by selecting the By Remote Group and selecting the appropriate Remote 
Group in the drop-down box in the Filtering part 

 
6. Further filtering of the users can be done by selecting By Department after selecting any 

of the items explained in steps 4 to 5 
 

7. The report cannot be filtered by any other items except for Remote unit, Remote group 
and Department. 

 
8. The information about the selected users included in the report may be selected by 

selecting the necessary fields from the Unselected Items and then clicking the Add 
button.  

 
9. Selected fields may be removed by selecting the field from the Selected Items list and 

clicking on the Remove button. 
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10. The information about the selected users, selected information can be viewed by clicking 
on the View button after selecting the required items. This information will open as a new 
window with the title Enroll report as shown below: 

 
11. Click on the Stop button to stop the report creation. When you click the Stop button, 

information already transferred from the server database will be displayed in the Enroll 
Report window. 
 

 
 

12. This information can be saved into an Excel sheet (Microsoft Excel must be installed) or 
printing can be done using the buttons Excel and printer indicated by arrows above. The 
more user information included in the report, the more time required for processing.  

 
13. Clicking on the Close button will close the Enroll Report screen and return to the 

Filtering condition for enrolment report screen. 
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2.2.10.2 Access Reports 
 

A report displaying the access records through the doors can be obtained using this feature. This 
feature can be used as follows: 

1. Select the Reports from the toolbar or menu bar. 
2. Select the Access Report Item from the Reports menu. 

 
The following Filtering condition for access report window will be opened on the screen, 
after the selecting the Access report item. 
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3. Select All or Filtering. Select the All item to view all logs. 
  
4. Select Filtering to view the filtered logs based on  

a. Date and Time range 
b. Filtering by Remote Unit, Remote Group and IrisEnroll can be done by selecting 

the respective items after selecting Basic filtering.  
* When a user tries to identify or verify with IrisEnroll, corresponding logs are 
created as followings. 

Identified 
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Not Identified (Iris NOT enrolled)   Warning 

Not Identified (Fake eye)                 Warning 
Verified 
Not Verified (Iris NOT enrolled)   Warning 

Not Verified (Fake eye)                 Warning 
 

c. Additional filtering based on User ID, Card ID, Last Name, First Name, 
Department, Remote Unit and Process Result can be done by selecting the 
required items, after selecting the Additional filtering option. 

 
5. Select the items to be viewed in the Access Report. This can be done by selecting the 

items from the Unselected Items and clicking on the Add button. Selected items can be 
removed by selecting the items from the Selected items and clicking on the button 
Remove. 

 
6. If you want to view the logs stored in a backed-up log file, select the “Filtering in the 

previously backed-up log file” check box. And then click on the Browse button and 
select the folder in which the log files to be filtered are located. Refer to the section 2.6.2.4 
LOG BACKUP. The backup log file’s name created after log back up should be not 
changed. If this name is changed, information cannot be filtered from the backup log 
files.  

 
7. Click the View button to view the results in the Access Report window as shown below. 

 
8. Click on the Stop button to stop the report generation. When you click the Stop button, 

logs already transferred from the server database will be displayed in the Access Report 
window. 

       
9. This information can be saved into an Excel sheet (Microsoft Excel must be installed) or 

printed with the buttons indicated by arrows, respectively. 
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10. Clicking on the Close button will close the Access Report screen and return to the 
Filtering Condition for Access Report screen. 

 
 
 

2.2.10.3 Time & Attendance Reporting / Filtering 

 
Additional Filtering of access logs using Function Key value is supported in IrisManager. See image 
that follows: 
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An Access Report is generated with Function Key information as shown in picture below. If the time 
and attendance feature is disabled, the function key value will be blank. Otherwise, the entered 
function key value is displayed in the access report. If the user fails to press a valid function key within 
the timeout period, the report displays the function key value as 0. 
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2.2.10.4 System Reports 
 

The information from the system log can be obtained using this feature.  
 

1. Select Reports from the toolbar or menu bar. 
 
2. Select the System Report Item from Reports. 

 
3. The following Filtering condition for system log report window will open on the 

screen, after the selection of the System Report item. 
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4. Select All or Filtering. Select the All item to view all logs. Select Filtering to view the 
filtered logs based on Date and Time range 

 
5. If you select Filtering, select the date and time range in the Filtering frame. To select the 

date range, click on the Calendar… button. Select the desired date, and click on the Ok 
button. Set the time by using the up/down arrow buttons next to the hour and minute 
boxes. 

 
6. Select the items to be viewed in the system log window. This can be done by selecting the 

items from the Unselected Items list and clicking on the Add button. Selected items can 
be removed by selecting the items from the Selected items list and clicking on the button 
Remove. 

 
7. If you want to view the logs stored in a backed-up log file, select the “Filtering in the 

previously backed-up log file” check box. And then click on the Browse button and 
select the folder in which the log files to be filtered are located. Refer to section 2.6.2.4 
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LOG BACKUP. The backup log file’s name created after log back up should be not 
changed. If the name is changed, information cannot be filtered from the backup log files. 

 
8. Click the View button to view the results in the System Report window as shown below. 

 
9. Click on the Stop button to stop the report generation. When you click the Stop button, 

logs already transferred from the server database will be displayed in the System Report 
window. 
 

 
 

10. This information may be saved into an Excel spreadsheet (Microsoft Excel must be 
installed) or printed with the buttons indicated by the arrows, respectively. 

 
11. Clicking on the Close button will closes the System Report screen and return to the 

Filtering Condition for System Log Report screen. 
 

 
 
 
 

2.2.11 Door Control 

 
Remote access door(s) may be controlled with the door control feature. 
 

2.2.11.1 Opening Door(s) Once 
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You may open door(s) one time. 
 

1. Select the Door Control item on the Tools menu on the menu bar or select the Door item 
on the toolbar to open the following window. 
 

 
 

2. Select remote access door(s) to be controlled and then click the Open door one time 
button. 
 

3. Click on Close button to close the window. 
 
 
 

2.2.12 Tool Operation 

 

2.2.12.1 Options 
 

The Options can be used to set the IrisServer IP Address and to lock the IrisManager program. 
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The Options screen may be opened by selecting the Options icon from the toolbar or by 
selecting the Options item from the Tools menu on the menu bar. This will open the following 
Options window. Select the IrisServer tab field to set the IP address of the IrisServer. 
 

2.2.12.1.1 IrisServer IP Address 

 
Set the IP address in the text box labeled with IP Address. If IrisManager is located on the 
same computer as IrisServer, we recommend setting the IP Address to the loopback address 
(127.0.0.1). 
 

 
 

2.2.12.1.2 Program Lock 

 
1. The Program Lock functionality is used to Lock the application if there is no action 

within the specified time. Once the program is locked, the Operator must re-login to use 
the application. 

 
2. The Lock may be enabled by selecting the Lock tab field. 

 
3. Check the check box labeled Enable IrisManager Program lock function to enable the 

lock. 
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4. Specify time period in Wait. 
 
 

2.2.12.1.3 Search Option 

 
1. The Search Option functionality is used to specify whether to match case when use the 

Find option. 
 
2. If you select Not Case Sensitive in the search option as following figure, the search text is 

NOT case-sensitive (For example, ‘a’ will match with ‘A’). But if you select Case Sensitive 
in the search option, the search text is case-sensitive (For example, ‘a’ will not match ‘A’. 
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2.2.12.2 Auto Update 

 
1. The Auto Update function is used to set the how frequently IrisManager checks the 

database has been updated. This option is only required if applications outside the 
IrisAccess  system have access to the IrisAccess  database (For example, a custom 
enrollment application) 

 
2. To enable this, check the “Update list automatically” check box and set the time interval. 

The interval time may be from 5 to 60 seconds. 
 

3. Every interval, IrisManager checks the database for updates. 
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2.3 IrisAccess™  Option3Admin 

Option3Admin is an application utility that allows for management of an iCAM7000 when used in 
operational mode: Option 3.  Option3Admin application is used for new installation and 
upgradation of IrisRecog7000 software. 

 
This program is designed for use with iCAM7000 series camera units only (when used with option 
3). 
 

 This is an independent application which can be run on any Windows XP or Windows 7 
machine. 

 It will support new installation or upgrade for 32 channels.  

 For new installation process iCAM7000 IP address, IrisServer IP address and Security ID is 
required. 

 For upgrade process only iCAM7000 IP address is required.  IrisServer IP address and Security 
ID are optional. 

 

2.3.1 Minimum System Requirements 
 

In addition to the system requirements for IrisAccess EAC (refer IrisAccess Software Installation 
Manual); the following pre-requisites are required to setup IrisAccess EAC with Option 3. 
 

 Windows XP or Windows7 Operating system 

 Microsoft .Net Framework 3.5 (not required on Windows 7) 

2.3.2 Version Compatibility 
 

EAC build v3.05x.06 software mandates the following version compatibility check: 

 ICU4000 installed with IrisRecog4000 v3.05x.06 software can connect to IrisServer v3.05x.06. 

 ICU3000 installed with IrisRecog3000 v3.05x.06 software can connect to IrisServer v3.05x.06. 

 iCAM7000/7100 installed with IrisRecog7000 v7.03.06 software will connect to IrisServer 
v3.05x.06. 

 IrisEnroll4000 v3.05x.06 can connect to iCAM4000/4100 with v3.05x.06 software. 
 

2.4 How to Use IrisAccess™ Option3Admin 

To start the Option3Admin, click iCAM7000_Option3_FullUpgrade_xx.yy.zz.exe. 
 

OR 
 
Click on Option3Admin shortcut in start menu or desktop. 
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The application window shows up as following. 

 

 
 

 
 

Fig 1 
 
 

2.4.1 Add 

Add option is used to add iCAM7000 IP, IrisServer IP and Security ID to the list. 
 

After entering valid iCAM7000 IP, IrisServer IP and Security ID, click on Add button or select 

Add option from Configuration menu.  

 



 

IrisAccess™  Operational Manual  

 

114 

 
 

 

2.4.2 Update 

Update option is used to update the existing iCAM7000 information. 
This option is enabled when you select the item from the list. 

 
After modifying valid iCAM7000 IP, IrisServer IP and Security ID, click on Update button or 

select Update option from Configuration menu. 
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2.4.3 Remove 

Remove option is used to remove the selected iCAM7000 entry from the list. 
This option is enabled when you select the item from the list. 
 
Click on Remove button or select Remove option from Configuration menu. 

 

 

2.4.4 Clear 

Clear option is used to clear the entered information from the text. 
 
Click on Clear button or select Clear option from Configuration menu. 

 

 

2.4.5 Delete List 

Delete List option is used to delete all the entries from the list. 
 
Click on Delete List button or select Delete List option from Configuration menu. 

 

 

 

2.4.6 New Installation 

 
New installation of Option3Admin will install IrisRecog7000 software in iCAM7000. 
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Click on New Installation button or select New Installation option from Program menu.  

 
 

 
 

Following window will display when new installation is in progress 
 

 
 
After successful installation, iCAM7000 will reboot. 
 

 

2.4.7 Upgrade 

Upgrade of Option3Admin will upgrade IrisRecog7000 software in iCAM7000. 
 
Click on Upgrade button or select Upgrade option from Program menu. 
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After successful upgrade, iCAM7000 will reboot. 

2.4.8 Save to File 

Save To File option is used to save the entered list information to file with .csv format. 
 
Click on Save To File button or select Save To File option from Program menu.  
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2.4.9 Load from File 

Load From File option is used to load the iCAM7000 information from the file which is of .csv 
format. 

  
Click on Load From File button or select Load From File option from Program menu. 
 

 

 

 

2.5 IrisAccess™  IrisEnroll4000 

2.5.1 How to Run IrisEnroll4000 
 

To start the IrisEnroll4000, click on the IrisEnroll4000 menu item. The location of the program 
is shown in the figure below.  
 
Note: IrisEnroll4000 is designed for use with either an iCAM7000 series camera unit (includes all 
7000 and 7100 series models), and/or for use with the iCAM4000 series camera units (includes all 
4000 and 4100 series models).  When using IrisEnroll4000 with an iCAM7000 Series camera unit, 
make sure that the iCAM7000 is set to operational mode: Option 1.  The iCAM7000 can 
communicate with the IrisEnroll4000 software only when in this Operational mode: Option 1.   
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*Note: 
-------------------------------------------------------------------------------------------------------------------- 

 
IrisServer must be running before starting IrisEnroll4000. 

 
IrisEnroll4000 must first be registered in IrisManager. 

 
If the security ID is not identical to the security ID typed in during IrisEnroll registration in 
IrisManager, the following Security ID window is displayed. This window is also displayed the 
first time IrisEnroll is started. 
 

 
  
Enter the security ID of IrisEnroll. The security ID must be identical to the security ID typed in 
during IrisEnroll registration. Click the OK button. 
 
The following Confirmation window is displayed. 
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Check if the new security ID is correct and then click the Exit button. 
 
Re-Start IrisEnroll. 
----------------------------------------------------------------------------------------------------------------------------
----- 
 
 
 

2.5.2 How to Login to IrisEnroll4000 
 

1. Successful execution of the IrisEnroll will open the following Login window for entering 
the User ID and password required to execute the IrisEnroll. 
 The IrisEnroll may only be executed by Administrators and Operators with 

IrisEnroll privileges. 
 

 
 

2. Enter the ID and Password of the operator who has IrisEnroll rights and click on the OK 
button. 
 Default ID and password are “administrator” and “iris3000” respectively. They can 

only be changed by an administrator. Refer to the section 2.2.8.2 Modification of the 
Administrator/Operator 

 
 

*Note: 
------------------------------------------------------------------------------------------------------------------ 
If the login to the IrisEnroll is successful, then you may see the following Notice window, 
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if the password is not secured. (When you login with the default password “iris3000”) 
 

 
 
Click on No to continue with the same password. 
Click on Yes to open the following Password window to change the password. 
 

 
 
Enter the current password in the Current Password field. Enter the New Password in 
the New Password field and the Confirm Password field, then before click on the OK 
button. This will change the password.  

 
Then following Connect iCAM window will be displayed after changing the password 
successfully or aborting the password changing operation. 

 ------------------------------------------------------------------------------------------------------------------- 
 
  

3. The same Connect iCAM window will be displayed without the Notice window, if the ID 
and Password are valid and the password is secured. 
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Enter the iCAM IP in iCAM IP Address and click Connect to connect iCAM. While 
connecting to iCAM, application will check the version of iCAMSoftware.  If running 
iCAMSoftware version is less then the installed iCAMSoftware version, then application 
will automatically upgrade iCAMSoftware  (IrisCapture & WebConfig) in iCAM.  
Application will also check the version of iCAM Files System. If running iCAM File System 
version is less than the installed iCAM File System version, then the application will also 
upgrade File System in iCAM. User will be notified about the status of iCAM Full Upgrade 
process with the following windows. 
 
Files that may be required for iCAM Full Auto-Upgrade process are first transferred to 
iCAM. During files transfer, the following screen is displayed with the percentage of 
completion. 
 

  
 

After transferring upgrade files, application will start upgrading iCAM Software 
(IrisCapture & WebConfig) only if the version of iCAM Software running in iCAM is less 
than the version of iCAMSoftware installed. If not, application will go for iCAM File System 
upgrade, if required. When iCAM Software is upgraded, following screen is displayed to 
notify the status of iCAM Software upgrade process. 
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While upgrading iCAM File System, application will display the following screen to notify 
the user about the status of iCAM File System upgrade process. 
 

 
 
After successful completion of iCAM Full Auto-Upgrade, iCAM will be rebooted and 
IrisEnroll4000 will re-connect to iCAM. 

 
After IrisEnroll4000 is connected to iCAM, the following IrisEnroll window will be 

displayed. 
 

If iCAM Full Auto-Upgrade is not required (i.e running IrisCapture version is greater than 
or equal to installed IrisCapture version), IrisEnroll4000 will be connected to iCAM and 
following IrisEnroll window will be displayed. 
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2.5.3 Enroll 
 

Enrollment is the process of adding new IrisCodes into the system. The records are used 
during the identification and verification process to validate the user for access (entering or 
existing through the door). 
 
Eye selected in “Options->Eye Selection->Enrollment” will be enrolled. 
 
The maximum number of users that can be registered is determined by each EAC S/W version. 
 
*Cautions: 
------------------------------------------------------------------------------------------------------------------ 
 
1) To decrease the “False Reject Rate” (Rejection of an Iris that should be accepted) and generate 
higher-quality IrisCodes, the user should follow the below recommendation. 

 The user should open his/her eye as widely as possible. For example, 
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Correct Incorrect 

 
 The user should NOT rotate, pan and tilt his face. For example, 

    
Correct Incorrect Incorrect Incorrect 

 
  
 Eyeglasses must be removed before enrollment, but may be worn during verification 

and identification. 
 Contact Lenses with patterns that cover any part of the Iris may not be worn.  

 
Limitation of ambient light in working environment 

 When Fake Eye Detection is not used: 1,000 lx Fluorescent light and 100 lx 
Incandescent or sunlight. 

 When Fake Eye Detection is used: 500 lx Fluorescent light and 50 lx Incandescent or 
sunlight. 

 If the ambient light exceeds these limitations, the False Reject Rate will be increased. 
----------------------------------------------------------------------------------------------------------------------------
---------- 
 
The enrollment of the user can be performed using the following procedure. 
 

1. Select the Enroll Item from the Actions menu in the menu bar or select the Enroll icon 
from the tool bar. 

 
2. If you didn’t select the “Don’t open this window next time” check box on the following 

Notice window in previous enrollment, the Notice window is displayed. Read the 
message on the Notice window for good enrollment and click on the Close button. If you 
don’t want this window to open next time, select the “Don’t open this window next 
time” check box and then click on the Close button. 
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3. With the eye wide open, have the user center their eye in the rectangle on the mirror of 
the EOU, until the voice message of “We finish taking pictures of your eyes” is heard. Any 
display, such as ‘Please move back’ should be followed. 
 

4. If the image is not captured properly for enrollment, the following window opens on the 
screen. 
 

 
 

5. If your eye has already been enrolled in Server DB, the following window opens on the 
screen. In other words, if any iris already exists in the Server database, the iris may not be 
enrolled again. 
 

 
 

6. After getting the Images, four captured images are displayed on the Main window and the 
quality of the IrisCode created is displayed in the Processing Result window.  
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The system will ask to try again if the results of image processing are not of sufficient 
quality. 

 
 

First captured image 
with the right illuminator 

First captured image 
with the left illuminator 

Best captured image 
with the right illuminator 

Best captured image 
with the left illuminator 
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7. Click on the Capture Again button in the above box and the system will attempt to enroll 
the person again. The box below will be displayed if the image was properly captured. 
(*The system will ask to try again if the image was not captured properly on the second try. 
It can be tried a maximum of three times. If you do not succeed on the third attempt, begin 
again at step 1) 

 
 

8. You must perform a verification test by clicking on the Verification Test button. 
IrisEnroll will prompt the user to present his/her iris again to the camera while 
displaying the window below. 

 
 After you click Verification Test, look into the center of the mirror of the iCAM. 
 

 
 

9. Once the verification is complete the window below is displayed. 
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10. To verify again, you may click the Test again button, or click the OK button, which will 
display the window shown below. 
 

 
 

11. The User information can be entered on the User Information window, which may be 
opened by clicking on the button labeled Fill in User Information. 
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12. Enter the User ID and then click the Get user information button.  
 

If the user with the entered User ID does not exist in the Server database, the 
message box titled “User Information is not found. Do you want to register the 
new user ID?” is shown and the rest of the text boxes will be enabled. 
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When a user that does not already exist in the Server database is enrolled (Refer item 
11.A), the window above is shown. 
 

13. Enter the following information in their respective text boxes.  
  

a. Enter the First Name, MI and Last Name of the user. (Optional) 
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b. If the system is used with a card reader and/or access panel, select the card 
type in the card drop-down. When a card type is selected, the Card ID and 
Card Number text boxes will be activated. To complete the registration of 
card information, Card ID and Card Number must be filled. If not, the 
warning window will be displayed. 

 Card ID: Card ID is the effective data that is used in verification mode or for 
Card ID, Wiegand or RS422 output. When the wiegand/RS422 output ports 
are activated, Card ID is outputted in the configured format after the user is 
identified.  

 Card Number: Card Number is assigned by the Card Manufacturer. It is 
commonly printed on the card. 

 
 If both the eyes are enrolled, one eye may be assigned as a warning eye. If a user is 

forced to access the door by an unauthorized intruder the user may use the 
warning eye. The remote unit opens the door as an authorized user, but notifies 
IrisServer (or IrisMonitor) of the emergency. 

 
c. Select the Gender (Female/Male) from the radio buttons. (Optional) 

 
d. Enter PIN no. 

 
e. Select Photo (Optional). If you want to delete the registered photo of user, 

select the Delete Photo in the check box. Or you can choose Capture Image, 
following window will be displayed: 
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 Press Capture button to start Live Image and this will also enable done button.  
Press done button to capture image and the image will be displayed in the User 
Information Window, like: 
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(If using Wiegand or RS422, the user ID should be a positive integer and the configuration of the ICU 
should be completed properly. Please refer to section 2.4.2 and 2.4.3 in the document IrisAccess™ 4000 
Software Installation Manual (Document No. DV002S501)). 
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14. Enter the Department, Position, Home Phone number, Office Phone number, Mobile 
Phone number, E-mail, Address, Resident Number and descriptions (Memo1-5) of 
the user. (All Optional) 

 
15. Click on the Next > button to set the User’s Access Rights. 
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16. In this window select the check box labeled Visitor is the User is a Visitor with 
temporary access rights. 

 
17. If the user type is General User: (The Visitor check box is NOT selected) 

a. Select the Remote group of this user.  
b. Click on the Add button under the Remote Group. 
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c. Select the Time Group of the user. 
d. Click on the Add Button under the Time group. 
e. The Selected Remote Group and Time Groups may be viewed in the Remote 

Group and Time Group List in the Access Rights section. 
f. Users may be removed from Remote and Time Groups by selecting the Groups 

in the Access Rights section and clicking on the Delete button. 
g. You may set the Start Date and Expiration Date for the user. If you do not select a 

Start Date and Expiration Date for the user, their Access Rights are always valid. 
To set the Start Date: 

 Press the Calendar button next to Start Date. 
 On the Calendar screen that opens, select the first date that the User’s 

Access Rights will take effect. 
 Press the Ok button to enter the Start Date, or Press the Cancel button to 

cancel the date selection. 
 Repeat the process for the Expire Date 

 
If a Remote Group or Time Group is selected, the Detail button may be pressed to 
display the Remote Unit(s) in the Remote Group or the valid times under the Time 
Group. 
 

 
 

 
 

Multiple Remote and Time Groups may be assigned to a single user by repeating steps a - g. 
A maximum of 10 access rights may be assigned to a single user. 

 
18. If the User is a Visitor: 

a. Check the check box labeled Visitor and enter the visitor information 
b. Select the Remote group of the visitor, 
c. Click on the Add button under Remote Group, to add the Visitor to the 

Remote Group. 
d. The selected Remote Group will be listed in the Remote Group list under 

Access Rights. 
e. You may set the Start Date and Expiration Date for the user. If you do not 

select a Start Date and Expiration Date for the user, their Access Rights are 
always valid. To set the Start Date: 

1. Press the Calendar button next to Start Date. 
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2. On the Calendar screen that opens, select the first date that the 
User’s Access Rights will take effect. 

3. Press the Ok button to enter the Start Date, or Press the Cancel 
button to cancel the date selection. 

f. Repeat the process for the Expire Date. 
g. The valid access times (start time and the end time) during the selected valid 

days for the visitor can be selected by choosing the starting and ending hours 
and minutes in Reservation time for Visitor.  Only one Reservation time can 
be set. 
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19. Click the Next button. 
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20. This window shows a summary of the information of the enrolled user. Click on the 
Finish button.  
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21. If the user is selected to use a Smart Card, the next window opens. The card must be 
issued. The card may be issued by carrying out following steps: 
- Encryption keys must have already have been generated and registered in IrisServer. 
- Use Smart Card check box in the Options window of IrisEnroll must be checked. 
- Card combo box in the User Information window must have been set to Smart Card 
 

 
If user is enrolled with Left or Right eye then only respective Left or Right eye data will be 
written to Smart Card. If user is enrolled with both eyes then user can choose either Left, Right or 
Both eyes to be written on Smart Card from  “Options>Which Eye>Issue Smart Card”. 
 

 
 

a. If the operator clicks the “Start” button in the “Issue card” window, the 3 step Smart 
Card process begins: 

 
*Note: Before beginning the Smart Card issuing process, the Smart Card must already be 
within range of the Smart Card Reader / Writer. If not, an error will occur. If this happens, 
press the Ok button on the error window, place the Smart Card within range of the Smart 
Card Reader/Writer and press the Start button again. 
 
(1) Register the IrisCode to the card 

  
 
 (2) Read the IrisCode from card (for verification) 
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(3) Verify card by comparing the read IrisCode to a live Iris. The User will be asked to 
present their eye to the optical camera again. 

 
 
If the process completes successfully, the following window is displayed. 
 

 
 
 
 

2.5.4 Identify 
 

The Identify feature is used to identify a user by comparing the IrisCodeTM of the user to all 
existing IrisCodesTM in the system. (1: N matching) 
 
Identification will happen with the eye selected in “Options>Which Eye>Identification/ 
Verification” 
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The Continuous Identification process can be done using the following steps. 

 
1. Select the Identify Item from the Actions menu in the menu bar or select the Identify 

icon from the tool bar. The following identification window will be displayed. 
 

 
 

2. Have the User look into the center of the mirror of the iCAM. 
 

The IrisCodeTM of the user will be generated from Iris images and compared with the 
existing IrisCodeTM in the database. If the IrisCodeTM matches with any of the enrolled 
IrisCodesTM, then the user is identified as a valid user. The window after the identification 
of the sample user is shown below: 
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If the user’s IrisCodeTM does not match with an enrolled IrisCodeTM, then a ‘Not 
Identified’ message will be displayed and all information items in the screen will be 
cleared. 
 
 

3. Identification mode runs continuously until the operator clicks the Stop button or the 
Close button. 
Until the Stop button is clicked, the continuous identification process is active.  
If you click on the Close button, the identification window will be closed. 
 
 Note: Information about the identified user to be displayed in the identification 

window can be selected by checking the check boxes in the option window. 
(Refer to section 2.3.7.5 Display) 

 
 
 

2.5.5 Verify 
 

Verification is the process of verifying the user, by checking the IrisCodeTM of the User with 
either:  

 IrisCodeTM of the User from the provided User ID in the database or 
 IrisCodeTM of the User from the provided IrisCode in the Smartcard or 
 IrisCodeTM of the User from the provided PIN in the database. 
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Verification will happen with the eye selected in “Options>Which Eye>Identification/ 
Verification” 
Select the Verify Item from the Actions menu in the menu bar or select Verify from the tool 
bar, to open the Verification window. Verify with smartcard button is enabled only when 
“Use smartcard” option is checked in the Smartcard window under Options menu. (Refer to 
the Smartcard Section in this manual). 

 
 
To verify the User by User ID 
 

 
 

1. Enter the User ID of the User in the User ID field in the Verification window 
 
2. Clicking the Verify button begins the Iris Image capture process. 

 
3. After you click the Verify button, look into the center of the mirror of the iCAM. 
 
4. After the Iris image is captured, the result of the verification will be shown in the 

Verification window. A sample of the Verification window after a successful verification 
is shown below. 
 



 

IrisAccess™  Operational Manual  

 

146 

 
 

5. If not verified, click on the Try again button. 
 
6. If you click the Close button, the verification window will be closed. 

 
 
 

To verify a User with Smart Card 
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1. Click the Verify with Smart Card button in the Verification window and the Verify 
with Smart Card window will be displayed. 
 

 
 

2. Click the Start button and the Verify with Smart Card window will begin reading the 
Smart Card. The Smart Card should be within range of the Smart Card Reader before 
pressing the Start button. 
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3. Present the Smart Card and wait until the EOU prompts the user to look into the mirror. 
 

4. After the Iris image is captured, the result of the verification will be shown in the 
Verification window. A sample of the Verification window after a successful verification 
is shown below. 
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To verify a User with PIN 
 

1. Press “Verify with PIN” field in the Verification window 
 
2. User has to enter PIN from iCAM and press enter key (┘) on the keypad. Then iCAM will 

be in capture mode. 
  
3. Look into the center of the mirror of the iCAM. 
 
4. After the Iris image is captured, the result of the verification will be shown in the 

Verification window. A sample of the Verification window after a successful verification 
is shown below. 
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5. If not verified, click on the Try again button. 
 
6. If you click the Close button, the verification window will be closed. 

 
 

 

2.5.6 Live View 
 

This functionality is used only to view the live video from iCAM. 
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2.5.7 Option Settings 
 

The Options Item is used to set various options such as: 
 

1. To set the sound volume and VFD Message of ICAM. 
2. To change the IrisServer’s IP address. 
3. To configure the program lock feature. 
4. To enable/disable the fake eye detection. 
5. To configure the items displayed in the continuous identification window. 
6. To set which eye should be enrolled: left, right or both. When both eye’s are enrolled, 

SmartCard which eye can also be configured left, right or both. 
7. To set which eye for Identification and verification left, right, both or either. 

 
 

2.5.7.1 iCAM Setting 
 

By selecting the iCAM tab on the Option dialog box you can set the Sound Volume of ICAM and 
VFD Message. By default VFD Message is Iris ID. 
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2.5.7.2 IrisServer IP Address 
 

The IrisServer IP Address may be set by selecting the IrisServer tab field in the Options window 
and entering the IP Address of the IrisServer. If IrisEnroll is located on the same computer as 
IrisServer, we recommend setting the IP Address to the loop back address (127.0.0.1). 
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2.5.7.3 Program Lock 
 

The Program Lock functionality is used to Lock the application if there is no action within the 
specified time. Once the program is locked, the Operator must re-login to use the application. The 
Lock may be enabled by selecting the Lock tab field. Check the check box labeled Enable 
IrisEnroll Program lock to enable the lock. To disable the program lock feature, uncheck the 
check box labeled Enable IrisEnroll Program lock. 
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2.5.7.4 Fake Eye Detection 
 

Fake eye detection can be configured by selecting the fake eye tab of the option window, which 
will display the following window. 
 



 

IrisAccess™  Operational Manual  

 

155 

 
 
If you want the fake eye detection to be enabled, select the Detect fake eye radio button and 
click the OK button. Fake Eyes will be detected when a user tries to enroll, identify or verify.  
 
Fake Eye detection does increase the time required for enrollment, identification or verification, 
but greatly enhances the security of the system.  
 
If you don’t want the fake eye detection to be enabled, then select the Don’t detect fake eye 
option and click the OK button. If so, fake eye will NOT be detected when a user tries to enroll, 
identify or verify. 
 

 Caution: Limitation of ambient light in working environment 
- When Fake Eye Detection is not used: 1,000 lx Fluorescent light and 100 lx 

Incandescent or sunlight. 
- When Fake Eye Detection is used: 500 lx Fluorescent light and 50 lx Incandescent or 

sunlight. 
- If the ambient light exceeds the limitation, the False Reject Rate will be increased. 
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2.5.7.5 Display 
 

Items to be displayed during the continuous identification mode may be selected by checking 
check boxes below (Refer to the section 2.4.4. Identify in this manual). 
 
All check boxes are checked by default when IrisEnroll program is first installed. If you click on 
the Select all button, all check boxes are checked. If you click on Clear all button, all check boxes 
are unchecked. 
 

 
 
 
 

2.5.7.6 Smart Card 
 

Using the Smart Card tab of the Options window you can configure Smart Card Data Format, 
Encryption key for GSC-IS Format, and Block Offset for HID iClass and Mifare smart cards. 
Selecting this tab displays the following window. 
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“SmartCard Type (in iCAM) :” – displays the currently configured smart card type in iCAM. It 
also displays appropriate error message if there is any error while accessing the smartcard 
reader on iCAM. 
 
Tip: You can use iCAM Web Configuration to configure the smart card options in iCAM. 
 
You may also configure the options “Always Issue Smart Card” and “Send IrisCode to IrisServer”. 
 
By default, “Always Issue Smart Card” options are deselected. 
 
The length of “Block Offset” is 1 byte (2 hexadecimal characters). Block Offset needs to be set 
only if storing non IrisAccess information. The valid values (range) for offset depends on the 
smartcard type. 
 
Configure smartcard book selection by selecting an item (‘Book 0’ or ‘Book 1’) from ‘Book’ 
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combo box. ‘Book 1’ configuration is applicable only for 32K smartcards. ‘Book 0’ can be 
configured for 16K/2, 16K/16 and 32K cards. 
 
Smartcard Application area can be configured by selecting an item (‘Application 1’ or 
‘Application 2’) from the combo box with title ‘Application Area for Blank Card (16K/2)’. This 
configuration is applicable only for blank cards (16K/2). 
 
When issuing Smart cards, data format and type of encryption to use may be set in this tab.  
“Data Format” displays the formats supported for Smart Cards namely, IA EAC Format and 
GSC-IS Format. When set to GSC-IS format, type of encryption can be set to AES, DES, DES3 or no 
encryption. In each of these, the encryption key file containing the corresponding encryption key 
has to be loaded clicking “Get Keys From File” button. Once set, the Smart Cards will be issued in 
the specified format with specified encryption. 
 
“Get Keys From File” – Click this button to load the file containing the encryption key for the 
selected encryption type. 
 
“Set to Defaults” – Click this button to set the default values for “Block Offset”, Book Selection 
and Application Area Selection for Blank Card. 
 
“Always Issue Smartcard” checkbox – When this is checked, IrisEnroll will issue a Smart Card 
for every user enrolled.  
 
When this is unchecked, the operator can decide whether to issue a card and also the type of card 
to be issued during the enrollment process. In this case the “Card” combo box on the “User 
Information” window of the enrollment process provides 3 options to select from,  
“None”, ”Smartcard” and “Prox Card”. 
 
“Send IrisCode to IrisServer” checkbox – Selecting this checkbox configures IrisEnroll to send 
the IrisCode to the IrisServer after enrolling the user.  
 
When “Send IrisCode to IrisServer” checkbox is deselected, the IrisCode is not sent to the 
IrisServer after enrolling. This option can be used to save the IrisCode on a Smart Card only 
instead of the IrisServer.  
 
*Caution: if the “Card” combo box of the “User Information” window has “None” or “Prox card” 
selected, the IrisCode will not be saved anywhere. 
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2.5.7.7 Eye Selection 
 

 
 
In this tab user can set which eye should be considered while Identification and Verification, Left, 
Right, Both or Either. 
User can also set which eye should be enrolled Left, Right or Both. 
If smartcard is disabled “Issue Smart Card” group is also disabled else enabled. 
If user is enrolling both eyes he can select for which eye he wants Smart Card Left, Right or Both. 
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2.6 IrisAccess™  IrisMonitor 

2.6.1 How to Run IrisMonitor 
 

1. To start the IrisMonitor, click on the IrisMonitor menu item. The location of the 
program is shown in the figure below. 
 

 
 

2. Successful execution of IrisMonitor will display the following Login window for 
entering the ID and Password information. 
 

 
 

3. IrisMonitor can be executed by the IrisMonitor Operators and Administrators only.  
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2.6.2 How to Login to IrisMonitor 
 

Running the IrisMonitor will open the Login window shown below. 
 

 
 

1. Enter the ID and Password of an operator with monitoring rights or an Administrator. 
Click on the OK button. 
 The Default ID and password are “administrator” and “iris3000” respectively. They 

may be changed by an administrator.  
(Refer to the section 2.2.8.2 Modification of the Administrator/Operator) 

  
*Note: 

----------------------------------------------------------------------------------------------------------------- 
If the login to the IrisMonitor is successful, then you may see the following Notice 
window on the screen, if the password is not secured. (When you login with the default 
password “iris3000”) 
 

 
 
Click on No to continue with the same password. 
Click on Yes to open the following Password window used to change the password. 
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Enter the correct value in the Current Password field, and enter the new password in the 
New Password and the Confirm Password fields before clicking on the OK button.  

 
The IrisMonitor screen will be opened after changing the password successfully or 
aborting the password changing operation. 
-------------------------------------------------------------------------------------------------------------------
--------- 

 
2. The same IrisMonitor window will be displayed without the Notice window, if the ID 

and Password are valid and the password is secured. 
 

 
 

 

Monitoring frame 1 

Monitoring frame 2 
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The following messages will be displayed in the top monitoring frame on user access. 
 
Messages on access: 
Denied (User ID found, Iris not tried)      Warning 
Denied (User ID found, Iris not matched)     Warning 

Denied (User ID not enrolled)       Warning 
 
Accepted 
Accepted (Coming in and out during special time)     Warning 
Accepted (Warning eye)       Warning 
Accepted (Super User)      
 
Denied (Unauthorized -No access authority for door)    Warning 

Denied (Unauthorized -No access authority for time)    Warning 
Denied (Expired)        Warning 

Denied (Unauthorized -Iris NOT enrolled or No access authority)  Warning 
Denied (Fake Eye)        Warning 

Denied (Door access trial overtime)      Warning 
 
Identified 
Not Identified (Iris check failed)       Warning 
Not Identified (Iris NOT enrolled)      Warning 
 
Verified 
Not Verified (Iris check failed)       Warning 

Not Verified (Iris NOT enrolled)      Warning 
 
Denied (Card ID not found, Iris matched, Live eye check failed)   Warning 
Denied (Card ID not found, Iris matched)     Warning 

Denied (Card ID not found, Time Out)      Warning 
Denied (Verification failed, but Iris matched, Live eye check failed)  Warning 

Denied (Verification failed, but Iris matched)     Warning 

Denied (Verified, Live eye check failed)      Warning 

Denied (Verified, Unauthorized)       Warning 
Denied (Verification Time Out)       Warning 

Denied (Wiegand format error – Wrong facility code)     Warning 
Denied (Wiegand format error – Parity error)     Warning 

Denied (Wiegand format error – Wrong facility code and Parity error)  Warning 
 
 
 
 
The following system status messages will be displayed in the lower monitoring frame. 
 
Message on system status 
IrisEnroll connected 
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IrisEnroll disconnected 
 
IrisManager connected 
IrisManager disconnected 
 
IrisMonitor connected 
IrisMonitor disconnected 
 
IrisServer ON 
IrisServer OFF         Warning 
 
Remote unit connected 
Remote unit disconnected       Warning 
 
Fail to execute IrisEnroll (Unauthorized) 
Fail to execute IrisManager (Unauthorized) 
Fail to execute IrisMonitor (Unauthorized) 
 
Video connection Error (ROU)       Error   
Serial connection Error (ROU)       Error 

Video connection Error (EOU)       Error 
Serial connection Error (EOU)       Error 
 
Door open overtime         Warning 

Server DB is inconsistent with remote DB     Warning 
Door opened by force         Warning 

Disk is full          Warning 
 
Alarm on          Warning 
Alarm off      
 
ROU Tamper ON (ROU opened)      Warning 
ROU Tamper OFF (ROU closed)  
ICU Tamper ON (ICU opened)       Warning 
ICU Tamper OFF (ICU closed)  
 
Egress ON 
Egress   OFF 
 
RS422 format Error        Error 
Wiegand format Error        Error 

DB open Error         Error 
Frame grabber Open Error       Error 
 
Video connection Normal    
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Do back up now!        Warning 
 
Configuration file open error  
 
IR-LED failure (700nm)        Error 

IR-LED failure (800nm)       Error 
Card Reader error        Error 
 
Warning eye to GPO on 
Warning eye to GPO off 
Door open overtime to GPO on 
Door open overtime to GPO off 
Fire alarm to GPO on 
Fire alarm to GPO off 
ICU/DCU tamper to GPO on 
ICU/DCU tamper to GPO off 
ROU tamper to GPO on 
ROU tamper to GPO off 
Identify to GPO on 
Identify to GPO off 
Door lock but open to GPO on 
Door lock but open to GPO off 
ICU shutdown after GPO 
ICU installation is completed 
Card ID matched to GPO on 
Card ID matched to GPO off 
ICU Configuration File Error 
Database Checksum Error 
 
iCAM tamper to GPO on 
iCAM tamper to GPO off 
iCAM Full Auto-Upgrade started 
iCAM Full Auto-Upgrade in progress 
iCAM Full Auto-Upgrade completed 
iCAM is being rebooted as its software is auto-upgraded 
iCAM Software Auto-Upgrade failed 
Connected to iCAM 
Disconnected from iCAM 
Failed to connect to iCAM 
 
 

 

2.6.3 Other Program Launch 
 

IrisMonitor may be used to start the other programs (IrisEnroll and IrisManager).  
This can be done by selecting the desired program from the Program menu or from the toolbar. 
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2.6.4 System Status 
 

The information about the Programs and the Control units can be obtained by selecting the 
desired Program / Optical unit tab in the IrisMonitor window. This section of IrisMonitor is 
indicated by an arrow in the picture below. 
 

 
 
For example, the information about Monitor1 may be viewed by selecting the IrisMonitor tab and 
then double-clicking on Monitor1 from the resulting window. The information about the selected 
IrisMonitor (Monitor1) will be opened in a new window as shown below. 
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2.6.5 Option Settings 
 

The Options Item is used to set the various options like 
 

1. The IP address of IrisServer 
2. The Display of the User ID in the transaction list. 
3. By selecting the warnings from the list of warnings and setting the IrisMonitor sounds 

upon a specified situation. 
 
To configure the Options in IrisMonitor,  
 

1. Only Authorized operators can change the Options. 
2. Selecting options from the Tools menu will result in this popup window. 

 

 
 

3. Enter Password and press OK. If the operator has the appropriate access rights, the 
Operator will be allowed to change the settings and the following window will be 
displayed. 
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2.6.5.1 Setting the IP Address of IrisServer 
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1. The Options window with the IrisServer tab field selected is shown above. This window 
may be used to specify the IP address of the IrisServer in the text box labeled with 
IrisServer IP Address. If IrisMonitor is located on the same computer as IrisServer, we 
recommend using the loopback address (127.0.0.1) as the IP Address. 

 
2. Click on the OK button to register these changes. 
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2.6.5.2 Selecting the Display of User ID 

 

 
 

1. The Options window with the Display tab field selected is shown above. This window 
can be used to select whether the user ID will be displayed in the transaction list. 

 
2. Click on the OK button to register these changes. 
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2.6.5.3 Specifying the Warnings 
 

1. You configure the types of warnings received by IrisMonitor and how IrisMonitor 
notifies the Operator of the warning. These options are set on the Warning Sound Tab 
on the Options window as shown below. 
 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 
 

2. If the Use Sound for Warning option is selected, the details of the sound warning may 
be configured. Once configured, IrisMonitor will play the configured sound when the 
specified event occurs. 

 
3. Select the Warning types to monitor in the top part of the window. When selected, 

IrisMonitor will display a warning when the specified event occurs.   
 

a. Click the Select all button to select all the warnings in the What part of the 
window 

 

Warning types List box  
Warning Sound directory box  
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b. Click the Unselect all button to deselect all the warnings in the What part of the 
window. 

 
c. Set warning sound. You may configure the Use Sound setting as follows:  

 
d. Default Setting:  The same sound is played regardless of warning type 
e. Manually Setting: You can set a different sound for each warning type. 
 Click on Default Sound or Sound Browse button to select a sound file in .wav 

format. Several sounds are provided in the IrisAccess sound directory (default 
location: C:\Program Files\Iris ID\IrisAccess\Sound\).  

 By default, the sound has been set to “…IrisAccess\Sound\DefaultSound.wav.”  
If you click on the ▶ button, can hear the selected sound. 

 
f. Check the Play sound periodically … checkbox to have the sound play 

continuously until the Operator clears the warning by pressing the Check button 
on the main IrisMonitor window. If this option is unchecked, the sound will only 
play once to signify a warning. 

 
g. Click on the OK button after setting the desired configuration.. 
 

(* When this system alarm sounds for notification of a warning, click on the check button 
indicated in the following diagram. to stop the sound.) 

 

 
 

Check button 
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2.6.6 Password 
 

The current password of the IrisMonitor operator may be changed using this feature. 
 

1. Select the Change Password Item from the Tools menu in the menu bar or select the 
Password icon from the tool bar, to open the following Password window. 

 
2. Enter the current password. 
 
3. Enter the New password and Confirm Password to confirm the new password. 
 
4. Click on the OK button to complete the password change operation. 

 

 
 
 
 
 

2.6.7 Time & Attendance Display information 

 
Function key information is displayed on the IrisMonitor window along with transaction logs. If the 
time and attendance feature is disabled, then function key value is blank. Otherwise, the entered 
function key value is displayed in transaction log. If the user fails to press a valid function key within 
the timeout period, the log displays the function key value as 0. 
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2.6.8 Remote Unit Created for iCAM7100 – Option 3  

 
Remote units created for Option3 is visible in IrisMonitor as shown below: 
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2.6.9 IrisAccess™  IrisDBAdmin 

 

IrisDBAdmin is a database administration tool for MS Access, MS SQL Server and Oracle that 
makes it easier for a database administrator to backup, import, create, drop, upgrade and 
manage the IrisServer database.  
 
The type of database used as the IrisServer database is set only during installation. The default 
database type is MS Access, and is sufficient for most installations. 
 
When MS Access is used as the IrisServer database, the only functions used in IrisDBAdmin are 
upgrade or import. 
 
To use MS Access as the database type, MS Access does NOT need to be installed. 
 
MS SQL Server and/or Oracle are supported in IrisAccess™ iData EAC software (when selected 
during installation). 
 
In order to use Oracle, the Oracle DBMS should be installed on a database server PC and Oracle 
Objects for Oracle should be installed on Iris Server PC. 

 

2.6.10 How to Run IrisDBAdmin 
 

To start the IrisDBAdmin program, click on the IrisDBAdmin menu item. The location of the 
program is shown in the figure below. 
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2.6.11 IrisDBAdmin for MS ACCESS Database 
 

When used with a MS Access database, IrisDBAdmin allows a user to backup, import, upgrade 
and import the IrisServer database. 
 

1. When IrisDBAdmin is started, it will display the following window to select the path of 
the IrisServer database. (Default location is C:\Program Files\Iris ID\IrisAccess\) 
 

 
 

2. If the selected IrisServer database is from a previous version of the IrisAccess  software, 
you will see the following message about upgrading IrisServer database.  
 

 
 

3. Click on the OK button. You must upgrade the IrisServer database before using it with 
IrisServer. We recommend backing up the database file before upgrading.  
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2.6.11.1 Upgrading Database 
 

 
 

1. Click on the Upgrade Database button or select the Upgrade Database item from the 
Database(D) menu item in the menu bar and the next window will open to confirm the 
upgrade of the IrisServer DB. 
 

 
 

2. Click on the Yes button and IrisDBAdmin performs an upgrade of the IrisServer DB. 
When the upgrade completes, the following window will be displayed. 
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2.6.11.2 Importing Database 
 

IrisDBAdmin allows users to import an existing IrisServer DB from MS Access, MS SQL 
server or Oracle.  
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1. Click on the Import Database button or select the Import Database item in the 
Database (D) menu item in the menu bar and the next window will open to confirm the 
import of the IrisServer database. 
 

 
 

2. Click on the Yes button and IrisDBAdmin begins importing the IrisServer database. 
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3. Select the type of database to import and enter the information to each field for 
connecting to the database. 
 
A. If importing the IrisServer database from Microsoft Access Database, click on 

the Browse button and select the database file. 
 

 
 

B. If importing the IrisServer database from MS SQL Server, enter the Server Name 
(or IP Address), ID and Password for the MS SQL Server that you want to connect to. 
The following figure is the sample for connecting to the MS SQL Server named 
“irisserver”. 
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 Server name is the name of the computer that MS SQL Server is installed on. 
 Only MS SQL Server administrator(s) can import from MS SQL Server by using 

an ID and password that are registered in MS SQL Server 
 User ID is case sensitive. 
 

C. If importing the IrisServer database from Oracle, enter the ID, Password and 
Service Name for the Oracle server that you want to import from. The following 
figure is a sample for connecting the Oracle named “oracle_irisserver”. 
 

 
 
 To use IrisDBAdmin to import from Oracle, OO4O Program (Client for 

Windows 98/NT/2000/XP) must be installed on the IrisDBAdmin computer. 
 You can install OO4O for Windows 98/NT/2000/XP though EAC S/W CD package. 
 The name of the install program is Oracle Universal Installer 2.2 and we 

recommend the administrator type of installation. 
 After installation, set the Service Name for Oracle though the Enterprise Manager 

Console. 
 

4. Click on the Start button. 
 

5. If the IrisServer database is imported successfully, you will see the window below. 
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*Note: 
--------------------------------------------------------------------------------------------------------------- 
If IrisDBAdmin fails to connect to database, the following messages will open on the 
screen. 
 

     
 ------------------------------------------------------------------------------------------------------------------- 
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2.6.11.3 Database Backup 
 

You can create a backup of your database file to prevent data loss caused by disk failures, power 
outrages, virus infections and other potentially damaging events. The backup database created 
by this process will include the information of users, operators, remotes, holidays, time groups 
and remote groups. 
 
Note: IrisServer must be closed before beginning the backup procedure. 
 

1. Select the Back up Database item on the Database(D) menu item in the menu bar or 
click on the Back up Database button to open the following window. 
 

 
 

2. Click on the Yes button and the next window will open. 
 

 
 

3. Click on the Browse… button and select the folder in which DB backup file will be located. 
 
4. Enter the name of the backup file. 
 
5. Click on the Backup DB now! Button. If the DB backup is successfully completed, the next 

window will display. 
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6. Click on the Close button to close the backup window.  
 
 

 

2.6.11.4 Log Backup 
 

You may create a backup of your log files - transaction, system and operation log file. The 
backup log file’s name created after log back up must not be changed. If the name is 
changed, IrisServer will be unable to filter the information from the backup log files into reports. 
If you do a log backup, the logs will be removed from the database. 
 

1. Select the Backup Database item in the Database(D) menu item in the menu bar or click 
on the Backup Database button to open the following window. 
 

 
 

2. Click on the Yes button and the next window will open. 
 

3. Select the Log tab to display the following window. 
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4. Click on the Browse button to select the folder in which log backup file will be located. 
 

5. Click on the Backup log now! Button, to display the following window. 
 

 
 

6. Click on the Yes button. If the Log backup is successfully completed, the next window will 
display. 
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7. Click on the Close button to close the backup. 
 

 
 

2.6.11.5 Merging User Data 
 

User data can be merged from one database to another database. Merge User data is possible 
through MS Access, Oracle and SQL server. 
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To merge the user data from one database to another database follow the procedure given 
below: 
 

1. Click on the Merge User Data button or select the Merge User Data item from the 
database (D) menu item in the menu bar. The following window will open. You can 
choose merge the data options and give source database details. 
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2. Merge User Data - Options: 
 

 If All Access Rights has to be given to the user, select the All (Full Access) radio 
button, 

 If No Access Rights has to be given to the user, select the None (No Access) radio 
button, 

  If the data should be overwritten in case of IrisCode match, check the Overwrite 
existing user data if IrisCode matches check box. 
 

3. Click on Browse button to select the Log file path. Errors or/and conflicts which occur 
during Merge operation will be written to the Log file. 
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Select the log file path, and enter log file name. 
 

4. Click on Select… button to select the source database, the following window will be 
opened. 
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5. Select the type of source database to merge from and enter the information to each field 
to connect to the database. 

 
A. If Merging the database from Microsoft Access database, click on the Browse 

button and select the database file. 
 

 
 

B. If Merging the database from MS SQL Server, enter the Server Name (or IP 
Address), ID and Password for the MS SQL Server that you want to connect to. 
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 Server name is the name of the computer that MS SQL Server is installed on. 
 Only MS SQL Server administrator(s) can import from MS SQL Server by using 

an ID and password that are registered in MS SQL Server 
 User ID is case sensitive. 
 

C. If Merging the database from Oracle, enter the ID, Password and Service Name 
for the Oracle server that you want to import from. 
 

 
 
 To use to merge from Oracle, OO4O Program (Client for Windows 

98/NT/2000/XP) must be installed on the IrisDBAdmin computer. 
 You can install OO4O for Windows 98/NT/2000/XP though EAC S/W CD package. 
 The name of the install program is Oracle Universal Installer 2.2 and we 

recommend the administrator type of installation. 
 After installation, set the Service Name for Oracle though the Enterprise Manager 

Console. 
 

6. Click on Merge button. 
 
7. If the Merge is success, the following message will be displayed. 

 

 
 

8. If the Merge is not success, the following message will be displayed. 
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In case of failure, refer to log file for, more details. 
 

9. If failed to connect to Source database, the following messages will be displayed. 
 

    
 
 
 
 

2.6.12 IrisDBAdmin for MS SQL Server 
 

1. When using IrisDBAdmin with MS SQL Server, IrisDBAdmin will display the following 
Connect window to enter the MS SQL Server connection information required to execute 
the IrisDBAdmin. 

 
2. Enter the name (or IP address), ID and Password of the MS SQL Server in each field. And 

then click Connect button to connect to the MS SQL Server. 
 

 
 

3. If IrisDBAdmin cannot connect to the MS SQL Server, the following messages will open 
on the screen. 
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 Server name is the name of the computer that MS SQL Server is installed on. 
 Only a MS SQL Server administrator can connect to MS SQL Server by using an 

ID and password that are registered in MS SQL Server. If the ID used is not an 
administrator, the following messages will display on the screen. 
 

 
 

 User ID is case sensitive. 
 

4. The following IrisDBAdmin main window will be shown after successful connection to 
the MS SQL Server.   
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 Verify Diagram 
 
*Note: 
--------------------------------------------------------------------------------------------------------------------------- 
 
If the connection to MS SQL Server is successful but the IrisServer database present in the MS 
SQL Server is a previous version, the database must be upgraded using the procedure in section 
2.5.2.1. 
 

 
 
Click on the OK button and then upgrade the database. If the database requires upgrading, the 
next window will be displayed. 

Program Exit 

Menu for 
DB account 

Administration 

Menu for DB 
administration 

Explanation 
For  
Each menu 

General 
introduction of 
Program 
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---------------------------------------------------------------------------------------------------------------------------- 
 
 

2.6.12.1 Upgrading Database 
 

You can upgrade an IrisServer DB as follows. 
 

1. Click on the Upgrade Database button or select the Upgrade Database item in the 
Database(D) menu item in the menu bar to display the next window. 
 

 
 

2. Click on the Yes button. 
 
3. If IrisDBAdmin upgrades the IrisServer database successfully, the next window will 

display. 
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2.6.12.2 Creating Database 
 

You can create an IrisServer DB as follows. 
 

1. Click the Create IA3000SDB button or select the Create Database item in the 
Database(D) menu item on the menu bar to create a database. 

 
2. If the IA3000SDB database does not exist on the MS SQL Server, the following Database 

Option window will open on the screen. 
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*Note: 
--------------------------------------------------------------------------------------------------------------- 
If the IA3000SDB database already exists on the MS SQL Server, the following 
notification window will open on the screen. If you want to drop the current database 
from MS SQL Server and create a new database, click on the OK button. 
 

 
------------------------------------------------------------------------------------------------------------------
------- 

 
3. Enter the directory path of the folder in which the database file will be located. 

 
4. When you create an IrisServer database, you can set the following options for 3 files – 

primary file, index file, and log file of the MS SQL Server database. 
 
 Size: This option specifies the size of the file. You specify the size in megabytes. The 

minimum value is 1 MB. The default value is 1000 MB for the primary file. The default 
value is 250 MB for the index and log files. 

 Max Size: This option specifies the maximum size to which the file can grow. You 
specify the size in megabytes. The minimum value is 1 MB. The default value is 3000 
MB for the primary file. The default value is 500 MB for the index and log files. 
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 File Growth: This option specifies the growth increment of the file. The File Growth 
setting for a file cannot exceed the Max size setting. A value of 0 indicates no growth. 
The value is specified as a percentage (%). The minimum value is 0% and the 
maximum value is 100%. The default value is 20 percent. 

 
5. If you want to specify the default value for each of the options for all files - primary, 

index and log files of MS SQL Server database, click on the Reset to default button. 
 
6. After specifying the path and options for all 3 files, click on the Ok button. The following 

window will be displayed on the screen. 
 

 
 
 

 

2.6.12.3 Dropping Database 
 

You can drop a database when you no longer need it. Dropping a database deletes the database 
and the disk files used by the database. 
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1. Click on the Drop Database button in the IrisDBAdmin main window or select the 
Drop Database item in the Database(D) menu item in the menu bar to drop a database. 
A confirmation window will open on the screen as shown in the figure below. 
 

 
 

2. Click on the Yes button on the confirmation window to drop a database. Accidental 
dropping of a database can be avoided by clicking on the NO button. 

 
3. You cannot drop a database that is open for reading or writing by any user. If the 

database is open, and you click on the Yes button on the above confirmation window to 
drop a database, an error message box appears. For example, if the user ID is HCCHOI is 
using the database that you want to drop, the following window is displayed on the 
screen. 

 

 
 

4. If the database is dropped successfully, the window shown below will display. 
 

 
 
 

 
 

2.6.12.4 Importing Database 
 

IrisDBAdmin allows users to import an existing IrisServer database from MS Access, MS 
SQL server or Oracle.  
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1. Click on the Import Database button or select the Import Database item in the 
Database(D) menu item in the menu bar and the next window will open to confirm the 
import of the IrisServer database. 
 

 
 
Click on the Yes button and next window will open 
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DB can be import by using existing Database or from MS SQL Server .bak file. 
 
If the selected option is "Import from existing Database" and click OK next window will 
open. 
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2. Select the type of database to import and enter the information into each field to connect 
to the database. 

 
 

a. If importing the IrisServer database from a MS Access Database, click on the 
Browse button and select the database file. 
 

 
 

b. If importing the IrisServer database from MS SQL Server, enter the Server Name (or 
IP Address), ID and Password for the MS SQL Server that you want to connect to. The 
following figure is a sample for connecting to the MS SQL Server named “irisserver”. 
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 Server name is the name of the computer that MS SQL Server is installed on. 
 Only MS SQL Server administrators can connect to MS SQL Server by using ID 

and password that are registered in MS SQL Server. 
 User ID is case sensitive. 
 

c. In case of importing the IrisServer database from Oracle, enter the ID, Password 
and Service Name for the Oracle server that you want to connect to. The following 
figure is a sample for connecting to the Oracle server named “oracle_irisserver”. 
 

 
 
 In order to use IrisDBAdmin for Oracle, the OO4O (Client for Windows 

98/NT/2000/XP) must be installed on the IrisDBAdmin computer first. 
 You can install OO4O for Windows 98/NT/2000/XP though EAC S/W CD package. 
 The name of the installation program is Oracle Universal Installer 2.2 and we 

recommend the administrator type installation. 
 After installation, set the Service Name for Oracle though the Enterprise Manager 

Console. 
 

3. Click on the Start button 
 

4. If the IrisServer database was imported successfully, the next window will display. 
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If the selected option is "Import from MS SQL Server .bak file" and click "Import DB!" for 
import. 
 
1. Enter the file path of .bak file in MS SQL Server PC. 
 
2. Click "Import DB!" button for import. 
 
3. If the IrisServer database is imported successfully, you will see the window below. 
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*Note: 
-------------------------------------------------------------------------------------------------------------- 
If IrisDBAdmin fails to connect to database, the following messages will display on the 
screen. 
 

    
 
You can create a backup of your database file to prevent data loss caused by disk failures, 
power outrages, virus infections and other potentially damaging events. The backup 
database created by this process will include the users, operators, remotes, holidays, time 
groups and remote groups. Refer to 2.6.2.3 Database Backup.  
 

2.6.12.5 Database Backup 

You can create a backup of your database file to prevent data loss caused by disk failures, 
power outrages, virus infections and other potentially damaging events. 
The backup database created by this process will include the users, operators, remotes, 
holidays, time groups and remote groups.  
 
IrisDBAdmin provides two formats for taking EAC DB backup. One is "Backup in 
MS Access database format (.mdb)" and second one is "Backup in MS SQL Server 
database format (.bak file)". 
 
For backup in MS Access format (.mdb file) refer “Database backup” under “IrisDBAdmin 
for MS ACCESS Database” section. 
 
For backup in MS SQL Server format (.bak file) refer the steps below. 
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 1. Select the "Backup in MS SQL Server database format (.bak file)" option from 
below window. 

 
 
2. Enter the path of .bak file in MS SQL Server PC. For the successful DB Backup, the 
.bak file will be created in the MS SQL Server PC. 
 
3. Enter the name of the backup file. 
 
4. Click on the “Backup DB now!” button. If the DB backup is successfully completed, the 
following window will display. 
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Note: Transaction Log, System Log and Operator Log data is also copied to .bak file. So, 
you may consider taking backup of log data into .mdb file using log backup feature 
(Refer next section) before taking backup in .bak file. 

2.6.12.6 Log Backup 
 

You can create a backup of your log files - transaction, system and operation log file. The backup 
log file’s name created after log back up must not be changed. If this name is changed, 
IrisServer cannot filter the information from the backup log files. If you do a backup of the log, 
the logs will be deleted from the database. Refer to 2.6.2.4 Log Backup. 
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2.6.12.7 Administrator 
 

When IrisAccess applications access a MS SQL Server database by using IrisServer, a valid MS 
SQL Server account is required to access the database. A MS SQL Server administrator can 
change the ID and/or password of the account by using this feature. The default ID and password 
of the account is created when IA3000SDB is created. 
 

1. Click the Administrator button on the IrisDBAdmin main window or select the 
Administrator item in the Operator (O) menu item in the menu bar to change the ID or 
password of an account that will be used to access the MS-SQL Server database. The 
following Administrator window will be open on the screen. 
 

 
 

2. Modify the ID in the New ID field if you want to change the ID of the account. ID may 
consist of a maximum of 10 characters that are numbers and/or capital or lower case 
letters. 

 
3. Enter the current password of the account in the Current Password field.  

 
4. If you want to change the password of the account, click the Change password button.  

Enter the new password of the account in the New Password field and confirm the 
password in the Confirm Password field. Password may consist of a maximum of 10 
characters that are numbers and/or capital or lower case letters. 

 
5. Click the OK button to change the ID or password of the account. 

 
6. Click Cancel button to cancel the change of the ID or password of the account. 
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2.6.12.8 User 
 

When external applications access the MS SQL Server database, a user account is required to 
access the database. A MS SQL Server administrator can add or delete the user accounts by 
using this feature. Also he or she can change the password for user accounts and configure access 
rights for each database table for the users. Click the User button on the IrisDBAdmin main 
window or select the User item in the Operator(O) menu item in the menu bar to use this 
feature. The following User window will open on the screen. 
 

 
 
 Adding User Account 
 

1. Click the Add User button on the User window to add a user account. The following 
Add User window will open on the screen. 
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2. Enter a User ID in the User ID field. ID may consist of a maximum of 10 characters 
that are numbers and/or capital or lower case letters.  
 

3. Enter a password for the account in the Password field and confirm the password in 
the Confirm Password field. The password may consist of a maximum of 10 
characters that are numbers and/or capital or lower case letters. 

 
4. Click the OK button to add the user account with the entered ID and password. 

 
5. The addition of a new user account can be cancelled by clicking the Cancel button. 

 
 

 Setting Access Rights 
 

1. Click the User ID of the user whose access rights you want to configure, and then 
click the Set Access Right button on the User window. The following Set Access 
Right window will display on the screen. 
 

 
 

2. Give access rights each for database table to the user by selecting the check boxes. 
For example, the access rights of a user are shown in the above window. The user 
may select, update and insert the data in TUSER, TPICTURE, TOPERATOR, 
TTRANSACTIONLOG, TSYSTEMLOG and TOPERATORLOG database table. The user 
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may only select the data in TREMOTENODE, TENROLLNODE, TMANAGERNODE and 
TMONITORNODE database table. 

 
3. All access rights can be selected by clicking the Check All option button. 

 
4. All selected access rights can be removed by clicking the Clear All option button. 

 
5. Click OK button to set the access rights for the user after selecting the access rights. 

 
6. The assigning of access rights to a user may be cancelled by clicking the Cancel 

button. 
 
 

 Changing Password 
 

1. Click the User ID of the user whose password you want to change, and then click the 
Change Password button on the User window. The following Password window 
will display on the screen. 
 

 
 

2. Enter the current password of the account in the Current Password field. The 
password is case sensitive. 

 
3. Enter the new password of the account in the new Password field and confirm the 

password in the Confirm Password field. The password can consist of a maximum 
of 10 characters that are numbers and/or capital or lower case letters. 

 
4. Click the OK button to change the password. 

 
5. The password change can be cancelled by clicking the Cancel button. 

 
 
 

 Deleting user account 
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1. Click the User ID of the user whose account you want to delete, and then click the 

Delete User button on the User window. A confirmation window will open on the 
screen as shown in the figure below. 
 

 
 

2. Click the Yes button on the confirmation window to delete the user account. 
 

3. Accidental deletion of the user account may be avoided by clicking NO button. 
 

4. If the deletion is completed, the result window below will display on the screen. 
 

 

 
 
 

 
 

2.6.12.9 Merging User Data 
 

Refer 2.6.2.5 Merge User Data 
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2.6.13 IrisDBAdmin for Oracle 
 

1. When using IrisDBAdmin with an Oracle database, the following Connect window will 
open. 

 
* Note: In order to use Oracle as the database type, the OO4O (Oracle Objects For OLE) 
must be installed on the IrisServer PC. 

 

  
 

 Enter the User ID and Password of the Oracle Server in each field.  
 Enter the Service name of an Oracle service that is used in Oracle Server. 
 Click the Connect button to connect to the Oracle. 

 
2. If IrisDBAdmin cannot connect to the Oracle server, the following messages will display 

on the screen. 
 

 
 

 In order to use IrisDBAdmin for Oracle, OO4O (Client for Windows 
98/NT/2000/XP) must be installed on the IrisDBAdmin computer first. 

 You may install OO4O for Windows 98/NT/2000/XP though EAC S/W CD 
package. 

 The name of the install program is Oracle Universal Installer 2.2 and we 
recommend using the administrator type installation. 

 After installation, set the Service Name for Oracle though the Enterprise 
Manager Console. 
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3. The following IrisDBAdmin main window will be shown after a successful connection. 

 

 
 
 

 

2.6.13.1 Upgrading Database 
 

You may upgrade an Iris Server database as follows. 
 

1. Click on the Upgrade Database button and you will see the confirmation window shown 
below. 
 

Program Exit 

Menu for 
DB account 

Administration 

Menu for DB 
administration 

Explanation 
For  
Each menu 

General 
introduction Of 
Program 
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2. Click on the Yes button to continue Upgrading the database. 
 
 

3. If IrisDBAdmin upgrades the IrisServer database successfully, you will see the window 
below. 
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2.6.13.2 Creating Database 
 

You can create an IrisServer DB as follows. 
 

1. Click the Create IA3000SDB button or select the Create Database item in the 
Database(D) menu item on the menu bar to create a database. 

 
2. If IA3000SDB doesn’t exist the Oracle server, the following Tablespace Option window 

will display on the screen. 
 

 
 

 *Note: 
------------------------------------------------------------------------------------------------------------------ 

If IA3000SDB already exists in Oracle Server, the following message dialog box will open 
on the screen. If you want to drop the current database from Oracle Server and create a 
new database, click on the OK button. 
 

 
 
Click Drop Database button on the IrisDBAdmin for Oracle main window. 
(Please refer to section 2.6.4.3 Dropping Database in this Document) 
-------------------------------------------------------------------------------------------------------------------
-------- 
 

3. Enter the File path of the folder in which the database file will be located. 
 

4. When you create an IrisServer database, you can set the Data size 
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 Data Size:  This option specifies the size of the database file. You can specify the 
size in megabytes. The minimum value is 1 MB. The default value is 100 MB for 
the primary file.  

 
5. After specifying the File path and the Data Size, click on the OK button. The following 

window will be displayed on the screen. 
 

 
 
*Note: 
-------------------------------------------------------------------------------------------------------------- 
If the file already exists in the File path or the file directory is invalid, the following 
window will display on the screen. 
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 Click on the OK button, and re-enter the correct File path in the Tablespace Option 
window 

 -------------------------------------------------------------------------------------------------------------------
------ 
 
 
 
 

2.6.13.3 Dropping Database 
 

You can drop a database when you no longer need it. Dropping a database deletes the database 
and the disk files used by the database. 
 

1. Click the Drop Database button on the IrisDBAdmin main window to drop the database. 
A confirmation window will display on the screen as shown in the figure below. 
 

 
 

2. Click on the Yes button of the confirmation window to drop the database. 
 

3. Accidental dropping of the database can be avoided by clicking on the NO button. 
 
*Note: 
---------------------------------------------------------------------------------------------------------------------- 
You cannot drop a database that is open for reading or writing by the IrisServer. If the 
database is in use and you click the OK button on the above confirmation window, an error 
message box appears. For example, if the user lgiris is currently connected to the IrisServer 
using the database that you want to drop, the following window is displayed on the screen. 
 

 
------------------------------------------------------------------------------------------------------------------------
--------- 
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2.6.13.4 Importing Database 
 

IrisDBAdmin allows a user to import an existing IrisServer DB from MS Access, MS SQL 
server or Oracle. 
 

  
 

1. Click on the Import Database button or select the Import Database item in the 
Database(D) menu item in the menu bar and you will see the next window confirming 
the database import. 
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2. Click on the Yes button and IrisDBAdmin opens the window shown below. 
 

 
 

3. Select the type of database to import from and enter the appropriate information into 
each field to connect to the database. 

 
A. If importing the IrisServer database from a Microsoft Access Database, click 

on the Browse button and select the database file. 
 

 
B. If importing the IrisServer database from MS SQL Server, enter the Server 

Name (or IP Address), ID and Password for the MS SQL Server that you want 
to import from. The following figure is a sample for connecting to the MS SQL 
Server named “irisserver”. 
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 Server name is the name of the computer MS SQL Server is installed on. 
 Only MS SQL Server administrator(s) can connect to MS SQL Server using IDs 

and passwords that are registered in MS SQL Server 
 The User ID is case sensitive. 

 
 

C. If importing the IrisServer database from Oracle, enter the ID, Password and 
Service Name for the Oracle server that you want to import from. The following 
figure is a sample for connecting to the Oracle named “oracle_irisserver.” 
 

 
 

 In order to use IrisDBAdmin with Oracle, the OO4O (Client for Windows 
98/NT/2000/XP) must be installed on the same computer first. 

 You can install OO4O for Windows 98/NT/2000/XP though EAC S/W CD package. 
 The name of the install program is Oracle Universal Installer 2.2 and we 

recommend the administrator type installation. 
 After installation, set the Service Name for Oracle though the Enterprise Manager 

Console. 
 

4. Click on the Start button. 
 

5. If the IrisServer database is imported successfully, you will see the next window. 
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*Note: 
-------------------------------------------------------------------------------------------------------------- 
If IrisDBAdmin fails to connect to the database, the following messages will be displayed 
on the screen. 
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2.6.13.5 Database Backup 
 

You may create a backup of your database file to prevent data loss caused by disk failures, power 
outrages, virus infections and other potentially damaging events. The backup database created 
by this process will include users, operators, remotes, holidays, time groups and remote groups. 
Refer to section 2.6.2.3 Database Backup.  
 
 
 

2.6.13.6 Log Backup 
 

You may create a backup of your log files - transaction, system and operation log files. The 
backup log file’s name created after the log back up must not be changed. If this name is 
changed, IrisServer cannot filter the information from the backup log files. If you backup the 
logs, the logs will be deleted in the database. Refer to section 2.6.2.4 Log Backup. 
 
 
 

2.6.13.7 Administrator 
 

When an IrisAccess application accesses the Oracle Server database through IrisServer, a valid 
account is required to access the database. An Oracle Server administrator can change the 
password of the account by using this feature. The Default ID of the account is created when 
IA3000SDB is created. 
 

1. Click the Administrator button on the IrisDBAdmin main window or select the 
Administrator item in the Operator (O) menu in the menu bar to change the 
password of an account that is used to access the Oracle Server database. The 
following Administrator window will open on the screen. 
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2. If you want to change the password of the account, click the Change password 
button.  
Enter the new password of the account in the New Password field and confirm the 
password in the Confirm Password field. Passwords may consist of a maximum 10 
characters that are numbers and/or capital or lower case letters. 

 
3. Click the OK button to change the password of the account. 

 
4. Click the Cancel button to cancel the password change. 

 
 
 

2.6.13.8 User 
 

When an external application accesses an Oracle Server database, a user account is required to 
access the database. An Oracle Server administrator can add or delete the user accounts by 
using this feature. Also the administrator can change the password for user accounts and set the 
access rights for each database table. Click the User button on the IrisDBAdmin main window or 
select the User item in the Operator (O) menu in the menu bar to use this feature. The following 
User window will open on the screen. 
 

 
 
 
 Adding User Account 
 

1. Click the Add User button on the User window to add a user account. The following 
Add User window will be displayed on the screen. 
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2. Enter a User ID in the User ID field. ID may consist of a maximum of 10 characters 
that are numbers and/or capital or lower case letters.  

3. Enter a password for the account in the Password field and confirm the password in 
the Confirm Password field. The password may consist of a maximum of 10 
characters that are numbers and/or capital or lower case letters. 

 
4. Click the OK button to add the user account with the entered ID and password. 

 
5. The addition of the new user account may be cancelled by clicking the Cancel button. 

 
 

 Setting Access Rights 
 

1. Click the User ID of the user whose access rights you want to set, and then click the 
Set Access Right button on the User window. The following Set Access Right 
window will be displayed on the screen. 
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2. Set the access rights for each database table by selecting the check boxes.  
 

3. All access rights may be selected by checking the Check All option button. 
 

4. All selected access rights can be released by checking the Clear All option button. 
 

5. Click the OK button to set the access rights of the user. 
 

6. The configuration of access rights can be cancelled by clicking the Cancel button. 
 
 
 

 Changing Password 
 

1. Select the User ID of the user whose password you want to change, and then click the 
Change Password button on the User window. The following Password window will 
open on the screen. 
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2. Enter the new password of the account in the new Password field and confirm the 
password in the Confirm Password field. The password may consist of a maximum of 
10 characters that are numbers and/or capital or lower case letters.  

 
3. Click the OK button to change the password. 

 
4. The password change can be cancelled by clicking the Cancel button. 

 
 
 

 Deleting User Account 
 
1. Select the User ID of the user whose account you want to delete, and then click the 

Delete User button on the User window. A confirmation window will be displayed on 
the screen as shown in the figure below. 
 

 
 

2. Click the Yes button on the confirmation window to delete the user account. 
 

3. Accidental deletion of the user account may be avoided by clicking the NO button. 
 

4. If the deletion is completed successfully, the following window will open on the 
screen. 
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2.6.13.9 Merging Database 
 

Refer 2.6.2.5 Merge Database. 
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2.7 IrisICUAdmin4000 

2.7.1 IrisICUAdmin40000 Program usage 

The ICUAdmin4000 application enables you to setup, modify, upgrade, and configure the 
IdentityController (ICU4000). 

 

2.7.2 How to open IrisICUAdmin4000 

To start the ICUAdmin4000, click on the IrisICUAdmin4000 menu item. The location of the 
program is shown in the figure below: 

 

After starting, IrisICUAdmin4000 will open a new window, as illustrated in the following figure: 
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2.7.3 Description of Menu items in IrisICUAdmin4000 

   
1. New Installation – Used for setup and initial configuration of an ICU4000 unit.  The use 
of a provided “ICU Configuration Serial Cable” is needed for use with this option.  This 
cable is required to perform a New Installation setup.  (If the cable or use of Serial/Serial 
to USB is not available, the ICU Admin Setup Utility program may be used – available from 
the IrisID website at www.irisid.com). 

 
2. Upgrade – Updates the ICU4000 controller unit(s) to the same version of EAC Software 
that is running/installed on the IrisServer.  Note: This is required after upgrading the iData 
EAC software version on the server PC.   

 3. Configuration – Allows for modification of initially enabled channel settings within the 
ICU unit.  Settings such as Remote unit IP, volume, Wiegand output settings, etc. are 
available (and configurable per channel per ICU).   

 4. Change Password – Allows for the password of the ICU unit to be changed.  This is 
often used if the password has been forgotten or is unknown.  Note: The use of a provided 
“ICU Configuration Serial Cable” (provided with the ICU4000 unit) is required for use with 
this option.  The password will be reset to the factory default if unknown.   

 5. Exit – Closes out the application.   

 

2.7.4 The ICUAmin4000 New Installation Window 

Select the “New Installation” button, the following window is displayed on the screen. 
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Click Next button to continue. 

The following screen will appear. 
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Enter IrisServer IP Address, ICU IP Address, Gateway Address, Subnet Mask and click Next 
button. A warning message as shown below appears. Click OK and continue installation. 

 

 

The following screen appears next. 



 

IrisAccess™  Operational Manual  

 

234 

 

 

Enter Security IDs for iCAM1, iCAM2, iCAM3 and iCAM4. Click on next button. A screen to select 
serial port appears. 
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Select the serial port and click Next button. The settings summary screen appears as shown 
below.  
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Click on Start button to start new installation. 
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2.7.5 The ICUAmin4000 Upgrade Window 

Select the “Upgrade” button, the following window is displayed on the screen. 
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IrisAccess™  Operational Manual  

 

248 
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2.7.6 The ICUAmin4000 Configuration Window 
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2.7.7 The ICUAmin4000 Change Password Window 
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Change Password 
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3. Technical Support 

3.1 Technical Assistance 

3.1.1 How to receive Technical Support 

 

Additional Information and Technical assistance is available on the Iris ID’s support web site at 
www.irisid.com, click on Support & Service then Technical Support. 
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4. Appendix 

4.1 IrisAccess™  IrisEnroll3000 

4.1.1 How to Run IrisEnroll3000 
 

To start the IrisEnroll3000, click on the IrisEnroll3000 menu item. The location of the 
program is shown in the figure below. 

 

 
 
*Note: 
---------------------------------------------------------------------------------------------------------------------- 
 
IrisServer must be running before starting IrisEnroll. 
 
IrisEnroll must first be registered in IrisManager. 
 
If the security ID is not identical to the security ID typed in during IrisEnroll registration in 
IrisManager, the following Security ID window is displayed. This window is also displayed 
the first time IrisEnroll is started. 
 

 
 
Enter the security ID of IrisEnroll. The security ID must be identical to the security ID typed 
in during IrisEnroll registration. Click the OK button. 
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The following Confirmation window is displayed. 

 
 
Check if the new security ID is correct and then click the Exit button. 
 
Re-Start IrisEnroll. 
 

 
 

 

4.1.2 How to Login to IrisEnroll3000 
 

2. Successful execution of the IrisEnroll will open the following Login window for entering 
the User ID and password required to execute the IrisEnroll. 
 The IrisEnroll may only be executed by Administrators and Operators with 

IrisEnroll privileges. 
 

 
 

3. Enter the ID and Password of the operator who has IrisEnroll rights and click on the OK 
button. 
 Default ID and password are “administrator” and “iris3000” respectively. They can 

only be changed by an administrator. Refer to the section 2.2.8.2 Modification of the 
Administrator/Operator. 
 

* Note: 
----------------------------------------------------------------------------------------------------------------- 
If the login to the IrisEnroll is successful, then you may see the following Notice window, 
if the password is not secured. (When you login with the default password “iris3000”) 
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Click on No to continue with the same password. 
Click on Yes to open the following Password window to change the password. 
 

 
 
Enter the current password in the Current Password field. Enter the New Password in 
the New Password field and the Confirm Password field, then before click on the OK 
button. This will change the password.  
 
The following IrisEnroll window will open after changing the password successfully or 
aborting the password changing operation. 
-------------------------------------------------------------------------------------------------------------------
--------- 
 

4. The same IrisEnroll window will be displayed without the Notice window, if the ID and 
Password are valid and the password is secured. 
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4.1.3 Enroll 
 

Enrollment is the process of adding new IrisCodes into the system. The records are used 
during the identification and verification process to validate the user for access (entering or 
existing through the door). 
 
The maximum number of users that can be registered is determined by each EAC S/W version. 
 
*Cautions: 
---------------------------------------------------------------------------------------------------------------------- 
To decrease the “False Reject Rate” (Rejection of an Iris that should be accepted) and generate 
higher-quality IrisCodes, the user should follow the below recommendation. 

 The user should open his/her eye as widely as possible. For example, 
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Correct Incorrect 

 
 The user should NOT rotate, pan and tilt his face. For example, 

    
Correct Incorrect Incorrect Incorrect 

 
  
 Eyeglasses must be removed before enrollment, but may be worn during verification 

and identification. 
 Contact Lenses with patterns that cover any part of the Iris may not be worn.  

 
Limitation of ambient light in working environment 

 When Fake Eye Detection is not used: 1,000 lx Fluorescent light and 100 lx 
Incandescent or sunlight. 

 When Fake Eye Detection is used: 500 lx Fluorescent light and 50 lx Incandescent or 
sunlight. 

 If the ambient light exceeds these limitations, the False Reject Rate will be increased. 

----------------------------------------------------------------------------------------------------------------------------
---------- 

 
The enrollment of the user can be performed using the following procedure. 
 

1. Select the Enroll Item from the Actions menu in the menu bar or select the Enroll icon 
from the tool bar. 

 
2. If you didn’t select the “Don’t open this window next time” check box on the following 

Notice window in previous enrollment, the Notice window is displayed. Read the 
message on the Notice window for good enrollment and click on the Close button. If you 
don’t want this window to open next time, select the “Don’t open this window next 
time” check box and then click on the Close button. 
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3. With the eye wide open, have the user center their eye in the rectangle on the mirror of 
the EOU, until the voice message of “Thank you for your cooperation” is heard. Any voice 
prompts, such as ‘Please move back a little’ should be followed. 
 

4. If the image is not captured properly for enrollment, the following window opens on the 
screen. 
 

 
 

5. If your eye has already been enrolled in Server DB, the following window opens on the 
screen. In other words, if any iris already exists in the Server database, the iris may not be 
enrolled again. 
 

 
 

6. After getting the Images, four captured images are displayed on the Main window and the 
quality of the IrisCode created is displayed in the Processing Result window.  
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The system will ask to try again if the results of image processing are not of sufficient 
quality. 

 
 

7. Click on the Capture Again button in the above box and the system will attempt to enroll 
the person again. The box below will be displayed if the image was properly captured. 
(*The system will ask to try again if the image was not captured properly on the second try. 
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It can be tried a maximum of three times. If you do not succeed on the third attempt, begin 
again at step 1) 

 
 

8. You must perform a verification test by clicking on the Verification Test button. 
IrisEnroll will prompt the user to present his/her iris again to the camera while 
displaying the window below. 
 
 After you click Verification Test, look into the center of the mirror of the EOU. 
 

 
 

9. Once the verification is complete the window below is displayed. 
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10. To verify again, you may click the Test again button, or click the OK button, which will 
display the window shown below. 
 

 
 

11. The User information can be entered on the User Information window, which may be 
opened by clicking on the button labeled Fill in User Information. 
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12. Enter the User ID and then click the Get user information button.  
 

A. If the user with the entered User ID does not exist in the Server database, the 
message box titled “User Information is not found” is shown and the rest of the text 
boxes will be enabled. 
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B. If the user with the entered User ID already exists in the Server database, and one 
of the user’s irises is enrolled, the user may only enroll the second iris through the 
“Add” button on the main IrisEnroll screen. 
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When a user that does not already exist in the Server database is enrolled (Refer item 
11.A), the window above is shown. 

 
13. Enter the following information in their respective text boxes.  
  

a. Enter the First Name, MI and Last Name of the user. (Optional) 
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b. If the system is used with a card reader and/or access panel, select the card type in 
the card drop-down. When a card type is selected, the Card ID and Card Number 
text boxes will be activated. To complete the registration of card information, 
Card ID and Card Number must be filled. If not, the warning window will be 
displayed. 

 Card ID: Card ID is the effective data that is used in verification mode or for 
Card ID, Wiegand or RS422 output. When the wiegand/RS422 output ports 
are activated, Card ID is outputted in the configured format after the user is 
identified.  

 Card Number: Card Number is assigned by the Card Manufacturer. It is 
commonly printed on the card. 

 
c. Select the Eye (left/right) from the check boxes. 
 If both the eyes are enrolled, one eye may be assigned as a warning eye. If a user is 

forced to access the door by an unauthorized intruder the user may use the 
warning eye. The remote unit opens the door as an authorized user, but notifies 
IrisServer (or IrisMonitor) of the emergency. 

 
d. Select the Gender (Female/Male) from the radio buttons. (Optional) 
 
e. Select Photo (Optional). If you want to delete the registered photo of user, select 

the Delete Photo in the check box. 
 

(If using Wiegand or RS422, the user ID should be a positive integer and the configuration of the ICU 
should be completed properly. Please refer to section 2.4.2 and 2.4.3 in the document IrisAccess Software 
Installation Manual (Document No. DV002S501)). 
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14. Enter the Department, Position, Home Phone number, Office Phone number, Mobile 
Phone number, E-mail, Address, Resident Number and descriptions (Memo1-5) of 
the user. (All Optional) 

 
15. Click on the Next > button to set the User’s Access Rights. 
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16. In this window select the check box labeled Visitor is the User is a Visitor with 

temporary access rights. 
 
17. If the user type is General User: (The Visitor check box is NOT selected) 

h. Select the Remote group of this user.  
i. Click on the Add button under the Remote Group. 
j. Select the Time Group of the user. 
k. Click on the Add Button under the Time group. 
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l. The Selected Remote Group and Time Groups may be viewed in the Remote 
Group and Time Group List in the Access Rights section. 

m. Users may be removed from Remote and Time Groups by selecting the Groups 
in the Access Rights section and clicking on the Delete button. 

n. You may set the Start Date and Expiration Date for the user. If you do not select a 
Start Date and Expiration Date for the user, their Access Rights are always valid. 
To set the Start Date: 

 Press the Calendar button next to Start Date. 
 On the Calendar screen that opens, select the first date that the User’s 

Access Rights will take effect. 
 Press the Ok button to enter the Start Date, or Press the Cancel button to 

cancel the date selection. 
 Repeat the process for the Expire Date 

 
If a Remote Group or Time Group is selected, the Detail button may be pressed to 
display the Remote Unit(s) in the Remote Group or the valid times under the Time 
Group. 
 

 
 

 
 

Multiple Remote and Time Groups may be assigned to a single user by repeating steps a - g. 
A maximum of 10 access rights may be assigned to a single user. 

 
18. If the User is a Visitor: 

b) Check the check box labeled Visitor and enter the visitor information 
c) Select the Remote group of the visitor, 
d) Click on the Add button under Remote Group, to add the Visitor to the Remote 

Group. 
e) The selected Remote Group will be listed in the Remote Group list under Access 

Rights. 
f) You may set the Start Date and Expiration Date for the user. If you do not select a 

Start Date and Expiration Date for the user, their Access Rights are always valid. To 
set the Start Date: 

i. Press the Calendar button next to Start Date. 
ii. On the Calendar screen that opens, select the first date that the User’s 

Access Rights will take effect. 
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iii. Press the Ok button to enter the Start Date, or Press the Cancel button 
to cancel the date selection. 

g) Repeat the process for the Expire Date. 
h) The valid access times (start time and the end time) during the selected valid days for 

the visitor can be selected by choosing the starting and ending hours and minutes in 
Reservation time for Visitor.  Only one Reservation time can be set. 
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19. Click the Next button. 

 
 

20. This window shows a summary of the information of the enrolled user. Click on the 
Finish button.  
 

21. When the enrollment is finished, the window shown below opens on the screen. If you 
want to continue to enroll another eye, click Yes, and begin from step 3 above. 
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22. If the user selected to use a Smart Card, the next window opens. The card must be issued. 
The card may be issued by carrying out following steps: 
- Encryption keys must have already have been generated and registered in IrisServer. 
- Use Smart Card check box in the Options window of IrisEnroll must be checked. 
- Card combo box in the User Information window must have been set to Smart Card 
 
*Note: 
---------------------------------------------------------------------------------------------------------------- 
If the user uses a Smart Card of the type “BanqueTec”, it is not possible to write both eyes 
to the BanqueTec type Smart Card.  The next window opens after the user enrolls both 
eyes. 
 

 
-------------------------------------------------------------------------------------------------------------------
------ 
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A. If the operator clicks the “Start” button in the “Issue card” window, the 3 step Smart 
Card process begins: 

 
Note: Before beginning the Smart Card issuing process, the Smart Card must already be 
within range of the Smart Card Reader / Writer. If not, an error will occur. If this happens, 
press the Ok button on the error window, place the Smart Card within range of the Smart 
Card Reader/Writer and press the Start button again. 

 
1) Register the IrisCode to the card 
 

 
 
2) Read the IrisCode from card (for verification) 
 

 
  
3) Verify card by comparing the read IrisCode to a live Iris. The User will be asked to 

present their eye to the optical camera again. 
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If the process completes successfully, the following window is displayed. 
 

 
 
*Note: 

------------------------------------------------------------------------------------------------------------- 
If the Smart Card type is “HID”, it is possible to write both eyes to the Smart Card.  
The user may issue both eyes on the card by following the process below. 
 
Register IrisCode to card  Read IrisCode from card  Verify one eye  Verify 
another eye. 
--------------------------------------------------------------------------------------------------------------
--------- 
 
 

   
 

4.1.4 Add 
 

The Add feature is used to enroll a second eye when one eye of a user is already enrolled in the 
Server database. 
 
The Add process can be done using the following steps. 
 

1. Select the Add Item from the Actions menu on the menu bar or select the Add icon from 
the tool bar. The following window will be displayed: 
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2. To add another eye, the enrolled iris will be verified first. The user can verify her/his iris 
from either the database or a Smart Card. Select either the Verify with DB or Verify with 
smart card button.   

 
3. Have the user verify her/his eye. The next window will open on the screen. Press the OK 

button and enroll the second eye. 
 

 
 
The User Information window opens, but the only modification possible is to set 1 
eye as the warning eye.  
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4. Click the Next button. 
 
 
 

4.1.5 Identify 
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The Identify feature is used to identify a user by comparing the IrisCodeTM of the user to all 
existing IrisCodesTM in the system. (1: N matching) 
 
The Continuous Identification process can be done using the following steps. 
 

1. Select the Identify Item from the Actions menu in the menu bar or select the Identify 
icon from the tool bar. The following identification window will be displayed. 

 

 
 

2. Have the User look into the center of the mirror of the EOU. 
 

The IrisCodeTM of the user will be generated from Iris images and compared with the 
existing IrisCodeTM in the database. If the IrisCodeTM matches with any of the enrolled 
IrisCodesTM, then the user is identified as a valid user. The window after the identification 
of the sample user is shown below: 
 



 

Appendix  

 

297 

 
 
If the user’s IrisCodeTM does not match with an enrolled IrisCodeTM, then a ‘Not 
Identified’ message will be displayed and all information items in the screen will be 
cleared. 
 

3. Identification mode runs continuously until the operator clicks the Stop button or the 
Close button. 

Until the Stop button is clicked, the continuous identification process is active.  
If you click on the Close button, the identification window will be closed. 
 
 Notice: Information about the identified user to be displayed in the 

identification window can be selected by checking the check boxes in the option 
window. (Refer to section 2.3.8.5 Display) 

 
 

 

4.1.6 Verify 
 

Verification is the process of verifying the user, by checking the IrisCodeTM of the User with 
either:  

 IrisCodeTM of the User from the provided User ID in the database or 
 IrisCodeTM of the User from the provided IrisCode in the Smartcard 

 
Select the Verify Item from the Actions menu in the menu bar or select Verify from the tool 
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bar, to open the Verification window. Verify with smartcard button is enabled only when 
“Use smartcard” option is checked in the Smartcard window under Options menu. (Refer to 
the Section 2.3.8.6 Smartcard in this manual). 
 

To verify the User by User ID 
 

 
 

1. Enter the User ID of the User in the User ID field in the Verification window 
 
2. Clicking the Verify button begins the Iris Image capture process. 

 
3. After you click the Verify button, look into the center of the mirror of the EOU. 
 
4. After the Iris image is captured, the result of the verification will be shown in the 

Verification window. A sample of the Verification window after a successful verification 
is shown below. 
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5. If not verified, click on the Try again button. 
 
6. If you click the Close button, the verification window will be closed. 

 
 
 
To verify a User with Smart Card 
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1. Click the Verify with Smart Card button in the Verification window and the Verify 
with Smart Card window will be displayed. 
 

 
 

2. Click the Start button and the Verify with Smart Card window will begin reading the 
Smart Card. The Smart Card should be within range of the Smart Card Reader before 
pressing the Start button. 
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3. Present the Smart Card and wait until the EOU prompts the user to look into the mirror. 
 

4. After the Iris image is captured, the result of the verification will be shown in the 
Verification window. A sample of the Verification window after a successful verification 
is shown below. 
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4.1.7 Live View 
 

This functionality is used only to view the live video from the Iris Camera. 
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4.1.8 Option Settings 
 

The Options Item is used to set various options such as: 
 

1. To set the Serial port, Video port and sound volume of the Enrollment Optical Unit (EOU). 
2. To change the IrisServer’s IP address. 
3. To configure the program lock feature. 
4. To enable/disable the fake eye detection. 
5. To configure the items displayed in the continuous identification window. 

 

4.1.8.1 EOU Setting 
 

By selecting the EOU tab on the Option dialog box you can set the Serial Port, Video Port and the 
sound volume as shown below. Default Serial Port and Video Port are “COM1” and 
“COMPOSITE1” respectively. Select EOU Voice Language – Default or Korean. Select Default 
unless EOU has the Korean Sound files loaded. 
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4.1.8.2 IrisServer IP Address 
 

The IrisServer IP Address may be set by selecting the IrisServer tab field in the Options window 
and entering the IP Address of the IrisServer. If IrisEnroll is located on the same computer as 
IrisServer, we recommend setting the IP Address to the loopback address (127.0.0.1). 
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4.1.8.3 Program Lock 
 

The Program Lock functionality is used to lock the application if there is no action within the 
specified time. Once the program is locked, the Operator must re-login to use the application. The 
Lock may be enabled by selecting the Lock tab field. Check the check box labeled Enable 
IrisEnroll Program lock to enable the lock. To disable the program lock feature, uncheck the 
check box labeled Enable IrisEnroll Program lock. 
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4.1.8.4 Fake Eye Detection 
 

Fake eye detection can be configured by selecting the fake eye tab of the option window, which 
will display the following window. 
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If you want the fake eye detection to be enabled, select the Detect fake eye radio button and 
click the OK button. Fake Eyes will be detected when a user tries to enroll, identify or verify.  
 
Fake Eye detection does increase the time required for enrollment, identification or verification, 
but greatly enhances the security of the system.  
 
If you don’t want the fake eye detection to be enabled, then select the Don’t detect fake eye 
option and click the OK button. If so, fake eye will NOT be detected when a user tries to enroll, 
identify or verify. 
 

 Caution: Limitation of ambient light in working environment 
- When Fake Eye Detection is not used: 1,000 lx Fluorescent light and 100 lx 

Incandescent or sunlight. 
- When Fake Eye Detection is used: 500 lx Fluorescent light and 50 lx Incandescent or 

sunlight. 
- If the ambient light exceeds the limitation, the False Reject Rate will be increased. 

 
 
 

4.1.8.5 Display 
 

Items to be displayed during the continuous identification mode may be selected by checking 
check boxes below (Refer to the section 2.3.5 Identify in this manual). 
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All check boxes are checked by default when IrisEnroll program is first installed. If you click on 
the Select all button, all check boxes are checked. If you click on Clear all button, all check boxes 
are unchecked. 
 

 
 
 

4.1.8.6 Smart Card 
 

Selecting the Smart Card tab of the Options window configures the Smart Card reader/writer. 
Selecting this tab displays the following window. 
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Selecting the “Use Smart Card” checkbox enables the other Smart Card options. Options to be 
configured are the serial port to which the reader/writer is attached and the type of Smart Card 
reader/writer. You may also configure the options “Always Issue Smart Card” and “Send IrisCode 
to IrisServer”. 
 
By default, “Use Smart Card” and “Always Issue Smart Card” options are deselected. 
 
Serial port of the Smart Card reader/writer should be different than the serial port of the EOU. 
 
If the card reader type is HID, the fields "HID iClass Application Key" and “Block Offset” must be 
filled. Each value must be entered in hexadecimal format.  The length of "HID iClass Application 
Key" is 8 bytes (16 hexadecimal characters) and the length of “Block Offset” is 1 byte (2 
hexadecimal characters). Block Offset needs to be set only if storing non IrisAccess  information. 
The valid values for offset should be in the range of 06~B3. By default “HID iClass Application 
Key” is masked. To display unmasked key, select “Show Key” check box. 
 
When issuing Smart cards, data format and type of encryption to use may be set in this tab.  
“Data Format” displays the formats supported for Smart Cards namely, IAEAC and GSC-IS 
formats. In IAEAC format, encryption keys have to be generated using IrisServer. When set to 
GSC-IS format, type of encryption may be set to AES, DES, DES3 or no encryption. In each of 
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these, the encryption key file containing the corresponding encryption key has to be loaded using 
“Get Keys From File”. Once set, the Smart Cards will be issued in the corresponding format with 
required encryption. 
 
“Get Keys From File” – Click this button to load the file containing the encryption key for the 
selected encryption type. 
 
“Set to Defaults” – Click this button to set the default values for "HID iClass Application Key" and 
“Block Offset”. 
 
“Always Issue Smartcard” checkbox – When this is checked, IrisEnroll will issue a Smart Card 
for every user enrolled.  
 
When this is unchecked, the operator can decide whether to issue a card and also the type of card 
to be issued during the enrollment process. In this case the “Card” combo box on the “User 
Information” window of the enrollment process provides 3 options to select from,  
“None”, ”Smartcard” and “Prox Card”. 
 
“Send IrisCode to IrisServer” checkbox – Selecting this checkbox configures IrisEnroll to send 
the IrisCode to the IrisServer after enrolling the user.  
 
When “Send IrisCode to IrisServer” checkbox is deselected, the IrisCode is not sent to the 
IrisServer after enrolling. This option can be used to save the IrisCode on a Smart Card only 
instead of the IrisServer.  
 
*Caution: if the “Card” combo box of the “User Information” window has “None” or “Prox card” 
selected, the IrisCode will not be saved anywhere. 
 
 
 
 

4.1.9 Password 
 

The current password of the IrisEnroll operator may be changed by using this feature. 
 

1. Select the Change Password Item from the Tools in the menu bar or select the Pwd 
button from the tool bar, to open the following Password window. 

 
2. Enter the current password. 
 
3. Enter the New password and confirm the new password. 
 
4. Click on the OK button to complete the password change operation. 

 
5. Click on the Cancel button to cancel the password change operation. 
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4.1.10 Security ID 
 

The current security ID of IrisEnroll may be changed by using this feature. 
The security ID of IrisEnroll  may be changed as follows: 
 

1. Select the Security ID Item from the Tools menu in the menu bar. The following Security 
ID window is displayed. 

 
2. Enter the New security ID. 
 Security ID must consist of 16 characters that are numbers, capital or lower case 

letters and special characters. The Security ID must match exactly with the Security ID 
entered in IrisManager for this instance of IrisEnroll. The Security ID is 
case-sensitive - upper and lower case letters are considered different (example: ‘a’ 
does not match with ‘A’) 

 
3. Click on OK button to complete the security ID change operation. 

 

 
 



 

Appendix  

 

312 

 

4.2 IrisICUAdmin30000 

The ICUAdmin3000 application enables you to setup, modify, upgrade, and configure the 
IdentityController (ICU3000). 

 

4.2.1 How to open IrisICUAdmin3000 

To start the IrisICUAdmin3000, click on the IrisICUAdmin3000 menu item. The location of the 
program is: 

<Drive>:\Program Files\Iris ID\IrisAccess\IrisICUAdmin3000.exe 

After starting, IrisICUAdmin3000 will open a new window, as illustrated in the following figure: 
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4.2.2 Description of Menu items in IrisICUAdmin3000 

   
1. New Installation – Used for setup and initial configuration of an ICU3000 unit.  The use 
of a provided “ICU Configuration Serial Cable” is needed for use with this option.  This 
cable is required to perform a New Installation setup.  (If the cable or use of Serial/Serial 
to USB is not available, the ICU Admin Setup Utility program may be used – available from 
the Iris ID website at www.irisid.com). 

 
2. Upgrade – Updates the ICU3000 controller unit(s) to the same version of EAC Software 
that is running/installed on the IrisServer.  Note: This is required after upgrading the iData 
EAC software version on the server PC.   

 3. Configuration – Allows for modification of initially enabled channel settings within the 
ICU unit.  Settings such as Remote unit IP, volume, Wiegand output settings, etc. are 
available (and configurable per channel per ICU).   

 4. Change Password – Allows for the password of the ICU unit to be changed.  This is 
often used if the password has been forgotten or is unknown.  Note: The use of a provided 
“ICU Configuration Serial Cable” (provided with the ICU3000 unit) is required for use with 
this option.  The password will be reset to the factory default if unknown.   

 5. Exit – Closes out the application.   

 

4.2.3 The ICUAmin3000 New Installation Window 

Select the “New Installation” button, the following window is displayed on the screen. 



 

Appendix  

 

314 

   

 

Click Next button to continue. 

The following screen will appear. 
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Enter IrisServer IP Address, ICU IP Address, Gateway Address, Subnet Mask and click Next 
button. A warning message as shown below appears. Click OK and continue installation. 

 

 

The following screen appears next. 
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Enter Security IDs for ROU1, ROU2, ROU3 and ROU4. Click on next button. A screen to select 
serial port appears. 



 

Appendix  

 

317 

 

 

Select the serial port and click Next button. The settings summary screen appears as shown 
below.  
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Click on Start button to start new installation. 

 

Click on Start button to start new installation. 
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4.2.4 The IrisICUAdmin3000 Upgrade Window 

Select the “Upgrade” button, the following window is displayed on the screen. 
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Enter ICU IP Address and password and click on Next button. The following screen will appear. 

 

All the process on the ICU will be stopped. Click on Yes button to continue the installation.   
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Click on the next Button to continue ICU software upgrade. The following screen appears. 
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Click on Start Installation button to start upgrading ICU. If IrisAdmin3000 is used to install 3000 
software on ICU4000 hardware, following warning appears. Click OK button if you are sure to 
upgrade the ICU 4000 with 3000 software. 

 

On successful completion following message box appears. 



 

Appendix  

 

323 

 

On clicking OK button,  following screen appears. 

 

Click on Next button to continue. IrisICUAdmin3000 fetches configuration files from ICU.  
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To start fetching configuration files from ICU, click on Next button.  On successful completion of 
fetching configuration files, following message box appears. 

 

Click on OK button to continue. 



 

Appendix  

 

325 

 

To start configuring ICU channels, click on Configure button. ICU configuration screen appears. 
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Configure the channels of ICU as required and click on OK button to finish configuration. For 
more details on configuring ICU, please refer section 2.7.5 The ICUAdmin3000 Configuration 
Window. 

The following screen appears next. 
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Click on Next button to continue. The following screen appears. 
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Click on Send button to send configuration to ICU. On successful completion of send 
configuration, following message box appears. 

 

Click OK to go to the reboot screen. 
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Click Finish button to complete ICU upgrade process. ICU will restart automatically after clicking 
Finish button. 
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4.2.5 The ICUAdmin3000 Configuration Window 
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Fake eye detection can be configured by selecting the Fake Eye Detection Level.  
 
If you want the fake eye detection to be enabled, select the Level 1 option. Fake Eyes will be 
detected when a user tries to enroll, identify or verify.  
 
Fake Eye detection does increase the time required identification or verification, but greatly 
enhances the security of the system.  
 
If you don’t want the fake eye detection to be enabled, then select the Level 0. If so, fake eye will 
NOT be detected when a user tries to identify or verify. 
 

 Caution: Limitation of ambient light in working environment 
- When Fake Eye Detection is not used: 1,000 lx Fluorescent light and 100 lx 

Incandescent or sunlight. 
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- When Fake Eye Detection is used: 500 lx Fluorescent light and 50 lx Incandescent or 
sunlight. 

If the ambient light exceeds the limitation, the False Reject Rate will be increased. 

Scroll the ROU Volume bar, to increase or decrease the ROU volume level.  

ROU can be activated automatically using proximity sensor or using an external trigger on one of 
the following GPI pins on DIB. 

 Lock 

 Alarm 

 Egress 

When any of the above pins are selected for activating ROU, user must configure the GPI signal 
after click on GPI Settings button. 

 

Configuration of Access Panel 
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Access Rights: You can choose the system that checks the user’s access rights. Either IrisAccess 
system checks for user’s access rights or an external access control system checks the user’s 
access rights. 

If access control system checks user’s access rights, Iris Access may/ may not wait for Access 
control systems response. To configure access control system response, check the Wait for 
Access Panel Response and click on “Advanced” button.  This will take you to GPI settings 
screen. 
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ON the GPI connector of DCU there are 7 Pins. You can use Lock, Status, Alarm and Egress pins 
for configuring access panel response. These pins can also be used to configure external input for 
activating ROU. 
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If you want to bypass signal received on Wiegand IN port to Wiegand out port without any 
change, then select “Bypass the input signal through Wiegand IN into the output signal with 
no change” option. 

If you want to prefix facility code to the card ID received on Wiegand IN port before send it to the 
Wiegand Out port, then select “Output the signal with Facility Code and Card ID foe only 
Accept. (Default)” option. 

Signals on Wiegand IN port can be used for other purposes also. To do so, click on the Event 
Report button. The following screen appears. 
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You can configure Wiegand out signal for each event separately. Configure and click OK button to 
go back to Wiegand settings page. 

Click OK button on Wiegand Settings page to go back to Access Panel configuration screen. 
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Click on RS422 Settings button to configure RS422 output signals. The following screen appears 
when RS422 Settings button is clicked. 
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Configure Bits / Second, Data Bits, Parity, Stop Bits, Start and End character and click on OK  
button to save settings and go back to access panel configuration page.  

Configuration of Access Door 
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Door open duration can be configured to automatically close the door relay.  

Door Lock device status: If the door lock fails, event can be sent on Status port of DCU. When a 
signal is received, an event is raised to the IrisServer and IrisMonitor. 

Door Open Status: If the door stays open for more that the Check Time period, a signal is received 
on the IrisMonitor and GPI port of DCU. 

Alarm: Check the Enable check box to get the fire alarm signal is detected on GPI port of DCU. 
You can choose to open or close the door when the firm alarm signal is detected.  

Egress Button: When an egress button near the entry area is pushed, the door is opened. Check 
the enable check box to enable this feature. The Egree signal is received on Egress port of DCU. 

Configuration of GPO 
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To output a signal on the GPO port for specified events, select the GPO port and the duration of 
the signal.  

Configuration of Prox Card Mode 
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Verification timeout can be configured anywhere between (0-65535 sec). If the verification 
timeout is set to 0, then the time out is set to infinite.  
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When Prox card is used, Wiegand data is received on the DCU Wiegand IN port from Prox card 
reader. Configure Wiegand IN, click on Wiegand Settings button. The following screen appears.  
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The following Wiegand format options are available: 

 Typical Format 

 When typical format is selected, the Active State, Pulse Duration, Bit Period, Total 
Wiegand Bits, Start Parity, Stop Parity and Facility code and bits settings are set automatically 
to Low, 40 μs, 2000μs, 26, Even, Odd, 0  and 8 respectively. 

 Casi-Rusco 40 

 When Casi_Rusco 40 format is selected, the Active State, Pulse Duration and Bit 
Period settings are set automatically to Low, 40 μs and 2000μs respectively. All other settings 
are disabled. 
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 HID Corporate 1000 

 When HID Corporate 1000 format is selected, the Active State, Pulse Duration and 
Bit Period settings are set automatically to Low, 40 μs and 2000μs respectively. All other 
settings are disabled. If you want to use facility code check the Check Facility Code check box 
and enter the Facility code in the Facility code box. 

Click OK to finish Wiegand IN configuration and go back to main page. 

 

 

 

Configuration of Smart Card Mode 
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Following type of smart cards are supported by Iris Access. 

 HID iCLASS 

 Smartcard offset for HID iCLASS smartcard is 13(hexadecimal) by default. You may 
change it to other value if you are using the same smartcard to store non Iris information. You 
can also change the smart card application key to your custom application key. 

 HID iCLASS smart card contains Wiegand data which is read and sent to the 
Wiegand IN port by iCLASS readers. You can configure Wiegand IN port  as shown in 
Configuration of Prox Card Mode section. 

 Indala DESFire 

 BanqTec (BQT BT-815) 

Smart card data may be written to smart card in the following format: 
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IA EAC format: This format supports Iris Access proprietary encryption algorithm. 

GSC-IS format: This format supports AES, DES, DES3 or no encryption. 

Lenel format: This format supports AES, DES, DES3 or no encryption. 

Click on Get Keys button to Load the encryption keys from IrisServer. 

Send Configuration to ICU 

 

Once all the channels are configured, click on the Send button to send these configurations to ICU. 
A prompt to enter ICU IP address and password will pop up. 
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Enter the ICU IP Address and password and click on OK button. This will send the configuration 
to ICU. ICU will restart after the configurations are sent to ICU. 
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4.2.6 The ICUAdmin3000 Change Password Window 
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Change Password 
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