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1. Introduction to the User Manual

1.1 Installation Pre-Requisites

Supported Computer Hardware Recommendations:

Operating system - Windows 2000/XP, Windows Vista, Windows 7
Pentium Compatible 1.8 (or higher) GHz Processor

1 GB (or higher) Memory

10 GB Hard Disk space (or greater)

Ethernet Port (100 Mbps recommended)
1 Serial Port for ICU configuration OR 1 USB 2.0 (or higher) port (for use with USB to
Serial adapter)

- Speakers (if sound warnings are used)

Administrative rights are required to install or uninstall the
IrisAccess EAC Software.

Power user rights or above is required to run the IrisAccess EAC
Software.

Microsoft Window 2000 Professional (Service Pack 3) or Microsoft
Windows XP Professional (Service Pack 1) or Windows Vista, or
Windows 7.

It is required that a network card and network configuration be
completed before installing the IrisAccess software.

* Note: All computers in the IrisAccess EAC system should be set to
static IP addresses.

It is strongly recommended that the IrisAccess software be
connected through a 100Mbps network.

It is recommended that the monitor resolution be at least 1024x768
pixels at 16-bit color.

For windows to display correctly in Microsoft Windows XP, please
set the DPI setting as “Normal size (96DPI)”. You can see the “DPI
setting” on Start > Control Panel > Appearance and Themes > Display
> Setting > Advanced > General > Display in Windows XP.

In order to use Oracle as the database type, the 0040 (Oracle Objects
For OLE) must be installed on the IrisServer PC.

* Note: 0040 has been included in EAC S/W package CD.

In order to run the IrisDiagnosis program, the .Net Framework
version 1.1 must be installed. You may install it though the EAC S/W
package CD.
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e Itisrecommended that all IrisAccess system components (PCs, ICUs,
ROUs, EOUs) be powered through Uninterruptible Power Supplies
(UPSs). This will help prevent damage by power fluctuations and
increase uptime.

1.2 Scope

This document explains about various applications in IrisAccess™ system and explains
how these applications are used. The applications that are explained in this document
are IrisServer, IrisManager, IrisEnroll, [risMonitor and IrisDBAdmin.

1.3 Overview

Server/Enrollment

Layer
Irisenrell PT

A0
[0

Netwark Layer |

[~}
Camera Layer

IdentityCantroller
Layer

DoarCentroller
Layer

—| 3333 ga09 4393

iCANM/ ICU4300/ DCUA000 ROU3000/ ICU4300/ BCUA000 ROU3000/ ICU3000
{existing systems only)

1.4 Network & DB Security

The IrisCode™ is encrypted by AES when it is stored in the database. The server and
each remote unit have a unique Secret Key that is generated during initial installation.
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If you select the high security option (the first option in the section “2.2.8.5 Security
Setting” in this document), the Secret Key is not stored in the ICU - the ICU will get the
Secret Key from the server when it is restarted. If the ICU fails to connect to the server
after a restart, it will not identify any user until it succeeds in connecting to the server.
The Secret Key exchange is protected by the RSA public-key cryptosystem, using the
Security ID typed in during ROU/ICU configuration and the ROU registration in
IrisManager. Please refer to section 2.2, item 4 in the document IrisAccess™ Software
Installation Manual (Document No.DV002S501) and section 2.2.6.1 in this document,
respectively.

If you select the low security option (the second option in the section “2.2.8.5 Security
Setting” in this document), the Secret Key is stored in the ICU - so the ICU will not need
to get the Secret Key from the server when it is restarted. If you select the low security
option, the remote unit will be activated without connecting to the server after being
restarted, and be capable of identifying enrolled users.
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2. IrisAccess™ Operational Manual

2.1 IrisAccess™ IrisServer

The IrisServer is an application within the iData Entry Access Control (EAC) Software
suite that is used to communicate with the ICU units and other applications within the
EAC Software available for use. Note: This application is not a running service, and is
required to be opened when desired to be used. As an application the program will be in
the closed state if the PC was rebooted or has been placed in a sleep mode. This program
can only run with a windows login user with administrative rights.

2.1.1 How to Run IrisServer

To start the IrisServer, click on the IrisServer menu item. The location of the program
is shown in the figure below:

DivX d
DVD Shrink

DVDFAST

FileZila FTP Client

Foxit Reader

Games

Google Chrome

iCAM TD100 VDM Documents
iData EAC Toolkit 4000 Version 1.04.04

Pictures
iData SDK
InfraRecorder Music
Intel(R) Matrix Storage Manager
IrisAccelerator Games

IrisAccess(TM) EAC SW V3.02
W I'sDBAdmIn Computer
=] 1risenrol4000

{2 IisICUAdMIn4000
&% TrisManager

£l IrsMonitor Devices and Printers

| l IrisServer

Juniper Networks LI Help and Support

Control Panel

1 Back

I Search programs and files L[-_']J Shut down » |

After starting, IrisServer will minimize to the system tray, as illustrated below:

IrisServer lcon

@ S99 PM

1. When a MS Access Database is used, the Database is automatically
created (*Note: It is not required that MS Access be installed.)
8
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2. If the Database already exists on the Server PC, and it is a previous
version, the Database may need to be upgraded (Refer to 2.6.2.1,
UPGRADING DATABASE). IrisServer will display the message below and
exit.

3 imeserver =51

FillF)  Option{Q)  Help(H) -

Date and Time | Message
07{0%f2007 17:37.18 DB : MS Access

]
' The curent: IrisSarver databace Version is 1.4 and ik neads bo be upgraded to datasbase Yerson 2.0 (Product Yersion
2.00).
L

Flease use IrisDBAdmIn For upgrading the database,

P -rsserver =101

FilslF)  Option{Q)  Help(H) -

Date and Time | Message
061 7j2003 16:20:08 DB : M5 Access
DEN 72003 16:23:5%  Cannot Open DB

oserver S
&mm

3. If using MS SQL Server or Oracle as the database, IrisServer will need to
be configured when run for the first time. If [risServer loses the network

9
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connection to the MS SQL Server computer, the Administrator ID and password
must be re-entered

4. To connect to a MS SQL Server database, enter the MS SQL Server name
(or IP address), administrator ID and password in each field. To connect to an
Oracle database, enter the Oracle Service name, administrator ID and password
in each field.

5. Click the OK button.

10
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el

Fil{F) Oplion{0)  Help(H) -

Date and Time | Message [
121312002 20:57:24 DB @ WS SOL Server 2000
1211372002 20:57:40 Cannot Open DB - 1. Please Check Information for DB

Set DEMS x|

Server [MS SOL Server]:  firisserver

Administrator 1D : [lgiris
Password : [

Ok I Cancel

[ p sserver =101 ]

FilelF) Option{C)  Help(H)

Date and Time J Message |
121312002 16:15:04 DB : Oracle 91

12N 3002 16:15:04  Cannot Open DB - 1, Please Check Information for DB

]?ﬂ aﬂl]l]z 16:15:09 Cannat Onen NR - 2. Please Check Infarmatian far DR

12N 32002 16:15:15 (St k-
121132002 16:115:15 €

|

Service [Oracle] © |oracle_inisserver
Administrator 1D : [lgiris
Password : |rtt-r*m

|TI Cancel

2.1.2 How to View the IrisServer Window

After double-clicking on the IrisServer icon in the taskbar, the following logon window
is displayed on the screen.

11
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Input Password x|

ID : |administrator

Password : I********

0] 749em

OK Cancel |

1. Enter the ID and Password of an account with administrator-level
privileges and click the OK button.

Only administrators may login to IrisServer. The default ID and
password of the administrator is “administrator” and
“iris3000” respectively. These may be changed by
administrators. Refer to the section 2.2.8.2 Modification of the
Administrator/Operator.

After successfully logging into IrisServer, you can see the IrisServer
window as shown in the following figure:

Erosever I=TEY

File Option Help -

Version: 3.02.08 | DB: MSACCESS | User Limit. 100000

Date and Time

| Message

05/26/2011 08:57:42
052642011 08:57:43
05/26/2011 08:57:43
052642011 08:57:43
05/26/2011 08:57:43
052652011 08:57:43

DB : M5 Access

Host Name : mvegvari-LG

IP Address : 10.10.10.126

Platform : Windows 7 version 6.1 [Build 7600]
Prepared Socket

Prepared Database

Copy Selected Copy All

12
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Message Window

IrisServer log messages can be viewed in the IrisServer window.

2.1.3 Registration of IrisManager or Modification of IrisManager Information

IrisManager can be registered or IrisManager information can be modified using the
following steps.

1. Select the Option > Set IrisManager ... item in the menu bar of the
IrisServer main window. The following Set IrisManager dialog box is displayed.

Set lisManager x|

Please fill in to connect with IrisManager

Name : IManager
IP Address: | 160 . 160 . 47 . 85
.................. T Cancel

2. Enter IrisManager Name. This field can contain any name desired,
however must contain a minimum of 1 character and a maximum of 20
characters.

3. Enter IP Address of the IrisManager. If IrisManager will be located on
the same computer as IrisServer, we recommend entering the loopback
address (127.0.0.1) as the IP Address.

4, Click OK button.

2.1.4 Connecting to MS-SQL Server 2000 Database

1. MS SQL Server must have been selected during installation to perform
this operation. (MS SQL must have been installed prior to iData EAC software
installation.)

2. Select the Option > Set DBMS item in the menu bar of the IrisServer
main window.

13
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3. Enter the MS SQL Server name (or IP address), administrator ID and
password in each field and then click the OK button to connect to the MS SQL
Server database.

et DBMS x|
Server [MS SOL Server): [irisserver
Administrator 1D : IIgiris
Password : I1'H'L'J"'J"'J"'J'H"'Jlr
0K Cancel

2.1.5 Connecting to Oracle Server 2000 Database

1. Oracle must have been selected during installation to perform this
operation. (Oracle must have been installed prior to iData EAC software
installation.)

2. Select the Option > Set DBMS item in the menu bar of the IrisServer
main window.

3. Enter the Oracle Service, Administrator ID and Password in each field
and then click the OK button to connect to Oracle Server database.

Set DEMS X
Service [Oracle] : Iuracle_iriss&wer
Administrator ID : IIgiris
Password : I*‘““*‘“‘ﬂ

0K Cancel |

14
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2.1.6 Generating and Registering Encryption Keys for Smart Card Operation

1. Select the Option > Set Smart Card (IA EAC Format)... item in the menu
bar of the IrisServer main window and you will see the following
window.

Register Security Keys for IA EAC Format (Smart Card)

If you want to use |A EAC Format [Smart Card]. you must register 3 security keys at
IrisServer and also you must configure ICU using IrisICUAdmin.

To register new keys at IrisServer, click "Generate New Keys' and "Register Keys".

To register new keys at ICU, click "Save Keys as File" and use IrisICUAdmin to send keys
in a file to ICU.

Security 1 Key

Show Registered Keys

Security 2 Key

Generate New Keys

Security 3 Key

Load Keys from File

Close

x)

2. “Generate New Keys” button creates new keys for Smart Card
encryption.

15
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Register Security Keys for IA EAC Format (Smart Card) @

If you want to use |A EAC Format (Smart Card), you must register 3 security keys at
IrisServer and also you must configure ICU using IrisICUAdmin.

To register new keys at IrisServer, click "Generate New Keys" and "Register Keys".

To register new keys at ICU, click "Save Keys as File'" and use IrisICUAdmin to send keys
in a file to ICU.

Security 1 Key

GF 54 29 3E 49 4495 1F 85 CA b5 0D 9B 21 05 FB Show Registered Keys

Security 2 Key

30 48 02 41 00 98 92 47 1E AA DE 1B D4 D2 F5 A7 65 5A 4B i
32 ED B0 64 3E 94 2D CO F8 A6 F5 8C 31 CF 40 29 27 12 AC Generate New Keys
D153 ED 24 6A 41 75 06 73 0C 08 5C 70 E8 46 5C OF 4B 07
7B 2E 7A CC EA D3 B8 56 69 A7 32 87 02 03 00 8C 47

Register Keys

Security 3 Key

308201 340201000241 009892 47 IEAADE 1BD4  ~ Save Keve as File
D2 F5 A7 65 5A 4B 32 ED B0 64 3E 94 2D CO F8 A6 F5 8C b4

31 CF 40 29 27 12 AC D1 53 ED 24 6A 41 75 06 73 0C 08
5C 70 E8 46 5C OF 4B 07 7B 2E 7A CC EA D3 B8 56 69 A7 )
32 87 02 03 00 8C 47 02 40 50 43 B6 F9 E9 C8 84 3C B1 Load Keys from File
38 B2 C4 F6 AG 61 77 76 14 D7 AC 71 EB B0 1D 17 C3 C2
F9 FE 61 7C 26 7B F8 6D 14 CC F8 9F 23 BC 29 C4 0B 42
32 FO 69 91 F1 0C BF 25 44 4F 3C 27 28 72 FE 72 41 84

17 02 21 03 39 D1 93 13 3D 40 A5 55 DO D1 E3 6D 26 69 Close
W
3. “Register Keys” Registers the displayed encryption keys into the
database.

*Note: Keys must be registered before using IrisEnroll for the first time if
using Smart Cards

4. “Save Keys” Saves the encryption keys as a data file.

5. “Load Keys” Loads encryption keys from a file.

2.1.7 Upgrading License

1. Select the Option > “Upgrade License...” item in the menu bar of the
[risServer main window and you will see the following window.

16



Upgrade License

Current User Linik:

[ E—

pgrade Key

| |
Ok I Cancel |

IrisAccess™ Operational Manual

Current User Limit indicates the maximum number of users supported

by current License Key.

2. Enter 18 digit upgrade key and click OK.

3. If the key is invalid the following dialog will be displayed.

IrisServer ]

@ key is imealid,

Clicking OK button will display Upgrade License dialog to enter key

again.

4. If the key is valid the following dialog will be displayed.

\';:) ser limit will be changed to 50000,

IrisServer will be closed, Do waou want ko continue?

]

This is a sample Ul on upgrading to 50000 users. License up-gradation

requires a restart of IrisServer.

(a) Click Yes to upgrade and IrisServer will exit.
(b)  Click No and License Key won't be upgraded.
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2.2 IrisAccess™ IrisManager

IrisManager is used to manage the Users, Operators (Administrator-level only),
Remote Units, Programs, and Groups, as well as Report generation.

2.2.1 How to Run IrisManager

To start the IrisManager, click on the IrisManager menu item. The location of the
program is shown in the figure below.

Data SDK B
| InfraRecorder
| Intel(R) Matrix Storage Manager
| IrisAccelerator
| IrisAccess(TM) EAC SW V3.02
ﬁ IrisDBAdmIn
[=] wisenrol4000
2 IsICUAdMIN4000 Documents
e
Bl IrisMonitor
W] rrisserver
| Juniper Networks
Macrobject
Maintenance
Mahwarebytes' Anti-Mahware
Microsoft Office
Microsoft Office Live Meeting 2007
Microsoft SQL Server 2008
Microsoft SQL Server 2008 R2
Mozila Firefox

NetDrive j Help and Support
4 Back

Search programs and files @J Shut down »

Music

Games

Computer

Control Panel

Devices and Printers

2.2.2 How to Login to IrisManager

Clicking on the IrisManager icon will open the following login window.

@ Cinly authorized operator can run Inshanager. Enter
the operator ID' and password for the operator

authentication.

I Iadministratnr Ik

Pasgword Iﬂ-m-m Capzel

19
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To login to IrisManager:

1. Enter the ID and Password of an operator who has management rights.
The default ID and password are “administrator” and “iris3000”
respectively. These can be changed by the administrator. Refer to the
section 2.2.8.2 Modification of the Administrator/Operator.

2. Click the OK button to login to the IrisManager.
To cancel, click on the Cancel button.

If the login to the IrisManager was successful, the following Notice
window may appear (When you login with the default password
“iris3000”).

Bnotice x|

The password you entered is not secure. |t is
recomrmended that you should change the password.

Do you want to change the password now ?

Mo |

[ Dan't open this window next time. Close |

Check the “Don’t open this window next time” option to avoid being
notified next time you login.

Click on No to continue with the same password.

Click on Yes to get the following Operator information window used to
change the password.

20
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& Operator information 5'

Information ]

\ ﬁ All fields marked with an asterisk () must be
—= filled in completely.

* Operator ID [dministrator
Lger D |

First Marme |admini5tratur
Last Mame |admini5tratur

E-rmail I

Chanoge password

Current Password I

ey password I

Confirm Password I

M odify Cancel

Click on the “Change Password button” in the Operator information
window. Enter the current password in the Current Password field, and
enter the new password in the New Password and Confirm Password
fields. Click the “Modify” button to change the password.

The main IrisManager window will be opened after changing the
password successfully or aborting the password changing operation.

The same IrisManager window will be displayed without the Notice
window, if the password is secured.
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o IrisManager

Program  Administrator  Creation  User Reports Tools Help
C <
>. 2.9 .04 7
Creation User Repotks Door Options Help
My IrisAccess Mo. of enrolled users 4 74 =4 |User 0 j| Find |
+ @ All Remates Uger D~ | Card ID MName Departrent | Position | FPhone(Dffice) | Gender ‘ Auth
%% Remote Groups -
) € 1 Ravi B Kumar hale User
(G Titne Groups . urnar
¥ [0 Additional Info 23 Gobi T Male Visit:
24 Chakri T Male User
5 >
Remote unit/Time group - Detailed information |
Date and Time Operation Source 1D ‘ Source Mame Mode D (Us.. | Mode Mame (User .. |ﬁ
(3)05/12/2008 13:06:17 A useris registered at IisManager 21000 Iristlanager 4 Chakri T =
()05/12/2008 12:06:35 User Information is updated at listanager 21000 Irishdanager 4 Chakri T -
£ | >
e Connected to lrisServer 122008 01:06 PM

User Icon Key:
5 (Orange): Operator
p1t . (Orange): Operator whose iris not enrolled.

% (Orange): Operator with no Remote/Time Group assigned.

f{ (Black): General User
el (Black): General User whose iris is not enrolled.
X (Black): General User with no Remote/Time Group assigned.

ﬂ (Green): Visitor
b (Green): Visitor whose iris is not enrolled

o (Green): Visitor with no Remote Group or Reservation Time
assigned.

£ (Blue): Operator/General User/Visitor whose term of validity is
expired.

& (Blue): Operator/General User/Visitor whose iris is not enrolled
and term of validity is expired.
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X (Blue): Operator/General User/Visitor with no Remote/Time
Group assigned and whose term of validity expired.

In the IrisManager window, User Information (User ID, CardID, , Name,
Department, Position, Telephone, Gender, Authority, Enrolled Eye,
Warning Eye, Enrollment Date, Expiration Date, Reservation Time
(Visitor only), and memos) can be viewed.

The user list may be filtered using the Find option. To use the find
option, select either User ID, First Name, Last Name, Gender,
Department, Position, or Card ID in the drop-down box highlighted
below and enter or select the value in the next text box. Clicking the
Find button will display all the user records that match the criteria
selected in the IrisManager window. To reset IrisManager to display
all user records, double-click the IrisAccess folder.

o Iriskbanager r;"ﬁ"zi

Program  Adminstrator  Crestion  User Reports  Tools  Belp
e i
e.2.9.04 ¢
RN o O o o SO Lot Snirll L AP
W tisAccess) . Mo. of gnrolled users 3 r = [seriD - Find i
ey ﬁwgnﬁm' "UserD [cardiD | Mame [ Depatmen | o TR one ey | Cengar | Mnhoney ] Erroled Eya |
= q ﬂ 2455 HEK Female  Usgr Le# / Right
= g 7 2555 [ MP Ugee Clperator
gl ﬂ 3456 Mawiaz Férmdlis Wisiler L f Raght
= gd
= %' Remole Groups
E ﬂ‘ Al
= { Tima Groups
(1P an
= iZd Additional Inf
2] vsitor
(& Expiration
¢ »
[ Ramaote unitiTime geowp = Delailed information |
Date and Tire | Operation [ Source ID [Snutce Namme | Moda ID Us... | Hade Name [T |*
LIOE22007 153547 A yger is registered a1 kisManager 21000 IrigManager 2555 D MP
L0s2007 153735 A 0peralor is reaistered at InsManager 21000 IrrsManacer 2555 s
< »
e N PoElEd B IFTES BRI SRHI00T Td0 PM

All Remote Units created in IrisManager may be viewed by clicking on
23
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the All Remote Units item.

Remote Groups, Time Groups, Visitors, and Expiration Dates may be
viewed using the items in the left pane.

2.2.3 Display when the Server DB is being Updated

When the following operations are performed in IrisManager, an entry is created in
the Status Frame when IrisServer is updated.

- Registration of a user

- Modification or Deletion of user information

- Registration of a operator

- Maodification or Deletion of operator information

- Registration of a remote unit, IrisEnroll, IrisManager or IrisMonitor

- Modification or Deletion of information about a remote unit, IrisEnroll,
IrisManager or IrisMonitor

- Registration of a remote group, time group or holiday

- Modification or Deletion of information about a remote group, time group,
holiday
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@ IrisMansper

Frogam Adwrestrshor Creston User Reports Tooks  belp
©-2.9.048 7
Creaime Ukl Reprts Dooe  Options Help
[y Mo, of enroled ugars - 3 =4 [User D = [ Find |
= All Remoles User ID [Card D [ Mame [ Copatment | Position | Phone{Ofce) | Gendes | Authorty | Enrolled Eye
=L Woass HE Female  User Lef / Right
82 72688 o MP User Olperatar
g 'S [ET Nawaz Female  Visitor Le# / Right
Li
= pf Rermate Groups
& s aAl
=P Tame Groups
& Al
= 24 Adddional Info
2] wisitor
) Expiration
£ ¥
Remote wsit/Tims geoug - Detsded infomation |
Dt and Time | Operation | Sowcein | SouceMame | Mode D Us... | Mode Marme (User . |
ﬁm-:ms 10:08:13 s Inforation s updated & InsManager 21000 Magrl naoz2 Brandy Park
D0BORIN05 103240 User Information is updated # lisManager 21000 higri 1102 Brandy Park
EMOSO3005 103257 \teer Inforeation is updated  InsManager 21000 Mgrl 1 Ghati C G
) DEIER00S 103345 Uger Information is updated a InsManager 21000 tigr 11a2 Brandy Park
S T =T i T g R (G e TR ] A lnrCnerll ir rasisbrond w4 leelidnnsses S (Y] Enrali1
i COMMEC e b0 PSS aner. SIHI007 T40PM i
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o Irikbamager

Progran  Aderwtrabor  Crestan Lier  Peports  Took  Help

t-2.9. 048 ¢
Cragtion Lksar Reports Door  Optiore | Helb
I isAcciss Mo. of enroled users : 3 o [uses 1D = | Find |

= ngrﬂq‘m User ID [cadip | Mame | Depanment | Fosition | PhenaiOfice) | Gender | Awthority | Envolled Eye |

— i o HE Female  User Leh / Right
= a2 |5 288 D P User Oporator
= A | ETC Nwwaz Famale  ‘isitor Lefl # Right
= rgd
= S Remote Groups
* ﬂ Al
= (P Time Geoups
(7 An
=20 Additionsl Info
3] vistor
® Expiration Status frame
£ ¥
| Ramote witTime group - ifad information [

D“‘“‘“IIIIIIIWIIIIIIIIIIIII lllllllllllJﬂh“ﬂlJﬂ“lumllJMMlllM.ﬂ““hl*?
PDOS22007 1534620 A user i registered  IrisEroll 20005 a3 M5 Mawaz E
ELI0S220007 153458 A useris registersd 3t IrisManager 000 Inshlanager BET4 b WP H
A 0S/22/2007 15:35:04 User Information is updated at lisManager 21000 InsManager SErd D WP i
E0s220007 15:35:11 Lzer Information ie updated &l InsManager 00 Inshanager 674 D WP E
:I-'m 15:35:14 Ubsar Information i deleted a1 Inshanager 000 InsManager BET4 D WP -
:erm:rr 15:35:47 A user ks registered & Ingbanager 21000 InsMananes 2555 D WP H
._.pm—emr 153735 A operator (s regestered &l InsManager 2000 InaMdanagers X555 1
e t

ﬁ#“m_w........................................................................“w....wﬁ-“q

2.2.4 Display when the Remote Database in ICU is being Updated

While the remote Database in the ICU is being updated, the following popup window
is displayed in IrisManager. The status of update process is displayed in the status
frame.
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|O The status of rernote DB updating in ICU i= displayed in the status frame.

0.| 0. Source D
®D4ID3I2I]EIE 17:53:29 Information on th... a Remaotel 123456  Brandy Jung
(3)04/03/2002 17.53:29 Infarmation on th... a Remote3 123456  Brandy Jung
SuCcess
1| | i
Date and Time | Operation | Source D | Source Marr
4| | i

2.2.5 Display when IrisServer is Busy

If IrisServer is busy, the following window is displayed.

wait until lrisServer completes the p

. Please wait until IrisServer completes the process.

2.2.6 Program Management

2.2.6.1 Register New iCAM4000/4100 series Remote Unit

27



IrisAccess™ Operational Manual

New remote units may be registered in IrisManager by selecting the Remote unit
item on the Creation button on the toolbar or from Creation on the menu bar.

Select Remote Unit after clicking on the Creation button from the toolbar or from the
menu bar. The following Program Management popup window is displayed.

¥ Pro gram Management

Remote Unit | IrisEnroll | IrisManager | IrisMonitor |

% Use this tab to register remote units.

Remote u... | Remote Name | ICU IP Address | Security ID | Chi Mew...

1. To register a new remote unit, click on the New button. The New Remote Unit
window is displayed.

¥ New Remote Unit
Remote Unit ID |
MName : 1entr\,r—1 = Mame of Remote Unit
ICU 1P Address [172.24.1.100 — IP Address of |CU
Security 1D | - Security ID (16 digits)
Description : [entry 1] -~ Description (Optional)
Channel IV : ]1 LJ'_ Which channel of ICU is used (Select 1,2, 3 or 4)
N R e samemsi e e
Model : |iCN"‘I‘MDD LIF"""‘*—-——-—_. Model of Remate Unit
Priority (1 to 255) ’1— Set priority far synchronization with IrisServer
(0]24 I Cancel ‘

2. To add the Information of New Remote Unit,
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a. Enter the Name of the remote unit, ICU IP Address of the ICU it is
attached to, Security ID and the Description (optional). You must also
select the Channel ID that the remote unit is connected to in the ICU
and Use Type from the combo boxes in the New Remote Unit window.
The Use Type selection does not affect the operation of the remote unit.
Remote unit use type specifies functionality. You must also select the
model type being used. Enter the Priority number of camera type that
will be used - By default, the priority level is set to 1, which is the
highest priority.

Note: More than one camera unit can have the same priority (from 1 -
255. 1 is the highest priority and 255 is the lowest). When the priority
level is set, the iCAM will function and receive/send update information
for the highest priority iCAM unit(s) first.

3. Once all the required fields are entered, click on OK button to complete the
remote unit registration.

€ The Security ID must be identical to the Security ID typed in during ICU
configuration. A different Security ID has to be assigned to each remote
unit with 16 characters that are numbers, capital or lower case letters and
special characters. Please refer to section 2.2, item 4 in the document
IrisAccess Software Installation Manual (Document No. DV002S501).

4. The successful addition of the remote unit causes the Status window to pop up,
explained in the section 2.2.4. Click on Close button in the Status window to
close it.

2.2.6.2 Register New iCAM7000/7100 series Option 3 Remote Unit

IrisManager allows creation of remote unit for iCAM7000/7100 Option 3. Refer picture
below. Enter the iCAM IP address in the ICU IP Address box. Selecting iCAM7000 +
Matching or iCAM7100 + Matching option from the Model drop down menu will
automatically set Channel ID to 1 and its control will be disabled.
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¥ New Remote Unit

Remote Unit 1D : |
Mame : |23_43
ICU IP Address - 10.227.24.4
Security 1D : |mucmm
Description : |Eﬂtl'f -1
Channel 1D : | J
Model - iCAMT100 + Matching i
Priority (1 to 255) o
Ok | Cancel |

2.2.6.3 Modify Remote Unit Information

The information about the existing Remote Unit(s) may be modified.
To modify the Remote Unit information:

1. Select Remote unit after clicking on Creation in the menu bar. The following
window will appear on the screen.

T Program Management - l
Remote Unit | IisEnroll | IisManager | IrisMonitor |

% Use this tab to register remote units.

Remote u... | Remote Mame ICLIP Address | Secunty D Ch e, ..

Remotet 172.243.203  5555555555555555

Modify...

it

Delete

Close

L

Select the Remote Unit to be modified and click on the Modify button (shown
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with an arrow in the above figure). The following window appears on the screen.

2. Modify the fields to be updated and then click on Modify button to register the
modified values with the database.

3. The successful modification of the remote unit causes the Status window to
pop up, explained in the section 2.2.4. Click on Close button in the Status
window to close it.

€ If no Remote Unit was selected before clicking the Modify Button in
Step 2, then the following window will pop-up.

IrisManager, [5_<|

1 } Mo record was selected, Please select a record bo be modified,

2.2.6.4 Delete Remote Unit
The existing Remote Units may be deleted using the following steps:

1. Select Remote unit after clicking on Creation in the menu bar. The following
window will appear on the screen.

¥ Program Management

Remaote Unit | lisEnroll | IrisManager | IrisMonitor

% Use this tab to register remote units.

Remote u... | Remote Name | ICU IP Address | Security ID Ch.—| Mewy...

Rermotel 172.24.3.203 EEEEEEEEEEEEEERE

Maodify...

it

Delete

Close

;
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2. Select the Remote Unit to be deleted and then click on the Delete button. The
following Confirmation window will be displayed. This message prevents the
accidental deletion of a Remote Unit.

A

\?f) Do you really want to delete the record ?

3. Clicking on the Yes button to delete the Remote Unit will display the following
window.

IrisManager E2

@ If the remate unit is the member of a remote group, it will be removed From the remaote group,

4. Click on OK. The successful deletion of the remote unit results in the Status
window opening, explained in the section 2.2.4. Click on Close button in the
Status window to close it.

2.2.6.5 Registering IrisEnroll

IrisEnroll is used to enroll the Iris of users into the system, and for identification or
verification of the users.

v’ IrisEnroll Creation Count
The maximum number of IrisEnroll that can be registered is 32

IrisEnroll can be registered using the following steps.

1. Select IrisEnroll after clicking on Creation in the menu bar.

32



IrisAccess™ Operational Manual

}?_Prugram Managemenk

IrisEnroll | Irishdanager | Irishdanitar |

Remote Linit

% UUse this tab to register lrisEnrall.

IrisEnrall [0 lrisEnrall Name IP Address security 10 ey, .
20000 IrisEnrall 127.0.0.1 T 11111117 :

flmdify...

[elete

2. Click on the New button (which is shown with an arrow in the above figure) to
get the following New IrisEnroll window used to enter the information for the

New IrisEnroll.

+F Mew lrisEnrall

lrisEnrall 1D
MName :

IF Address
security 1D

Description :

|IrisEnr|:|II1

A

|1an.1an.4?.=35

Name of the IrisEnroll

A

IP Address of IrisEnroll

IMNEIETLI]EE#EFSEH]

A

Security ID (16 characters)

<
<

)24

Cancel

Description (optional)

3. Fill the fields Name, IP Address, Security ID* and Description (optional) in
the New IrisEnroll window. If IrisEnroll will be located on the same computer
as IrisServer and IrisManager, we recommend entering the loopback address
(127.0.0.1) as the IP Address.

€ Security ID (You may create any Security ID at your disposal). Security ID
must be identical to the Security ID entered when running IrisEnroll for
the first time. Security ID must consist of 16 characters that are numbers,
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capital or lower case letters and special characters. (These characters are
case-sensitive). Click on the OK button to complete the registration.

4, Registration of IrisEnroll may be cancelled by clicking on Cancel button.

2.2.6.6 Modification of IrisEnroll Information

The information about the existing IrisEnroll(s) may be modified.
The steps to modify IrisEnroll information are:

1. Select IrisEnroll after clicking on Creation from the menu bar. The following
Program Management window will open.

}?_Prugram Managemenk ﬂ

Remate Unit  InsEnroll IrisManagerl IriSMDnitnrl

@ LIse this tab to register lrisEnrall.
lrisEnrall 1D : lrisEnrall Mame IP Address security 1D Mew. .
160160 47 85 -
hodify. . <
Delete
4| | I
Close

2. Select the IrisEnroll entry to be modified from the list of existing IrisEnroll(s).

3. Click on the Modify button (which is shown with an arrow in the above figure).
The following Modification of IrisEnroll window is displayed.
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+ Modification of IrisEnroll x|
ltisEnrall 10 |2|:||:||:||:|
Mame |Enr-:u|| < Name of the IrisEnroll
IP Address |160.160.47.85 ‘ IP Address of IrisEnroll PC
Cescription | — -
b Description (optional)

R odify Cancel

4. Change the fields to be updated and click on Modify to register these updated
values.

5. To cancel the modification of the IrisEnroll, click on Cancel button.

2.2.6.7 Delete IrisEnroll

Existing IrisEnroll(s) may be deleted using this feature.
To delete an IrisEnroll(s) entry:

1. Select IrisEnroll after clicking on creation from the menu bar to get the
Program Management window.
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}?.Prugram Management

Remote Unit  IMisEnrall | rishanager | Irshanitar

@ Use this tab to register [risEnrall.

IrisEnroll 1D IrisEnroll Mame IP Address [ Mewy. ..
160,15 ] 3

hadify. .

Delete

Close

2. Select the IrisEnroll entry to delete from the list of existing IrisEnroll(s).

3. Click on the Delete button (which is shown with an arrow in the above figure).
A confirmation window opens on the screen as shown in the figure below.

5

"\?) Do you really want to delete the record ?

4. Click on the Yes button in the Confirm window to delete the IrisEnroll entry.

5. Accidental removal of the IrisEnroll can be avoided by clicking on the NO
button.

6. If no IrisEnroll was selected before pressing the Delete button, then the
following warning window appears on the screen.
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IrisManager, E|

\ll) Mo record was selected, Please seleck a record to be modified,

7. In this case, click on OK and continue from step 2 to delete the IrisEnroll entry.

2.2.6.8 Registration of IrisManager

You can register up to 10 IrisManager(s), but only 1 IrisManager may be connected
to IrisServer at any time. The initial IrisManager registration must be performed
through IrisServer. Please refer to the Section 2.1.3 REGISTERATION OF
IrisManager in this manual for details.

v If an IrisManager is already connected to IrisServer and a second IrisManager
attempts connection, the second IrisManager will receive “Another

IrisManager(Manager_1) is already connected to server” message.

IrisManager can be registered using the following steps.

1. Select IrisManager after clicking on Creation in the menu bar.
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}?_Prugram Managemenk

lrisEnrall Iristdanager | Irishdonitar |

Remote Linit |

(2 LIse this tab to register Inshlanager.
=]

Iristdanager ID' | Iishlanager Name | IP Address Description ey, .

21000 Iristanager 127.0.0.1 Default Iristanager :
flmdify...
[elete

2. Click on the New button (which is shown with an arrow in the above figure) to
open the following New IrisManager window.

7+ New IrisManager

IrisManager 1D :
Marme
IP Address :

Description :

|ru1gr2

1172.24.3.136

8] 4

Cancel

3. Fill in the fields Name, IP Address, and Description (optional) in the New

IrisManager window.

4. Click on the OK button to complete the registration of the IrisManager.

5. The registration of the IrisManager can be cancelled by clicking on Cancel

button.
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2.2.6.9 Modify IrisManager Information

The information about an existing IrisManager may be modified.

The steps to modify IrisManager information are

1. Select IrisManager in the Creation item, from the toolbar or from the menu to
open the following Program Management window.

&

; Program Management

Remote Unit |  IrisEnroll IrisManager | risMonitor |

(2 Use this tab to register Irishanager.
-]

Inshlanager 1D | IrishManager Name | IP Address I Description Mewr....
21002 MEr 127.0.0.1 )
12 172.243136 || Zirlooy...

Close

2. Select the IrisManager entry to be modified.

3. Click on the Modify button (which is shown with an arrow in the above figure).
The following window is displayed.
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¥ Modification of IrisManager,

Irishanager 10
Mame :
IP Address :

Description

|ru1gr2

1172.24.2.130

Madify Cancel

4. Change the fields to be updated and click on the Modify button to register the

updated values.

5. The Cancel button may be used to cancel the modification of the IrisManager

entry.

2.2.6.10 Delete IrisManager

An existing IrisManager entry may be deleted using the following steps:

1. Select IrisManager after clicking on Creation from the menu bar to open the
following Program Management window.

T Program Management

Remote Unit |

IrisEnrall Inishlanager ] Irishonitor |

(2 Use this tab to register IrisManager.
-]

X

Inshanager ID i Inshanager Mame | IP Address | Description New...
21002 MGr 127.0.0.1 -
21003 172.24.3.130 Modify...
Delete
<
Close
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2. Select the IrisManager entry to be deleted.

3. Click on the Delete button (which is shown with an arrow in the above figure).
The following Confirm window opens up.

5

3) Do you really want to delete the record ?

4. Click on the Yes button to delete the IrisManager entry.

5. Accidental deletion of an IrisManager entry may be avoided by clicking on the
No button.

2.2.6.11 Register IrisMonitor

IrisMonitor is used to monitor the IrisAccess system.

v" IrisMonitor Creation Count
The maximum number of IrisMonitor(s) that may be registered is 10

Below is the process for registering an instance of IrisMonitor with the IrisManager.

1. Select IrisMonitor after clicking on Creation in the menu bar, to get the
following Program Management window.
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x
Remote Unit | IrisEnroll | Irishdanager Irishdonitor |
E]I lUse this tah to register lrishdonitor.
Irishdanitar 1D | Irishlonitor Name | IP Address Description ey, .
22000 Iristanitor 127.0.0.1 Default lriskanitor :
flmdify...
[elete
| | ~

2. Click on the New button (Which is shown with an arrow in the above figure).

3. The New IrisMonitor window opens. This window is used to enter the
information for the New IrisMonitor.

F MNew IrisManitar x|
Irishdanitar 1D |
Mame : |ru1|:|nit|:|r2 < Name of IrisMonitor
IP Address |160.160.33.14 < IP Address of IrisMonitor PC
Description = | < Description (optional)

Cancel |

4. Enter the Name, I[P Address and Description. The Description field is optional.
If IrisMonitor will be located on the same computer as IrisServer, we
recommend entering the loopback address (127.0.0.1) as the IP Address.

5. Click on the OK button to complete the registration of the new IrisMonitor with
the IrisManager. If any of the required field were not filled, an error message
box appears. For example, if the name field is not filled, the following window
appears.
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IrisManager, E|

y Al field except For Description should be Filled in!

6. In this case, click on OK button, to return to the New IrisMonitor window and
continue from step 2.

7. The addition of New IrisMonitor may be cancelled by clicking on the Cancel
button in the New IrisMonitor window.

2.2.6.12 Modification of IrisMonitor Information

The information about the existing IrisMonitor(s) may be modified using this feature.

The steps to modify IrisMonitor information are:

1. Select IrisMonitor after clicking on Creation from the menu bar to get the
following Program Management window:

¥ Program Managerment x|

Rermote Unitl IriSEnrulll Inishanager Irishdonitor |

Ell Llse this tab to register Irishdonitor,

Irishdanitar 1D : | Iriskanitor Mame | [P Address Description Mewy. ..
22000 Mlanitor 160.160.47 .85 :
honitor? 160.160.33.19 Madify. .
Delete
1| | -+
Close

2. Select the IrisMonitor entry to be modified from the list.
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3. Click on the Modify button (which is shown with an arrow in the above figure),
to open the Modification of IrisMonitor window, used to view/edit the
IrisMonitor information.

F' Modification of Iristanitar x|

Irizhanitar 1D |22|:||:|3

Mame : |ru1|:|nit|:|r2
IP Address : [160.160.33.18
Description : I

i Cancel |

4. Change the fields to be updated and click on Modify to register these updated
values.

5. If any of the required fields (Name and IP Address) are blank, then a message
will be displayed. For example, if the Name field is not filled then the following
message will open on the screen.

IrisManager, F§|

\E) &l field excepk for Description should be Filled in!

6. In this case, click on the OK button to return to the Modification of
IrisMonitor window

7. To cancel the modification of the IrisMonitor entry click on the Cancel button
in the Modification of IrisMonitor window.

8. If no IrisMonitor entry was selected before clicking on the Modify button in

the Program Management window, a warning window is displayed as shown
below.
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IrisManager, rz|

1 ) Mo record was selected, Please seleck a record to be modified,

9. In this case, click on OK and continue from step 2 to modify the IrisMonitor
successfully.

2.2.6.13 Delete IrisMonitor

The existing IrisMonitor(s) can be deleted using this feature.
The steps to delete an existing IrisMonitor entry are:

1. Select IrisMonitor after clicking on Creation from the menu bar to get the
following Program Management window:

¥ Program Management x|

Remote Unit| IriaEnruII' Iishanager Irishonitor |

ll:fll Lse this tab to register [rishonitor.
Iristdanitar 1D : | Iriskanitor Mame | IP Address Description e,
22000 Mlonitor 160,160 .47 55 ;
honitar? 160.160.33.19 Modify. .
Delete
a | i
Close

2. Select the IrisMonitor entry to be deleted.
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3. Click on the Delete button (which is shown with an arrow in the above figure).
The following Confirmation window is displayed on the screen.

A

'g) Do you really want to delete the record ?
Mo I

4. Click on the Yes button to delete the IrisMonitor entry.

5. Accidental removal of the IrisMonitor may be avoided by clicking on the NO
button.

6. If no IrisMonitor was selected in Program Management window, during
step2, before executing step3, the following warning window appears on the
screen.

InisManager §|

\l) Mo record was selected, Please seleck a record ko be madified,

7. In this case, click on OK button to return to the Program Management
window and continue from step2 to delete the IrisMonitor entry successfully.

2.2.7 Group Management

2.2.7.1 Add Remote Group

This feature is used to add a New Remote Group to the IrisManager.

The maximum number of Remote Groups that may be registered is 255 in Basic and
Extended version.

Below is the process to add a new remote group to the existing system.
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1. Select Remote Group after clicking on Creation in the menu bar, to open
the following (Group) window.

X
Remote Group T Time Group T Haoliday ]
Femote groups can be created, modified or deleted. To check the list of
remote units assigned to the remote group after creating, click the remote
group in the list of Remote Group.
~Remote Group———————  ~Group
Mew. ..
All Remaotel
hadify. ..
Delete
Femote Group 1
Cloze

2. Click on the New button, to open the following New Remote Group window.
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D |
Name ||
Description |
—Select remote unit
Selected Remote Unit Unselected Remote Unit
Remaotel
<= Add Remote2
Remove==
oK Cancel

Select the Remote Units for the new Remote group from the listed
Remote Units in the right side of the window, labeled Unselected Remote
Unit.

. After selection, the Remote Units may be added to the new Remote Unit

Group by clicking the Add button. The added Remote units can be seen in
the window labeled Selected Remote Unit.

Selecting the Remote Unit from the window labeled Selected Remote Unit
and then clicking on the Remove button removes the selected Remote
Units.

Click on the OK button to complete the addition of the new Remote Group.
Click on the Cancel button to cancel the addition of the new Remote
Group.

The successful addition of the Remote Group causes the Status window to open,
explained in section 2.2.4. Click on the Close button in the Status window to close

1t.

If the Name field is blank for the New Remote Group, then clicking on OK in New
Remote Group window will open the following warning window on the screen.
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x

@ Enter narne,

In this case, click on the OK button, to get the New Remote Group window. Then
enter the required fields to successfully add the new Remote Group.

2.2.7.2 Modify Remote Group

Below are the steps to modify an existing Remote Group.

1. Select Remote Group after clicking on Creation in the menu bar, to open the
following (Group) window used to Modify the existing Remote Group.
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T Group g i

Remote Group T Time Group T Haliday ]

Femote groups can be created, modified or deleted. To check the list of
remate units assigned to the remote group after creating, click the remote
graup in the list of Hemote Group,

~Remote Group————— ~Group

Al Remaotel

Me, .

Mndifj,r...:l

Delete

Remote Group 1

Close

2. Select the Remote Group to be modified from the Remote group list.

3. Click on the Modify button (shown with an arrow in the figure above) to
modify the selected Remote Group. The following Modification of Remote
group window is displayed as shown in following figure:
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8 Modification of Remote group ) x|

D |k
Name [Re1

Description lRemote Group 1

—Select remote unit

Selected Remote Unit Unselected Remote Unit
Remote1 e Remote2
Remove==>
Modify Cancel
4. New Remote Unit(s) can be added to the Remote Group by selecting the

Remote unit from the list of Remote Units in the list Unselected Remote Units
and then clicking on the button Add.

5. Existing Remote Unit(s) may be removed from the Remote Group by
selecting the Remote Unit(s) from the list labeled Selected Remote Unit and
clicking on the button Remove

6. The Name and Description of the Remote Group may be modified by
entering the new Name and Description respectively.

7. Click on the Modify button to update the Remote group with these changed

values. Click on the Cancel button to cancel the modifications.

The successful modification of the Remote group results in the opening of the Status
window, explained in the section 2.2.4. Click on the Close button in the Status
window to close it.

If the Name field is blank or the list of the selected Remote Units is empty, then
clicking on Modify button will open the following warning window.
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x

@ Enter narne,

In this case, click on OK, to return to the Modification of Remote Group window and
enter the necessary information before clicking on Modify button.

2.2.7.3 Delete Remote Group

Existing Remote Group(s) may be deleted using this feature.
Below is the process for deleting the Remote Group:

1. Select Remote Group after clicking on Creation in the menu bar, to open the
following (Group) window.
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x|
Remote Group T Time Group T Haliday ]

Remote groups can be created, modified or deleted. To check the list of
rermote units assigned to the remote group after creating, click the remote
group in the list of Remote Group.

~Remote Group———— — Group

All Rermotel

ey,

Modify...

Delete :I

Femote Group 1 \

\

\
Existing Remote group List

2. Select the Remote Group to be deleted from the Remote group list (shown
with an arrow in the figure above).

3. Click on the Delete button to delete the selected Remote Group. The following
confirmation window is displayed.

A

':\‘.’) Do you really want to delete the remote group ?

4. Clicking on the Yes button will open the following window.
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IrisManager

@ If the remate group is deleted, it will be removed From access rights assigned to user(s),

5. Click on OK to delete the Remote Group.

The successful deletion of the Remote Group results in the Status window
opening, explained in the section 2.2.4. Click on the Close button in the Status

window to close it.

6. Click on No in the Confirm window to avoid the accidental deletion of the
Remote Group(s).

2.2.7.4 Add Time Group

The Time Groups are used to specify valid use times for the Remote Units.

The maximum number of Time Groups that may be registered is 255 in Basic and
Extended versions.

Below are the steps to add a New Time Group in IrisManager:

1. Select the Time Group item under Creation in the menu bar to open the
following (Group) window.
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viadifys. |

2. Click on the New button to add a new Time group, which will open the
following window titled New Time Group.
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#* New Time Group X I

ID |
MName ]
Description |
f Thursday T Friday T Saturday T Holiday
Sunday r Monday T Tuesday T Wednesday?
00:00-00:00 Delete
-4
Count
| 0 L
;}I _:j = ;" ;'
lﬁ, Iﬁ}] I—D—_:J'W_:J Add | Reset |
/ / oK | Cancel |
Starting Minuie
: e End Hours End Minutes
3. Enter the Name and Description of the new Time Group in the fields
labeled Name and Description respectively. Description is an optional

field.
4. Time lists can be added to the weekdays individually by clicking on the
respective tabs. The Time can be adjusted with the up and down arrows

near the Starting Hours, Starting Minutes, End Hours, and End Minutes.

5. Once the time values are specified (start time should be earlier than end
time), click on the Add button to add this time list for that day.

6. Repeat the steps 4 and 5 to add the time for all the weekdays or the holiday.

7. It is possible to add more than one time list for a given day by repeating
step 6, for the given day. Maximum 10 time lists may be added.

56



IrisAccess™ Operational Manual

8. Clicking on Reset will reset the Starting Hours, Starting Minutes, End
Hours, End Minutes boxes to zeros.

9. Click on the OK button to add the new Time Group. Addition of the new
Time Group may be cancelled by clicking on the Cancel button.

The successful addition of the Time Group causes the Status window to
open, explained in the section 2.2.4. Click on the Close button in the Status
window to close it.

During step 5, if the start time is not earlier than the end time, after
clicking the Add, the following error message will open.

InisManager §|

L)
\l) Seleck the time again, Start time must be lesser than end time,

In this case, click on the OK button to get the New Time Group window,
and set the start time earlier than the end time in the New Time Group
window.

2.2.7.5 Modify Time Group

Existing Time Group(s) may be modified using the following steps:

1. Select Time Group after clicking on Creation in the menu bar, to open the
following Group window used to modify an existing Time Group.
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Remate Group | Time Group 1 Holiday ]

Time groups can be created, modified or deleted. To check the list of
a times assigned to the time group after creating, click the time group in
the list of Time Group.

~Time Group e
ol s Sunday  [1800-22z00 1 Maodify...
Time Group? Monday Wﬁ_

Time Group3 Tuesday  [18:00-2200  [1 =il
Wednesday [18:00-22:00 [1
Thursday  [00:00-00:00 [0
Friday ~ [oo:00-00:00 [0
Saturday  [00:00-00:00 [0
Holiday  [o0:00-00.00 [0
Cloge

2. Select the Time Group to be modified from the list of existing Time Groups in
Time Group, and then click on the Modify button to modify the existing Time
group. This will open the following window titled Modification of Time
Group.
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4*Modification of Time Group [ X| |
18] I‘}:
Name [Time Group2
Description |
[ Thursday T Friday T Saturday T Holiday
Sunday T Monday T Tuesday TWednesday‘
18:00-22:00 Delete
Count
1 b
Wj.ﬁﬁ’@ﬁ'ﬁé Add | Reset I
Modify | Cancel |

Starting Hours Minuies End Hours Minuies

3.

If the Name and/or Description is to be modified, then enter the Name
and/or Description in the respective fields.

Accessible periods in the Time list for the weekdays/holiday can be updated
individually by clicking on the respective tabs and selecting the accessible

period to be modified.

Delete the accessible period to be modified by selecting it from the list and
clicking on delete button.

Specify the start time and end time with hours and minutes in the time boxes
below.

Once the time values are specified (start time should be earlier than the end
time), click on the Add button to add the time list for that day.

Repeat steps 6 and 7 to add the time for all the weekdays or the holiday.
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9. Itis possible to add more than one time list for a given day by repeating step 8.

10. Click on the Modify button to modify the Time Group. Modification of the
Time Group may be cancelled by clicking on Cancel button.

The successful modification of the time group causes the Status window to
open, explained in the section 2.2.4. Click on the Close button in the Status
window to close it.

During step 6, if the start time is not earlier than the end time, then after
clicking the Add button during step 7, the following Error message will open.

IrisManager, §|

L)
\l) Seleck the time again, Start time must be lesser than end time,

In this case, click on the OK button to return to the Modification of Time
Group window, and set the proper values in the Modification of Time Group
window.

During step 2, if the modify button was clicked without selecting a Time
Group then the following window will open.

IrisManager x|

@ Mathing selected, Seleck the record ko be madified,

In this case, click on the OK button and continue from step 2, after selecting the
time group.

2.2.7.6 Delete Time Group

Existing Time Groups may be deleted from the system using the following steps:
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1. Select Time Group after clicking on Creation in the menu bar, to open the
following Group window used to delete an existing Time Group in the system.

( Remote Group | Time Group || Holiday ]

4’ Time groups can be created, modified or deleted. To check the list of
a times assigned to the time group after creating, click the time group in
the list of Time Group.

—Time Group N
CIT
All I'——— z

S g Sunday  [18:002200 1 Modify...
mb Monday — [Te00-2200 [1

Time Group3 Dlle
P Tuesday  [18:00-2200 (1
Wednesday [18:00-2200 1
Thursday  [00:00-00:00 [0
Friday ~ [00:00-0000 [0
Saturday W[TEWEE_IE
Holiday  [00:00-0000 [0

Close

2. Select the Time Group to be deleted and click on the Delete button to delete
an existing Time Group. A confirmation window is displayed as shown below.

A

l:\?n) Do you really want to delete the time group ?

Mo |

3. Clicking on the Yes button will open the following window.
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e ~|

@ IF the time group is deleted, it will be removed From access rights assigned to user(s),

4. Click on the OK to delete the Time Group. Clicking on the No button in the
Confirm window will avoid the accidental deletion of the Time Group.
The successful deletion of the time group results the Status window to open,
explained in section 2.2.4. Click on the Close button in the Status window to close

It.

In step 2, if a Time Group was not selected before clicking on the Delete button,
then the following warning message will open on the screen.

x

".\lg Nothing selected. Select the record to be deleted.

In this case click on OK to return to the Group window, and continue from step 2
to delete the Time Group successfully.

2.2.7.7 Add Holiday List

The Current Holiday list contains a list of Holidays created in the system.
The maximum number of Holiday that may be registered is 255 in Basic and
Extended version.

A new holiday may be added to the list using the following steps:

1. Select Holiday after clicking on Creation in the menu bar. The following
Group window is displayed.
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X
Remote Group T Time Group T Holiday ‘
é Setting for Holiday.
—Current Holiday List Date New
Mew Year Day —
Thanksgiving Day flmdify...
Labor Day femo
Delete
Cloge

2. Clicking on the New button will display the following window.
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Remote Groups T Time Groups T Holidays ‘

é Setting for Holiday.

> New Holiday

~C t Holid —
HITETE TONTEY L New Holiday New... |
Holiday Mame INew Year Modify |
Date |f1 2011 - Delete |

Memao
Sun Mon Tue Wed Thu
2 3 4 &5 6 T 8

9 10 11 12 13 14 15 J
6 117 18 19 20 21 22
23 24 26 26 2T 28 29
30 31 2 3 4 &5
) Today: 516/2011

Fri

3. Enter the Name of the Holiday, in the text box labeled Holiday Name.

4. Select the Month and Year of the Holiday from the combo boxes shown by the
arrow in the illustration above.

5. Select the Date from the calendar.
6. The description of the Holiday may be entered in the text box labeled Memao.
7. Click on the OK button to add the Holiday to the current Holiday list. Click on

the Cancel button to cancel the addition of the new Holiday to the current
Holiday list.

The successful addition of the holiday causes the Status window to open,
explained in section 2.2.4. Click on the Close button in the Status window to close
it.

If the Holiday name is not specified, the warning message shown below will be
displayed. In this case, click on OK and then add the Holiday name.
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IrisManager E3

"\}) Enter holiday name.

v' If you want to set consecutive holidays, each day must be set individually. For

example,
Holiday name Date
New year day 1 01/01/2002
New year day 2 01/02/2002
New year day 3 01/03/2002

2.2.7.8 Modify Holiday List

Below are the steps used to modify the existing holiday list.

1. Select Holiday after clicking on Creation in the menu bar to get the following
Group window.
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x|
Remote Group T Time Group T Holiday ‘
a Setting for Holiday.
—Current Holiday List Date N,
meunz E—
Fodify...
Memo e
Delete
Cloge

2. Select the Holiday to be modified from the Current Holiday list, and then click
the Modify button to modify the existing Holiday The following window will
open, titled Modification of Holiday.

> Modification of Holiday

MNew Holiday
Holiday Name |New Year
Date /172011 -
Memo
Mew year
Modify Cancel
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3. Modify the fields to be updated and click on the Modify button.
4. Click on the Cancel button to cancel the modification.

The successful modification of the holiday causes the Status window to open,
explained in section 2.2.4. Click on the Close button in the Status window to close
it.

If the Holiday Name is not specified when the Modify button is clicked, the
warning message shown below will be displayed. In this case, click on OK and then
update the Holiday Name.

IrisManager m

"\1‘) Enter holiday name.

2.2.7.9 Delete Holiday List

Deletion of an existing Holiday can be done by the following steps:

1. Select Holiday after clicking on Creation in the menu bar to open the following
Group Window.
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x|
Remote Group T Time Group T Holiday ‘
3 Setting for Holiday.
—Current Holiday List Date N,
meunz E—
Fodify...
Memo e
Delete
Cloge

2. Select the Holiday to be deleted from the Current Holiday list and click on the
Delete button.

3. Clicking on the Delete button will display the following window for
confirmation. Click on the Yes button to delete the Holiday from the holiday
list. Click on the No button to cancel the deletion.

coniem

':\?) Do you really want to delete the Holiday ?

The successful deletion of the holiday results in the Status window opening up,
explained in the section 2.2.4. Click on the Close button in the Status window
to close it.
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2.2.7.10 Prioritized ICU DB sync

When user information is added/modified/deleted from IrisEnroll /
IrisManager, the IrisServer sends the changes to all channels (Remote Units)
connected to IrisServer.

Earlier, IrisServer used to send changes to each connected recog channel
(Remote Unit) in the order in which they were connected to IrisServer, and user had
no control over it.

The new Prioritized ICU DB sync feature lets the user configure which channel
(Remote Unit) has to be synchronized first, second, third and so on.

User can set / modify the priority for DB sync for any Remote Unit from the
IrisManager (Creation->Remote Unit).

e Priority field is added to New Remote Unit and Modification of Remote Unit
dialogs.

* Priority field column is also added to the list control that displays the list of
registered Remote Units.

e Priority value can be set as any value from 1 to 255.
* A priority value of 1 is assigned to Remote Unit if the priority is not defined.
« If all channels have the same priority value, then this feature has no effect.

e Remote Unit with priority 1 is synchronized first and Remote Unit with
priority 255 is synchronized last.

e Multiple Remote Units can have the same priority value.

e Multiple Remote Units having same priority are synchronized in the order of
connection to IrisServer.

2.2.8 Administration

Only administrators can use these features to manage other administrators as well as
operators. Operators cannot use this feature.
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2.2.8.1 Administrator/Operator
Administrators have full access rights and the access rights of the operator are limited.

Below is the process for adding a new Administrator/Operator:

1. Select the Operators item in the Administrator button in the menu bar to get
the following Operator window. The Administrator item is enabled only when
logged into IrisManager as an Administrator.

& operator

[x

Only administrator can provide or dismiss the right of operators. Click <Mew>= button to
add & new operator and click <Delete> button to remove a operator. Ta modify a
operator's information, select the opreator and then click <hodify= buttan.

Ciperatar |0

badministrator administrator adrm.

bodify. ..

Delete

dild

Cloge

2. Click on the button labeled New to open the New Operator window. This
window allows you to specify the type of the operator (administrator level or

operator level), access rights and the information about the
administrator/operator.
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:,;. New Operator E

iInformation; 1 Authority

All fields marked with an asterisk (%) must be
filled in completely,

* Operator ID
User D

Last Name

|
I
First Name |
I
E-mail |

* Password I

* Confirm Password |

oK Cancel

3. After filling the required information (marked in bold) in the above window,
the type of operator and access rights can be added using the tab labeled
Authority. This results in the following change in the New Operator window.

€ If the operator to be registered is already registered as a user of this

system, enter the User ID. If the operator is not registered as a user, leave
the “User ID” field blank.
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& New Operator x|

Informatian T Authority '

Administrator can pravide the access rights for
pragram to the specified operators.

—ACCESS rights for program
Selected pragram Lnselected program
IrisEnroll = A IrisManager
Irighdonitor = |
REmmove=:

Cancel

The type of the operator can be specified by selecting either Administrator or
Operator in the combo box pointed to with an arrow.

The rights for the operator can be specified as follows:

a. Select an item on the right to be added from the list of rights under
Unselected program.

b. Click on the Add button to add this right to the operator.

c. The selected rights can be viewed on the list of rights labeled with
Selected program.

Specification of rights for the administrator is not required, since the
administrator has all rights by default.

Click on OK after entering all the information.

If any of the necessary information was not entered, a window with an error
message will open on the screen after clicking the OK button. For example, if
the operator ID is not entered, the following window is displayed on the
screen. In this case click on the OK button, and enter the required information
in the New Operator window, with the information tab selected.
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IrisManager m

4 h
‘.\1‘) Enter operator 1D,

9. If the access rights are not specified for the operator, then after entering the

required operator information, clicking on the OK button in the New Operator
window will open the following error window. Click on OK to return to the

New Operator window and assign the access rights and click on the OK
button in the New Operator window.

IrisManager E3

‘-\l) Assign the rights to the operator,

2.2.8.2 Modification of the Administrator/Operator

Below is the process for Modification of the Administrator/operator

1. Select the Operators item in the Administrator button in the menu bar to open

the following Operator window. The Administrator item is enabled for
Administrators only.
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& operator

Only administratar can provide or dismiss the right of operators. Click <Mews> button to
“ add a new operator and click <Delete> button to remove a operator. To modify a

operator's information, select the opreatar and then click <Modify= button.

Ix

Cperator 1D

G
haodify..

Delete

Close

ekl

2. Select the Operator entry to be modified and click on the Modify button, shown
with an arrow in the window above. A window titled Operator Information

will be displayed.

:_-..l]peral:ur Information

Information T Autharity

" ﬁ All fields marked with an asterisk () must be filled.
—

* Operator ID |admini5tratnr2
User D I

First Mame Iadministratnr?
Last Mame |administratnr2

E-mail I

Change passwaord

ey pas sword I

Confirm Password I

Modify

Cancel

3. Update the fields to be modified.
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€ Note: If the operator is already registered as a user of this system, enter the
user ID. If the operator is not registered as a user, leave “User ID” field
blank.

4. Click on the Change Password button to change the Operators password. The
Change Password button will change to Cancel to change as shown below.

5. To cancel the password change, click the Cancel to change button.

& Operator Information | x|

Information T Autharity ]

All fields marked with an asterisk () must be
filled in completely.

* Operator ID |administratnr2
Usger D |

First Mame |administratnr2
Last Mame |admini5tratnr2|

E-rmail I

Cancel to change

* New Password I

* Confirm Password I

hadify Cancel

6. Enter the New Password in the New Password field and confirm the password
in the Confirm Password field.

7. Click on the Authority tab field to review and update the operator type and
access rights.

2.2.8.3 Deletion of the Administrator/Operator

1. An existing Administrator/Operator may be deleted using the following
procedure:
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2. Click on the Delete button in the Operator window to open the following
confirmation window.

IrisManager

@ Do wou really want to delete the selected operator?

3. Click on YES to delete the Administrator/operator.

4, Click on the No button to avoid the accidental deletion of the
Administrator/Operator.

2.2.8.4 Operator Log Report

Administrators may run reports detailing all actions performed by Operators on the
system.

1. Select Administrator from the menu bar.
2. Select the Operation log item.

3. The following Filtering condition for operation log report window will
open.
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ﬂ‘ Filtering condition for operation log report

Filtering condition

* Filtering
Date and Time range

(mmiddfyyyy)
5 MB/2011 -| |04 :J: 00 :J ~ |@s27r2011
=1 =

ltems in Operation Report

< [ o]

Selected ltems Sun Mon Tue Wed Thu Fn Sat

Operation ~ 1 2 3 4 5 B 7

gg:;:{g;'ﬁame T8 9 10 11 12 13 14

Source ID _ CEMBEl 45 ¢TBa 17 18 19 20 21

Source Mame - 22 23 24 25 26 @i 28
29 30 3

< 9 Today: 5/16/2011

[ Filtering in the previously backed-up log file

T

Select All or Filtering. Select the All item for a report of all logs. Select
Filtering to view the logs based on a Date and Time range.

If you select Filtering, select the date and time range in the Filtering frame,
highlighted in the picture above.

Select the items to be included in the report from the Items in System Report.
This may be done by selecting the items in the Unselected Items list and
clicking on the Add button. Selected items may be removed by selecting the
items in the Selected Items list and clicking on the Remove button.

If you want to view the logs stored in a backed-up log file, select the “Filtering
in the previously backed-up log file” check box. Click on the Browse button
to select the folder in which the log files to be included in the report is located.
Refer to the section 2.6.2.4 LOG BACKUP. The backup log file’s name created

after log back up should be not changed. If this name is changed,
information from the backup log files cannot be included in the report.

Click on the View button to view the results in the Operation Report window
as shown below.
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9. Click on the Stop button to stop the log reporting process. When you click the
Stop button, logs that have been transferred from the server database will be
displayed in the Operation Report window.

sration Report

Clperation Report

(Dperation log 33 event(s])

Date and Time

E)04/02/2002 13:20:45
E)04/02/2002 13:21:02
E)04/02/2002 13:21:27
E)04/02/2002 13:21:27
E)04/02/2002 13:21:42
(E)04/02/2002 13:21:42
E)04/02/2002 13:21:56
E)04/02/2002 13:22:10
E)04/02/2002 13:22:37
E)04/02/2002 13:23:16
(3)04/02/2002 13:24:06
E)04/02/2002 13:26:17
E)04/02/2002 13:27:33
(3)04/02/2002 13:29:00
(E)04/02/2002 13:29:20
E)04/02/2002 13:29:57
(3)04/02/2002 13:30:00
E)04/02/2002 15:30:45

(?rmmqnnrm 162067
4

Dperation
A user is registerad by IrisManacer

A lrisEnroll is registered by IrisManager
A lrishlonitor is registered by lrisManager

A remote unit is registered by IrisManager

A remote group is registered by IrisManager
Arernote unit is registered by IrisManager
Information on the remote group is updated by Ir...
A remote group is registered by IrisManager
Actirme group is registered by Irishanager

User Infarmation is updated by IrisManager

User Infarmation is updated by InsManager

User Infarmation is updated by IrisEnroll

A user is registerad by IrisEnroll

User Infarmation is updated by InsManager

A user is registered by IrisManager

User Infarmation is updated by IrisManager

User Infarmation is updated by InsManager

User Infarmation is updated by Irishanager
Information on IrisEnroll is updated by lrisManager

Lnfarimnmtimm s leichdemidor im ool =teael b e b A —e

x|
Operator |~ 4"{'
_ g |

5

Close |

10. This information can be saved into an Excel sheet (Microsoft Excel must be
installed) by pressing the button with the Excel icon on it, or printed by
pressing the button with a printer icon on it, with the buttons pointed with the
arrows, respectively.

11. Clicking on the Close button will close the Operation Report screen and
return to the Filtering condition for operation log Report screen.

2.2.8.5 Security Setting

You can set the security level of the remote units. This setting determines if the
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Remote Units will be operational after a restart without first connecting to the
[risServer. Only administrator(s) may set the security level.

¥ Security Setting x|

Set the zecurnity [evel that the remote units can be operational
T it or without the connection of IrisSenver when they are

=2 reztarted. The change of zecurity level can be applied ta the
remote unitz only after the remote unitz are connected to
IrizServer.

e &
¥4

The remate unit will be activated only after it iz connected to ligServer
when it iz restarted. [Thiz iz recommended. ]

= The remaote unit will be activated withaut IisSereer when it iz

restarted.
Cancel |

If you select the first option, the Security IDs, registered in IrisManager and registered
in the remote unit with ICU configuration, and are checked and compared in the
IrisServer and the remote unit any time the remote unit is restarted. Because this
security level can prevent the substitution of an unauthorized remote unit, it is more
secure. It is recommended to use this feature.

If you select the second option, the remote unit will be activated after a restart
without connecting to the IrisServer. The change of security level will be applied to
the remote units only after the remote units are connected to IrisServer. This selection
is enabled by default.

2.2.9 Administer User Access Control

2.2.9.1 Add New Users

New users may be added to the system using the following procedure.

1. Select the New item under the User button from the toolbar or from the menu
bar to open the User Information window, shown below.

79



2.

IrisAccess™ Operational Manual

__ User Information

Basic info. T Access Rights T Detail Info. ]
Basic information of the user- All fields marked with an asterisk (™) must be filled.
*User ID || Fhoto
Mame
First Marme |
hl I_
Last Mame |
Card
Select Photo...
Mone -
| -] i
| Gender
" Female
| " Male
a | ™ Show PIN
| [
I~ i {
=
]34 Cancel

In the User Information window, the Basic information about the user
should be entered in the window with Basic Info tab field selected. In this
window:

a. Enter the User ID in the text box labeled with User ID. The User ID may

be any combination of numbers, letters (CAPITAL and lower case) and

special characters, up to 20 characters total.

Enter the User’s First Name, Middle Initial and Last name (optional)

Enter the Gender of the user (optional).

d. Select the card type in the drop-down list and enter the Card ID and
Card Number (Optional, but required to use verification mode and card
ID output).

oo
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Note:

Card ID: Card ID is the effective data that is used in verification mode or
for Card ID, Wiegand or RS422 output. When the wiegnad/RS422
output ports are activated, Card ID is outputted in the configured format
after the user is identified.

- Card Number: Card Number is assigned by Card manufacturer. It is
commonly written on the surface of card.

Definition:

If the system is used with a card reader and/or access panel, select the
card type in the card drop-down. When a card type is selected, the t
Card ID and Card Number text boxes will be activated. To complete
the registration of card information, Card ID and Card Number must be
filled. If not, the warning window will be displayed.

IrisManager

4 Card ID: The minimum and maximum value of Card ID is 0 to 40
digits decimal respectively.

€ Card Number: The minimum and maximum value of Card Number
is 0 to 40 digits decimal respectively.

e. Enter PIN (Personal Identification Number) assigned to the user.
(Optional, required only for PIN verification) The PIN has to be numeric
and the valid range for PIN is 1000 to 99999999. By default PIN field is
masked. To display unmasked PIN, select “Show PIN” check box.

f. Select Photo (Optional)
€ Allowed image formats: jpg, bmp and gif. The size of the photo
cannot exceed the maximum allowable size (300*400 pixels).

If both eyes are enrolled, one of them can be assigned as a warning eye.
If a user is forced to access the door by an unauthorized intruder, the
user may use the warning eye. The remote unit opens the door as an
authorized user but notifies IrisServer (or IrisMonitor) of the
emergency. This is NOT applicable with ROU4000 camera system.

If you want to delete the left (or right) IrisCode of the user, select the
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Unenroll left (or right) eye in the check box.
If you want to delete the registered photo of user, select the Delete
Photo check box.

3. After entering the information, the window with sample information is shown

below.
_ User Information
Basic info. T Access Rights T Detail Info. ]
Basic information of the user - All fields marked with an asterisk (*) must be filled.
sUser ID |‘123455 Fhotao
Marne
First Wame |Ravi
]l IEI_
Last Wame |Kumar
Card
Select Photo...
|5mart Card j Slect Tha
=
Card ID
|1 Gender
i
Card Number Femalz
|1 & tale
| [
|— . -
=
]34 Cancel

4. The access rights of the user may be set by clicking the Access Rights tab in
the User Information window.

5. The following window is displayed.
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. User Information

(# Time Groups

All
TG

T

Start Date :

Expire Date :

Summary T Basic info. T Access Rights T Detail Info.
& Assign access rights to the user.
= ]
l_.‘u’|5|tc|r Access Rights
#¥Remote Groups
Remote Groups Time Groups |
Al A Medical TG1
Group1
Medical
NFC ~
Add
A term of validity
(mm/ddiynyyy)

| 050172011 | Delete
| o5z5e01l < Delete

Remote group/Time group - Detailed information

Modify |

Cancel

6. In this window select the check box labeled Visitor is the User is a Visitor

with temporary access rights.

7. Ifthe user type is General User: (The Visitor check box is NOT selected)

® o0 o

Select the Remote group of this user.

Click on the Add button under the Remote Group.

Select the Time Group of the user.

Click on the Add Button under the Time group.

The Selected Remote Group and Time Groups may be viewed in the

Remote Group and Time Group List in the Access Rights section.

-

Users may be removed from Remote and Time Groups by selecting the

Groups in the Access Rights section and clicking on the Delete button.
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set the Start Date and Expiration Date for the user. If you do

not select a Start Date and Expiration Date for the user, their Access
Rights are always valid. To set the Start Date:

>

>
>
>

Press the Calendar button next to Start Date.

On the Calendar screen that opens, select the first date that the
User’s Access Rights will take effect.

Press the Ok button to enter the Start Date, or Press the
Cancel button to cancel the date selection.

Repeat the process for the Expire Date

If a Remote Group or Time Group is selected, the Detail button may be
pressed to display the Remote Unit(s) in the Remote Group or the valid
times under the Time Group.

';g Detail Information of the Remote Group "all* x|
Remote MName IP address Channel ID LIse Type Description |
R137-1 180.140.62.131 1 [dentification
R137-2 150.140.62.132 2 Access In
R137-3 150.140.62.133 3 ldentification
R137-4 150.140.62.134 4 Access In

4#* Detail Information of the Time Group "All’ x|

Sunday | Monday | Tues... | Wedn... | Thurs... | Friday | Satur.. | Holiday

00:... 00:00... 00:00.. 00:00.. 0O0:00.. O00:00.. 00:00.. 00:00..

Multiple Remote and Time Groups may be assigned to a single user by
repeating steps a - g. A maximum of 10 access rights may be assigned to a

single user.

8. Ifthe User is a Visitor:
a. Check the check box labeled Visitor and enter the visitor information.
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. User Information

Summary T Basic info. T Access Rights T Detail Info.

& Assign access rights to the user.
= ]

v \isitor

) Access Rights
#¥Remote Groups

Remote Groups |
ZC A

RG1

RG2
RG3 v

A term of validity
(mm/ddiynyyy)

Start Date : | 050172011 | Delete
Expire Date - | o5z5e01l < Delete

Reservation time for visitor

G2hfws] - e 2k

Detail |

Remote Name IP address | Channel ID | Use Type
24 1 172.2417 24 1 Identification
24 2 172.2417 24 2 Identification

Modify

Cancel

Select the Remote group of the visitor,
Click on the Add button under Remote Group, to add the Visitor to the
Remote Group.
The selected Remote Group will be listed in the Remote Group list
under Access Rights.
You may set the Start Date and Expiration Date for the user. If you do
not select a Start Date and Expiration Date for the user, their Access
Rights are always valid. To set the Start Date:
» Press the Calendar button next to Start Date.
» On the Calendar screen that opens, select the first date that the
User’s Access Rights will take effect.
» Press the Ok button to enter the Start Date, or Press the
Cancel button to cancel the date selection.
Repeat the process for the Expire Date.
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g. The valid access times (start time and the end time) during the selected
valid days for the visitor can be selected by choosing the starting and
ending hours and minutes in Reservation time for Visitor. Only one
Reservation time can be set.

The User’s detailed information can be entered by selecting the Detailed Info
tab on the User Information window, as shown below.

. User Infarmation

Basicinfo. | AccessRights |  Detail Info. |

@ Detsil information of the user

Depattment | Position |
FPhone(Home) | Fhone(tdohile) |
Fhone(Office) | E-mail |

Address |
Resident Mum |

hermo 1

hemo 2

hermo 3

hemo 4

hemo &

QI Cancel

9. Department of the user, Position of the user, Phone numbers of the user
(both Home and Office), Mobile number, E-mail, Address, Resident
Number and some description of the user can be entered.
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10. Once all the required information is entered, click on the OK button to add the
user into the system. Clicking on the Cancel button will cancel the entire
operation of adding the user.

The successful addition of the user causes the Status window to open,
explained in section 2.2.4. Click on the Close button in the Status window to

close it.

The following error window is displayed on the screen, if any necessary
information is not entered, depending upon the field. For example if the User
ID field is not entered, the following window will be displayed.

IrisManager

\ll) Enter user ID!

In this case click on the OK button and to return to the User Information
window and enter the required information.

2.2.9.2 Modify User Information

Existing User(s) information may be modified using the following procedure.

1. Select the User whose information is to be modified from the list of users in the
IrisManager window. For example, the selection of the user Brandy Park can
be seen in the following window.
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o IrisManager

Program  Administrator  Creation  User Reporks  Tools  Help

.29 04 7

Creation User Reports Door Options Help

1 IrisAccess Mo. of enrolled users : 3 =3 |User D j| Find |

% All Remates User ID | Card ID Name Department | Position | Phone({Office) | Gendar | Auth

+ ¥ Remate Groups E HK Female  User

(B Tirne Groups

= [0 Additional Info % 345 Nawaz Female  Visit
a3 >
Remote unit/Time group - Detailed information |

Date and Time Ciperation Source ID | Source MName MNode 1D {Us... | MNode Name (User .. | 8}
(E)05/22/2007 16:30:46 A lrisManager is registered at lrisManager 21002 MGr Mgr2 a
E06/22/2007 16:32:16 Infarmation an Iristanader is updated at IrisManacer 21002 MGr Mar2 a
< >

o IrisManager

Program  Administrator  Creation  User Reports  Tools  Help

. 2.9 04 7

Creation User Reports Door Options Help

1o risaccess Mo, of enrolled users : 3 *\ |User [0} j| lﬂ
- &8 All Remotes Uszer ID | Card ID Marme Department | Pasitian | Phaone(Office) | Gender | 4
-8 Remote Groups 2458 Ak Female L
P Tirne Groups |
4[] Additional Info Chrl+M 5

Modify. ..
Delete Chrl+D

2. To modify the information of the selected user, select Modify from the User
Icon on the tool bar or from the menu bar to open the following User
Information window. Double-clicking on the selected user will also open the
window.
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_ User Information

Summary T Basic infa. T Access Rights T Detail Infa.

@ Sumrnary of the user Information

Uger |0 2555

First Name : o
il

Last Mame : MP
FPhaone(Hame) :

Phone(Mobile) :

Phone(Office) :

Department :

Fosition :
E-rnail
Address :

hdodify Cancel

3. Change Picture( PIN no longer visible)
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4. The Basic information of the user may be modified by clicking on the Basic Info tab. The
following User Information window is displayed with the existing Basic Information.

_ User Information

Basic info. T Access Rights T Detail Info. ]
Basic information of the user- All fields marked with an asterisk (™) must be filled.
f Phata
User ID 123456
Mame
First Mame |G|:|b
]l IEI_
Last Mame |-|-
Card
Select Photo...
|Smart Card j = Eler T
Card ID
|1 Gender
i
Card Number Pl
|1 * hale
b [ ™ Show PIN
| r
[ { "
-
Ok Cancel

5. Modify the desired fields in this window. The mandatory fields should not be left blank.

If both the eyes are enrolled, one of them can be assigned as warning eye (Not valid for
ROU4000 camera system). If a user is forced to access the door by an unauthorized
intruder, the user can use the warning eye. Then the door is open as an authorized user but
notifies IrisServer (or IrisMonitor) of the emergency.

If you want to delete the left (or right) IrisCode of the user, select the Unenroll left (or right)
eye in the check box.
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If you want to delete the registered photo of user, select the Delete Photo in the check box.

6. The Access Rights of the user may be modified by clicking on the Access Rights tab in
the User Information window.

7. The following picture displays a User Information window with existing access rights.

. User Information

Summary T Basic info. T Access Rights T Detail Info.

Lz Assign access rights to the user.
=]

[ Visitor Access Rights

#¥Remote Groups
N Remote Groups Time Groups |
-

All All

Group1
Medical
MFC ~

Ad

:

A term of validity

(i Time Groups (mm/dd/yyyy)
Start Date : | 057162011 ~|  Delete
TG1 Expire Date - | o5 Delete

L

Detail |

Sunday |r'u'1|:|ndayr Tuesday | Wednes... | Thursday | Friday Saturday | Holiday
00:00-... 00:00-2... 00:00-2.. 00:00-2__ 00:00-2.._ 00:00-2.. 00:00-2_. 00:00-2 .

Modify Cancel

8. The information related to the Access Rights can be modified by
a. Changing the type of the user.
b. Adding / Removing the Remote/Time groups.
c. Modifying the valid date(s)/time(s) of different Remote-Time groups.
(Optional for non-visitors)
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9. The detailed information of the user may be modified by selecting the Detailed Info tab
in the User Information window.

10. The following picture displays the User Information window with existing detailed
information of the user.

| User Information =

Summary T Basic info. T Access Rights T Detail Info.

@ Detal information of the user

Departrnent |Divi5i|:|n Position |Engineer
PhonefHome]  |oz-526-1234 Phone(Mobile) [010-626-1234
Phane(Office)  |02-526-4321 E-mail [Brandy@ige.com
Address |Senul, Korea

Resident Mum ISDDEEE-UE#EET

Merno 1 Imemm
Mermo 2 Imem.ﬂ
Mermo 3 Imem.;,g
Mermo 4 Imemm
Mermo 5 Imemuﬁ

hladify Cancel

11. Modify the detailed information fields with the desired modifications.

12. Click on the Modify button to complete the Modification. Click on the Cancel button to
cancel the modification.

The successful modification of the user causes the Status window to open, as explained in
section 2.2.4. Click on the Close button in the Status window to close it.
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2.2.9.3 Delete User Information

Existing User/Visitors information may be deleted from the system using the following
procedure.

1. Select the user that you want to delete from the IrisManager window. For example the
selection of the user Brandy Park can be seen in the following window.

o IrisManager

Program  Administrator  Creation  User  Reporks Tools  Help

Creation User Reports Dioor Options Help

A IrisAccess Mo. of enrolled users : 3 = |User D j| Find
T 8" Al Remotes User ID | Card ID Name Department | Puosition | Phone(Office) | Gender | 4

R F{.emote Groups € 2455 H K Female L
# B Time Groups O WP I
[ Additional Info ) Female

Mew... Chrl4M
Modify. .. Chrl+F

Delete

2. To delete the selected user, select the Delete within the User Item from the menu bar or
toolbar.

x

'@ Do you really want to delete the selected user(s)?
Cancel |

3. Click on the OK button to delete the user. To avoid deleting the user, click on the Cancel
button.

The successful deletion of the user causes the Status window to open, as explained in section
2.2.4. Click on the Close button in the Status window to close it.

2.2.9.4 Multi-Assignment for Users
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Access rights may be assigned to the selected users by using this feature.

When you select more than one user, you can use this feature.
(Specifically, the Multi-assignment menu item will be enabled if you select more than one user.)

To select a series of users:
Left-Click on the first user in the series.
Hold down the Shift key on the keyboard.
Left-Click on the last user in the series.
Release the Shift key
This will select the first and last user selected, as well as all the users between the first and last
selected.

To select a number of users:
Left-Click on the first user.
Hold down the Control (Ctrl) key on the keyboard
Left-Click on the other users you want to select.
When all the users desired have been selected, release the Control key.
This will select all the users left-clicked on.

1. On selecting the Multi-assignment item under the User icon from the toolbar or from
the menu bar after selecting more than one user, the following Multi Assign window is
displayed.

"i Multi Assign

@ Same access rights can be assigned to the selected users. Select the remote groups to be assigned and click "Add’ button. And
then select the time groups to be assigned before clicking ‘Add’ button.
Selected Users I_.V|5|t0r Access Rights
User ID Mame (8% Remate Groups Remote Groups Time Groups |
0414 RAMA KRISH. .. All ~
0425 BEJU SINGH Group1
0433 KRISHMAIAH K Medical
0443 K HANUMANT .| |MFC
0462 M GMNAMESH. . EM Office b’
0496 VENKAT SWA__ Add .
0597 B GYAMNESH. Aterm Uf\fﬂlldlty ( e }
mmiaanyyyy
0710 KAMALAVATH... ¢ Time Groups Start Date : | ~|  Delete
All Expire Date - -
TG1 i | J Delete
£ >
T —

2. Or selecting more than one user and right-clicking on one of the users will show the menu
below.
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MeEw, ., CEElHT
fadifa.. ik H-FE
Delete Chr|+Dr

rulki-assignment, .. Cerl+U

3. Selecting Multi-assignment will display the box displayed below.

"i Multi Assign

@ Same access rights can be assigned to the selected users. Select the remote groups to be assigned and click "Add’ button. And
then select the time groups to be assigned before clicking ‘Add’ button.

Selected Users I_.V|5|t0r Access Rights
User ID Mame 8% Remate Groups Remaote Groups Time Groups |
0414 RAMA KRISH. . All -~
0425 BEJU SINGH Group1
0433 KRISHMAIAH K Medical
0443 B HANUMANT ... MNFC
0462 M GNANESH. .. EM Office b
0496 VENKAT SWA__. ﬁ -
0597 B GYAMESH Aterm Uf‘fﬂlldlty
(mm/ddfyyyy)
0710 KAMALAVATH... ¢ Time Groups Start Date : | j Delete
All Expire Date : -
TG1 p | J Delete
< >

Cancel ‘

4. In this window select the type of the user (general user/visitor) using the check box
labeled Visitor.

5. If the selected users are not visitors:

a. Select the Remote group for these selected users.

b. Click on the Add button under the Remote Group. This will add the users to that
Remote Group.

c. Select the Time Group of the users.

d. Click on the Add Button under Time group. This will add these users into the
selected time group.

e. The Selected Remote Group and Time Groups may be viewed in the Remote
Group and Time Group List under the Access Rights.

f. The Time Group and the Remote Group may be deleted by clicking on the Delete
button, after selecting the Remote/Time Group to be removed.

g. Select the Start Date for access and the Expiration Date for validation term of the
users (optional). Click Calendar to set the Start Date and the Expiration Date,
respectively. Click Delete to clear the existing Start Date and Expiration Date,
respectively.
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Multiple Remote and Time Groups may be assigned for the selected users by repeating the
steps (a) to (g). Maximum 10 access rights can be assigned to users.

6. Ifthe User Type is Visitor, (When the Visitor check box is selected)

a.
b.
C.

Check the check box labeled Visitor.

Select the Remote group for the Visitors

Click on the Add button under Remote Group, to add the Visitors into that Remote
Group.

The selected Remote Group may be viewed in the Remote Group list under Access
Rights.

Select the Start Date and the Expiration (End Date) Date for the Visitors to access
the system. Click Calendar to set the Start Date and the Expiration Date, respectively.
Click Delete to clear the existing Start Date and Expiration Date, respectively.

The valid access times (start time and the end time) for the selected valid days can be
selected by choosing the starting and ending hours and minutes in Reservation time
for Visitor. Only one Reservation time can be set.

7. Click on the OK button to update the access rights.

The successful update causes the Status window to open, explained in section 2.2.4. Click on
the Close button in the Status window to close it.

2.2.10 Reports

2.2.10.1 Enroll Report

Information about the list of enrolled users may be obtained using this feature. This feature can
be used as follows:

1. Select the Reports from the toolbar or menu bar.

2. Select the Enroll report Item from Reports.

The following Filtering condition for enrollment report window will be displayed on the
screen, after the selection of the Enroll report item.

97



IrisAccess™ Operational Manual

Filtering condition for enrollment report

Filtering condition

| Filtejrjg e,
Al ——
" By Remaote Unit I j I
" By Remote Group I j Close

T By department |

—ltems in Enrollment Repart

Selected ltems Unselected ltems
Marme -

Gender == A |

Department

Fosition

Phaone [(Office)

Phaone (hMaohile) Remove=x
Phane (Home) hd 4'

-

3. The user information for all the users can be obtained by selecting All in the Filtering part
of the window.

4. If the information about the users in a specific Remote Unit is required, then this may be
obtained by selecting the By Remote Unit and selecting the appropriate Remote Unit in
the drop-down box in the Filtering part.

5. If the information about the users in a specific Remote Group is required then this may
be obtained by selecting the By Remote Group and selecting the appropriate Remote
Group in the drop-down box in the Filtering part

6. Further filtering of the users can be done by selecting By Department after selecting any
of the items explained in steps 4 to 5

7. The report cannot be filtered by any other items except for Remote unit, Remote group
and Department.

8. The information about the selected users included in the report may be selected by
selecting the necessary fields from the Unselected Items and then clicking the Add
button.

9. Selected fields may be removed by selecting the field from the Selected Items list and
clicking on the Remove button.
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10. The information about the selected users, selected information can be viewed by clicking
on the View button after selecting the required items. This information will open as a new
window with the title Enroll report as shown below:

11. Click on the Stop button to stop the report creation. When you click the Stop button,
information already transferred from the server database will be displayed in the Enroll
Report window.

& Enroll Report E|
List of the all enrolled user.
(4 user(s) found)
User D | Card ID Marme Gender | Department Puositio
31111 M11111111... hemanthw k... Male
oo DMP S Female
B 2999 1 Hemanth K Male
3000 2 D MP Female
< >
Cloge |

12. This information can be saved into an Excel sheet (Microsoft Excel must be installed) or
printing can be done using the buttons Excel and printer indicated by arrows above. The
more user information included in the report, the more time required for processing.

13. Clicking on the Close button will close the Enroll Report screen and return to the
Filtering condition for enrolment report screen.
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2.2.10.2 Access Reports

A report displaying the access records through the doors can be obtained using this feature. This

feature can be used as follows:
1. Select the Reports from the toolbar or menu bar.
2. Select the Access Report Item from the Reports menu.

The following Filtering condition for access report window will be opened on the screen,
after the selecting the Access report item.
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& Filtering condition for access report

Filtering condition

Al .
= Filieing
Date and Time range
(mm/ddyyyy)
5 11612011 ~| Joo 800 £ ~ |5 12572011 = |24 2[00 2 Close
I+ Basic filtering I+ Additional filtering
* By Remote Unit v User D
401 =] 19
" By Remote Group B |F|r5t e
| J [ Last Mame
By IrisEnrall |
| J [ Process Result

| B

[ Department

ltems in Access Report
Selected ltems Unselected ltems

Lser D ~
Card ID
Lser Mame

Remove == |

¥ Filtering in the previously backed-up log file
Select the folder in which the log file to be filtered is located.

|D:‘utmp\l

Browse._..

3. Select All or Filtering. Select the All item to view all logs.

4. Select Filtering to view the filtered logs based on
a. Date and Time range
b. Filtering by Remote Unit, Remote Group and IrisEnroll can be done by selecting
the respective items after selecting Basic filtering.
* When a user tries to identify or verify with IrisEnroll, corresponding logs are
created as followings.
Identified
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Not Identified (Iris NOT enrolled) Warnina
Not Identified (Fake eye) Warning
Verified

Not Verified (Iris NOT enrolled) Warning

Not Verified (Fake eye) Warning

c. Additional filtering based on User ID, Card ID, Last Name, First Name,
Department, Remote Unit and Process Result can be done by selecting the
required items, after selecting the Additional filtering option.

Select the items to be viewed in the Access Report. This can be done by selecting the
items from the Unselected Items and clicking on the Add button. Selected items can be
removed by selecting the items from the Selected items and clicking on the button
Remove.

If you want to view the logs stored in a backed-up log file, select the “Filtering in the
previously backed-up log file” check box. And then click on the Browse button and
select the folder in which the log files to be filtered are located. Refer to the section 2.6.2.4
LOG BACKUP. The backup log file’s name created after log back up should be not
changed. If this name is changed, information cannot be filtered from the backup log
files.

Click the View button to view the results in the Access Report window as shown below.
Click on the Stop button to stop the report generation. When you click the Stop button,
logs already transferred from the server database will be displayed in the Access Report

window.

This information can be saved into an Excel sheet (Microsoft Excel must be installed) or
printed with the buttons indicated by arrows, respectively.
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:ﬁ_"Access Repork x|
Access Report
(Transaction log 100000 event(s))
Date and Time | User D | Card D | User Mame Department il ‘ﬂ |
(E)04/15/2003 09:02:14 Halim Ho Kim
(0471542003 09:02:17 Halim Hao Kim = |
(EA)04/15/2003 09:02:21 Halim Hao Kim
(E)04/15/2003 09:02:24 Halkim Hao Kim
(3)04/15/2003 09:02:28 Hokim Ha Kim
(3047152003 09:02:33 Hokim Hao Kim
(E)04/15/2003 09:02:37 Hakim Hao Kim
(E)04/15/2003 09:02:41 Hakim Hao Kim
(3047152003 09:02:44 Halim Ho Kim
(3047152003 09:02:48 Halim Ho Kim
(047152003 09:02:54 Halim Hao Kim
(E)04/15/2003 09:02:57 Halim Hao Kim
(A)04/15/2003 09:03:02 Halim Hao Kim
(3)04/15/2003 09:03:05 Hokim Ha Kim
(E)04/15/2003 09:03:11 Hokim Ha Kim
(3047152003 09:03:15 Hokim Ha Kim
(E)04/15/2003 09:03:24 Hakim Hao Kim
(E)04/15/2003 09:03:27 Halkirm Ho Kimn
(E)04/15/2003 09:03:29 Halim Ho Kim
(E)04/15/2003 09:03:34 Halim Ho Kim
(EA)04/15/2003 09:03:42 Halim Hao Kim
(EA)04/15/2003 09:03:45 Halim Hao Kim -
dq | B
Cloze |

10. Clicking on the Close button will close the Access Report screen and return to the
Filtering Condition for Access Report screen.

2.2.10.3 Time & Attendance Reporting / Filtering

Additional Filtering of access logs using Function Key value is supported in IrisManager. See image
that follows:
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& Filtering condition for access report

Filtering condition
Al
= Filtering

Date and Time range

{mmiddfyyyy)
Bl

|8./30/2011

=]
=]l

s
=

o0

~ |8 302011

[~ Basic filtering
r |

g |

3 |

v Additional filtering
™ User D [ Process Result

I~ First Mame I Department

I Last Mame I+ Function Key

| K

ltems in Access Report

Selected ltems Unselected lterns

Uszer D ~
Card ID

User Mame

Department b

[ Filtering in the previously backed-up log file

el

Wiew. .

Close

]

An Access Report is generated with Function Key information as shown in picture below. If the time

and attendance feature is disabled, the function key value will
function key value is displayed in the access report. If the user fails
the timeout period, the report displays the function key value as 0.

be blank. Otherwise, the entered
to press a valid function key within
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& Access Report @

Access Report

{Transaction log 15 event(s))

Date and Time | User D Card ID User Name | Functic
\08/30/2011 19:50:53

(308/30/2011 19:51:07 1854 1AB0820A00  Vinodkumnar Medidar 1
3)08/30/2011 19:51:17 1954 1480820400 Vinodkurnar Medidar 2
308/30/2011 19:51:26 18954 1AB0B20A00  ‘inodkumar Medidar 4
3)08/30/2011 19:51:35 1954 1480820400 Vinodkurnar Medidar 5
E08/30/2011 19:51:44 1954 1AB0B20A00  ‘inodkumar Medidar B
308/30/2011 19:52:03 1854 1AB0820A00  ‘inodkumar Medidar O
3)08/30/2011 19:56:09 1954 1480820400 Vinodkurnar Medidar O
308/30/2011 19:56:20 18954 1AB0B20A00  Vinodkumar Medidar 1
3)08/30/2011 19:56:31 1954 1480820400 Vinodkurnar Medidar 2
(308/30/2011 19:56:40 1954 1AB0B20A00  ‘Vinodkumar Medidar 4
\08/30/2011 19:56:48

3)08/30/2011 19:56:56 1954 1480820400 Vinodkurnar Medidar 5
E08/30/2011 19:57-04 1854 1AB0B20A00  ‘inodkumar Medidar B
3)08/30/2011 19:57:26 1954 1480820400 Vinodkurnar Medidar O

Close

2.2.10.4 System Reports

The information from the system log can be obtained using this feature.

1. Select Reports from the toolbar or menu bar.

2. Select the System Report Item from Reports.

3. The following Filtering condition for system log report window will open on the
screen, after the selection of the System Report item.
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& Filtering condition for system log report

Filtering condition

Al View...

™ Filtenng

Date and Time range

(mm/ddyyyy)

|5 11612011 -] Wﬂlﬁﬂ ~ |5 12512011 -] Eﬂﬁﬂ

ltems in System Report

Selected ltems Unselected ltems

Source 1D |
Source

IP Address |
Description

W Filtering in the previously backed-up log file
Select the folder in which the log file to be filtered is located.

|D:‘ntmp\l

Browse._..

4. Select All or Filtering. Select the All item to view all logs. Select Filtering to view the
filtered logs based on Date and Time range

5. Ifyou select Filtering, select the date and time range in the Filtering frame. To select the
date range, click on the Calendar... button. Select the desired date, and click on the Ok
button. Set the time by using the up/down arrow buttons next to the hour and minute
boxes.

6. Select the items to be viewed in the system log window. This can be done by selecting the
items from the Unselected Items list and clicking on the Add button. Selected items can
be removed by selecting the items from the Selected items list and clicking on the button
Remove.

7. If you want to view the logs stored in a backed-up log file, select the “Filtering in the
previously backed-up log file” check box. And then click on the Browse button and
select the folder in which the log files to be filtered are located. Refer to section 2.6.2.4
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LOG BACKUP. The backup log file’s name created after log back up should be not
changed. If the name is changed, information cannot be filtered from the backup log files.

8. Click the View button to view the results in the System Report window as shown below.
9. Click on the Stop button to stop the report generation. When you click the Stop button,

logs already transferred from the server database will be displayed in the System Report
window.

stern Feport x|

System Report
ISystem log 15 event(s))

Date and Time | Source |0 Source IP Address I Descr
0471872002 05:36:01 21003 Irishdgrdd 160.160.47.85 Irisha
(E)04/18/2002 05:37:47 21003 righdgrdd 160.160.47.85 Irishda
(3044182002 05:49:11 21003 Irishdgrdd 160.160.47.84 Irishia
E)04/18/2002 05:43:46 21003 Irishdgrdd 160.160.47 .84 Irishia
(3)04/18/2002 05:50:13 21003 righdgrdd 160.160.47.85 Irishda
(3)04/18/2002 05:55:48 21003 Irishdgrdd 160.160.47.84 Irishia
E)04/18/2002 06:03:35 2 R7E-1 160.160.47 .88 Remo
(3)04/18/2002 06:03:51 3 R7EB-2 160.160.47.89 Femo
(3)04/18/2002 06:04:02 21003 Irishdgrdd 160.160.47.85 Irisha
(3)04/18/2002 06:04:06 4 RYB-3 160.160.47.88 Ferno
(3)04/18/2002 06:04:07 21003 righdgrdd 160.160.47.85 Irishda
(3)04/18/2002 06:04:07 5 R7E-4 160.160.47.88 Remo
(3)04/18/2002 06:04:42 21003 Irishdgrdd 160.160.47.85 Irishda
A\0418/2002 06:06:42 3 R7EB-2 160.160.47.88 Remo
(3)04/18/2002 06:06:54 3 R7E-2 160.160.47.88 Remo
1 | i

Close |

10. This information may be saved into an Excel spreadsheet (Microsoft Excel must be
installed) or printed with the buttons indicated by the arrows, respectively.

11. Clicking on the Close button will closes the System Report screen and return to the
Filtering Condition for System Log Report screen.

2.2.11 Door Control

Remote access door(s) may be controlled with the door control feature.

2.2.11.1 Opening Door(s) Once
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You may open door(s) one time.

1. Select the Door Control item on the Tools menu on the menu bar or select the Door item
on the toolbar to open the following window.

[ Door Contral E

Remote access doors can be controlled. Select remote access
doar to be controlled and then click the "Open Door Once” button.

i

Open Doar Once

Doars

B

Remote?

lcom | Small lcon List | Feport |
Close |

2. Select remote access door(s) to be controlled and then click the Open door one time
button.

3. Click on Close button to close the window.

2.2.12 Tool Operation

2.2.12.1 Options

The Options can be used to set the IrisServer [P Address and to lock the IrisManager program.
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The Options screen may be opened by selecting the Options icon from the toolbar or by
selecting the Options item from the Tools menu on the menu bar. This will open the following
Options window. Select the IrisServer tab field to set the IP address of the IrisServer.

2.2.12.1.11IrisServer IP Address

Set the IP address in the text box labeled with IP Address. If IrisManager is located on the
same computer as IrisServer, we recommend setting the [P Address to the loopback address
(127.0.0.1).

L. Options

IrisServer T Lock T search T Auto Update

'E Assign the IP address of the lrisServer.

IP Address

147.0.0.1 (ex: 160.160.47.44)

()74 Cancel

2.2.12.1.2Program Lock

1. The Program Lock functionality is used to Lock the application if there is no action
within the specified time. Once the program is locked, the Operator must re-login to use
the application.

2. The Lock may be enabled by selecting the Lock tab field.

3. Check the check box labeled Enable IrisManager Program lock function to enable the
lock.
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L. Options

IrisSenver T Lock T Search T Auto Lpdate

_},-' Enahling the check hox locks the IrisManager ifthere is no
\ff operator activity, after the specified time period.

v Enable lristanager program lock:

Waiting : 10 jl minutes

()74 Cancel

4. Specify time period in Wait.

2.2.12.1.3Search Option

1. The Search Option functionality is used to specify whether to match case when use the
Find option.

2. [Ifyou select Not Case Sensitive in the search option as following figure, the search text is
NOT case-sensitive (For example, ‘a’ will match with ‘A’). But if you select Case Sensitive
in the search option, the search text is case-sensitive (For example, ‘a’ will not match ‘A’.

L. Options

IrisSenver T Lock T Search T Auto Update

! Select an option to specify whether the user search is case
sensitive or not.

" Mot Case Sensitive

0] Cancel
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2.2.12.2 Auto Update

1. The Auto Update function is used to set the how frequently IrisManager checks the
database has been updated. This option is only required if applications outside the
IrisAccess system have access to the IrisAccess database (For example, a custom
enrollment application)

2. To enable this, check the “Update list automatically” check box and set the time interval.
The interval time may be from 5 to 60 seconds.

3. Every interval, IrisManager checks the database for updates.

L3 Options

lris=erver T Lock T =earch TAutﬂUp{lat&

0 Enable the checkhox to set the interval of auto update, to check
ofthe [risServer OB has been modified periodically as and
when an external system accessed the IrisServer DB,

v Lpdate list automatically

Interdal : a0 sec  [between 5 and BO)

)74 Cancel
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2.3 IrisAccess™ Option3Admin

Option3Admin is an application utility that allows for management of an iCAM7000 when used in
operational mode: Option 3. Option3Admin application is used for new installation and
upgradation of IrisRecog7000 software.

This program is designed for use with iCAM7000 series camera units only (when used with option
3).

e Thisis an independent application which can be run on any Windows XP or Windows 7
machine.

e It will support new installation or upgrade for 32 channels.
e For new installation process iCAM7000 IP address, IrisServer IP address and Security ID is
required.

e For upgrade process only iCAM7000 IP address is required. IrisServer IP address and Security
ID are optional.

2.3.1 Minimum System Requirements

In addition to the system requirements for IrisAccess EAC (refer IrisAccess Software Installation
Manual); the following pre-requisites are required to setup IrisAccess EAC with Option 3.

e Windows XP or Windows7 Operating system
e Microsoft .Net Framework 3.5 (not required on Windows 7)

2.3.2 Version Compatibility

EAC build v3.05x.06 software mandates the following version compatibility check:
e |CU4000 installed with IrisRecog4000 v3.05x.06 software can connect to IrisServer v3.05x.06.
e |CU3000 installed with IrisRecog3000 v3.05x.06 software can connect to IrisServer v3.05x.06.
e iCAM7000/7100 installed with IrisRecog7000 v7.03.06 software will connect to lIrisServer
v3.05x.06.

e IrisEnroll4000 v3.05x.06 can connect to iCAM4000/4100 with v3.05x.06 software.

2.4 How to Use IrisAccess™ Option3Admin

To start the Option3Admin, click iCAM7000_Option3_FullUpgrade_xx.yy.zz.exe.
OR

Click on Option3Admin shortcut in start menu or desktop.
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M IrisAccess(TM) EAC SW V3.03 W lrisDBAdmin

B 1risEnroll 4000
T2 IrisICUAdmIn4000
[2 IrisManager

q IrisMonitor

'g IrisServer

E Option3Admin

The application window shows up as following.

| Option3Admin
Program Configuration  Help

Option 3 Admin 9 RISID

Advanced |dentity Authentication=

iCAM7000 IP IrisServer IP Security ID IrisRecog7000: v7.03.06

| ‘ | | Compatible EAC: v3.03.06
Add Update Remove Clear Delete List Option3Admin: v1.00.07

SIMo ICAMT7000 IP IrisSernver IP Security ID Status

New Installation

Upgrade

Save To File

Load From File

Fig1

2.4.1 Add
Add option is used to add iCAM7000 IP, IrisServer IP and Security ID to the list.

After entering valid iCAM7000 IP, IrisServer IP and Security ID, click on Add button or select
Add option from Configuration menu.
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Help
Add Alk4+8
lear Al

= Option3Admin

Option 3 Admin

ICAM7000 IP IrisSenver IP Security ID

[10.2215298 | [102215522 | \
Sl Mo iCAMTOO0O0 IP IrisServer IP Security ID Status
10.22152.98 ittt |
2 10.221.52.108 10.221.52.22 5555555555555555

O IRISID

Advanced |dentity Authantication™

IrisRecog7000: v7.03.05
Compatible EAC: v3.03.05
Option3Admin: v1.00.07

New Installation
Upgrade
Save To File

Load From File

JH

2.4.2 Update

Update option is used to update the existing iCAM7000 information.

This option is enabled when you select the item from the list.

After modifying valid iCAM7000 IP, IrisServer IP and Security 1D, click on Update button or

select Update option from Configuration menu.

Add Ale+4

| Update Alb+P |
Remove alk+R
Clear Al
Delete Lisk alk+D
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2.4.3 Remove

Remove option is used to remove the selected iCAM7000 entry from the list.
This option is enabled when you select the item from the list.

Click on Remove button or select Remove option from Configuration menu.

Help

fidd A+
pdate Alb+P
Remove alk+R |
lear Al
Delete Lisk Alk+D

2.4.4 Clear
Clear option is used to clear the entered information from the text.

Click on Clear button or select Clear option from Configuration menu.

Help

Add Ale+A4
pdate Alk+p
Remove alk+R |
Clear Alk+C

Delete List alk+D

2.4.5 Delete List
Delete List option is used to delete all the entries from the list.

Click on Delete List button or select Delete List option from Configuration menu.

Help

Add Ale+8
pdate Alk+p
Remove Alk+R.
Clear Alb+C

Delete List Alk+D

2.4.6 New Installation

New installation of Option3Admin will install IrisRecog7000 software in iCAM7000.
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Click on New Installation button or select New Installation option from Program menu.

| Configuration  Help
| Mew Installation Alk+r
Upgrade Alb+U
Save To File alk+5
Load From File alk+L
Exit Alt+E

Following window will display when new installation is in progress

= Option3Admin

Program Configuration Help

Option 3 Admin S IRISID

Advanced |dentity Authantication=

iCAMT000 IP IrisServer IP Security ID IrisRecog7000: v7.03.05

Compatible EAC: v3.03.05

Add Update Remove Clear Delete List Option3Admin: v1.00.07
Sl No ICAMT000 IP IrisSernver IP Security ID Status
1 10.221.52.108 102215222 5555555555555555 Mew Installation is in progress

New Installation

Upgrade

Save To File

Load From File

[ ------------ ]23% MNumber of channels successfully installed: 01

IisRecog7000 new installation started for ICAM7000: 10.221.562.108

Connected to iCAM7000 IP: 10.221.52.108 Exit

After successful installation, iCAM7000 will reboot.

2.4.7 Upgrade
Upgrade of Option3Admin will upgrade IrisRecog7000 software in iCAM7000.

Click on Upgrade button or select Upgrade option from Program menu.
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| Configuration  Help
Mew Installation Alk+r
| Upgrade alk+1
Save Tao File Alk+5
Load From File Alk+L
Exit Alt+E

= Option3Admin

Program Configuration  Help

Option 3 Admin

S IRISID

Advanced |dentity Authantication=

IrisRecog7000: v7.03.05

Compatible EAC: v3.03.05
Cption3Admin: v1.00.07

Security ID

10.221.52.108 10.22152.22

Upgrade is in progress

ICAMT000 IP InsServer [P Security 1D
Add Update Remove Clear Delete List
Sl Mo ICAMT000 IP IrisSenver IP Status

New Installation

Upgrade

Save To File

Load From File

IrisRecog7000 software upgrade started for ICAM7000: 10.221.52.108
Connected to iCAM7000 IP: 10.221.52.108

]20% MNumber of channels successfully upgraded: 01

Exit

After successful upgrade, iCAM7000 will reboot.

2.4.8 Save to File

Save To File option is used to save the entered list information to file with .csv format.

Click on Save To File button or select Save To File option from Program menu.

Configuration  Help
tew Inskallation Alk+m
pgrade alk+1

| Save To File Alt+s
Load Fram File Alk+L
Exit Alt+E

117



IrisAccess™ Operational Manual

2.4.9 Load from File

Load From File option is used to load the iCAM7000 information from the file which is of .csv
format.

Click on Load From File button or select Load From File option from Program menu.

| Configuration  Help
Mew Installation Alk+r
Upgrade Alb+U
Save To File alk+5
Load From File alk+L
Exit Alt+E

2.5 IrisAccess™ IrisEnroll4000
2.5.1 How to Run IrisEnroll4000

To start the IrisEnroll4000, click on the IrisEnroll4000 menu item. The location of the program
is shown in the figure below.

Note: IrisEnroll4000 is designed for use with either an iCAM7000 series camera unit (includes all
7000 and 7100 series models), and/or for use with the iCAM4000 series camera units (includes all
4000 and 4100 series models). When using IrisEnroll4000 with an iCAM7000 Series camera unit,
make sure that the iCAM7000 is set to operational mode: Option 1. The iCAM7000 can
communicate with the IrisEnroll4000 software only when in this Operational mode: Option 1.
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iData SDK 4]

InfraRecorder

Intel(R) Matrix Storage Manager
IrisAccelerator

IrisAccess(TM) EAC SW V3.02
@ IsDBAdmIn

=l InsEnrol4000

{2 TMSICUAdMIN4000

& TrisManager

& 1risMonitor

W7 rrisserver

Juniper Networks

Macrobject

Maintenance

Malwarebytes' Anti-Mabware
Microsoft Office

Microsoft Office Live Meeting 2007
Microsoft SQL Server 2008
Microsoft SQL Server 2008 R2
Mozilla Firefox

NetDrive 4

Documents

Pictures

Music

Games

Computer

4

Back

Control Panel
Devices and Printers

Help and Support

I Search programs and files

) Shut down » |

IrisServer must be running before starting IrisEnroll4000.

IrisEnroll4000 must first be registered in IrisManager.

If the security ID is not identical to the security ID typed in during IrisEnroll registration in
IrisManager, the following Security ID window is displayed. This window is also displayed the

first time IrisEnroll is started.

'B' Security ID

a'l The security 1D of this IrisEnrall is incorrect. Enter the
1 correct security 1D and restart lrisEnrall.

Current Security D ] S

New Security D <" 1111111111 111111

Enter the security ID of IrisEnroll. The security ID must be identical to the security ID typed in

during IrisEnroll registration. Click the OK button.

The following Confirmation window is displayed.
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™Y Security 1D x|

You have to restart [risEnrall.

Mew Security 1D :‘:.‘,‘M[‘-J_E'B?UJ'554EF3%‘.E...:‘

Check if the new security ID is correct and then click the Exit button.

Re-Start IrisEnroll.

2.5.2 How to Login to IrisEnroll4000

1. Successful execution of the IrisEnroll will open the following Login window for entering
the User ID and password required to execute the IrisEnroll.
€ The IrisEnroll may only be executed by Administrators and Operators with
IrisEnroll privileges.

E Only authatized aperatar can run lrisEnroll.
- Enter the operator 10 and passward far the

operatar authentication.

D | 0K

Fassward I Cancel

2. Enter the ID and Password of the operator who has IrisEnroll rights and click on the OK
button.
€ Default ID and password are “administrator” and “iris3000” respectively. They can
only be changed by an administrator. Refer to the section 2.2.8.2 Modification of the
Administrator/Operator

If the login to the IrisEnroll is successful, then you may see the following Notice window,
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if the password is not secured. (When you login with the default password “iris3000")

[BINotice x|

The password you entered is not secure. It is
recommended that you should change the passwoard.

Do you want to change the password now ?

Mo |

[T Don't open this window next time. Close |

Click on No to continue with the same password.
Click on Yes to open the following Password window to change the password.

Y Password X|
The current passward can be changed.
Operator IO ladministrator

Current Password ||

Mew Password :

Confirm Password :

] Cancel

Enter the current password in the Current Password field. Enter the New Password in
the New Password field and the Confirm Password field, then before click on the OK
button. This will change the password.

Then following Connect iCAM window will be displayed after changing the password
successfully or aborting the password changing operation.

The same Connect iCAM window will be displayed without the Notice window, if the ID
and Password are valid and the password is secured.

121



Irisdccess™ Operational Manual

wal Connect to iCAM g|

Enter the iCARM IP Address and click
Connect button to connect to iCARK.

iCAM IP Address: |172.24.53.223

Connect Close

Enter the iCAM IP in iCAM IP Address and click Connect to connect iCAM. While
connecting to iCAM, application will check the version of iCAMSoftware. If running
iCAMSoftware version is less then the installed iCAMSoftware version, then application
will automatically upgrade iCAMSoftware (IrisCapture & WebConfig) in iCAM.
Application will also check the version of iCAM Files System. If running iCAM File System
version is less than the installed iCAM File System version, then the application will also
upgrade File System in iCAM. User will be notified about the status of iCAM Full Upgrade
process with the following windows.

Files that may be required for iCAM Full Auto-Upgrade process are first transferred to

iCAM. During files transfer, the following screen is displayed with the percentage of
completion.

BliCAM Full Auto-Upgrade X|

E ICAN Full Auto-Upgrade in progress

Transferring files 25% Completed

After transferring upgrade files, application will start upgrading iCAM Software
(IrisCapture & WebConfig) only if the version of iCAM Software running in iCAM is less
than the version of iCAMSoftware installed. If not, application will go for iCAM File System
upgrade, if required. When iCAM Software is upgraded, following screen is displayed to
notify the status of iCAM Software upgrade process.
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BliCAM Full Auto-Upgrade X|

B ICAN Full Auto-Upgrade in progress

ICAM Software Upgrade 10% Completed

While upgrading iCAM File System, application will display the following screen to notify
the user about the status of iCAM File System upgrade process.

BaliCAM Full Auto-Upgrade X|

E ICAN Full Auto-Upgrade in progress

ICAM File System Upgrade 20% Completed

After successful completion of iCAM Full Auto-Upgrade, iCAM will be rebooted and
IrisEnroll4000 will re-connect to iCAM.

After IrisEnroll4000 is connected to iCAM, the following IrisEnroll window will be
displayed.

If iCAM Full Auto-Upgrade is not required (i.e running IrisCapture version is greater than
or equal to installed IrisCapture version), IrisEnroll4000 will be connected to iCAM and
following IrisEnroll window will be displayed.
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wd IrisEnroll4000

Program Actions Tools Help

HAQRW o B

Enroll Identify Verify Card 5t Live Options

Ready...

SIRISID

IrisAccess’

IrisEnroll4000 action status |I'ISEI'II'0"4000
Result | Date & Time A
‘i\i.)The iris of the user was enrolled. 5/16/2011 1:18:03 PM
@ Processing... 5/16/2011 1:18:20 PM
&) Done. 5/16/2011 1:18:25 PM v
== Connected to IrisServer. Done. ICAM IP:172.24 17.160
2.5.3 Enroll

Enrollment is the process of adding new IrisCodes into the system. The records are used

during the identification and verification process to validate the user for access (entering or
existing through the door).

Eye selected in “Options->Eye Selection->Enrollment” will be enrolled.

The maximum number of users that can be registered is determined by each EAC S/W version.

*Cautions:

1) To decrease the “False Reject Rate” (Rejection of an Iris that should be accepted) and generate
higher-quality IrisCodes, the user should follow the below recommendation.
€ The user should open his/her eye as widely as possible. For example,
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g

Correct

Incorrect

€ The user should NOT rotate, pan and tilt his face. For example,

./I
{

Correct Incorrect

Incorrect Incorrect

€ Eyeglasses must be removed before enrollment, but may be worn during verification

and identification.

€ Contact Lenses with patterns that cover any part of the Iris may not be worn.

Limitation of ambient light in working environment
€ When Fake Eye Detection is not used: 1,000 Ix Fluorescent light and 100 Ix

Incandescent or sunlight.

€ When Fake Eye Detection is used: 500 Ix Fluorescent light and 50 1x Incandescent or

sunlight.

€ If the ambient light exceeds these limitations, the False Reject Rate will be increased.

The enrollment of the user can be performed using the following procedure.

1. Select the Enroll Item from the Actions menu in the menu bar or select the Enroll icon

from the tool bar.

2. If you didn’t select the “Don’t open this window next time” check box on the following
Notice window in previous enrollment, the Notice window is displayed. Read the
message on the Notice window for good enrollment and click on the Close button. If you
don’t want this window to open next time, select the “Don’t open this window next
time” check box and then click on the Close button.

125



IrisAccess™ Operational Manual

D Motice x|
Tao decreasze the "False Reject Rate"” and generate more IrisCodes,
+ =, the user should follow the below recammendatian.

11 The user should open hisfher eye as widely as possible,
21 The user should WOT rotate, pan and tilt his face.

[T Don't open this window next time.

3. With the eye wide open, have the user center their eye in the rectangle on the mirror of
the EOU, until the voice message of “We finish taking pictures of your eyes” is heard. Any
display, such as ‘Please move back’ should be followed.

4. If the image is not captured properly for enrollment, the following window opens on the
screen.

IrisEnrall 1 x|

'/\i) Cannot get good iris images for enrollment, Try again,

5. If your eye has already been enrolled in Server DB, the following window opens on the
screen. In other words, if any iris already exists in the Server database, the iris may not be
enrolled again.

risnroll x|

Both eves were already enrolled,
(User ID : 123456 , Mame : Brandy Park)

6. After getting the Images, four captured images are displayed on the Main window and the
quality of the IrisCode created is displayed in the Processing Result window.
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Stop

Right Eve

Right Illuminaktor

Left Ilurminator

Left Eye

aman | IE

& = J

L)

IrisEnrall4000 action status

Result

First captured image
with the right illuminator

Best captured image krnlldﬂﬂﬂ

with the right illuminator

&

@ Dane.

@Prn{:eaaing...

@ Done.

First captured image
with the left illuminator

Best captured image
with the left illuminator

5162011 1:22:14 PM

-~

=<

= Connected to IisServer.

Done.

ICAM [P:172.24 17 160

The system will ask to try again if the results of image processing are not of sufficient

quality.

{&) Processing Result

Please try again. (The first trial)

Click 'Capture Images Again' button to capture better iris-images.

x|

—Processing Result

lrisCode™ guality

0 ad

Eill inn Wser [nformation. ..

Yerfication Test

Cancel
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7. Click on the Capture Again button in the above box and the system will attempt to enroll
the person again. The box below will be displayed if the image was properly captured.
(*The system will ask to try again if the image was not captured properly on the second try.
It can be tried a maximum of three times. If you do not succeed on the third attempt, begin
again at step 1)

x

Processed..Excellent! (The first trial)

Click “erification Test' button to verify this user.

—Processing Result = :
Eill it Weer [nfartmation. ..

IrisCode™ quality Capture Again
|
0 50 100 | | Yetification Test

Cancel

8. You must perform a verification test by clicking on the Verification Test button.
IrisEnroll will prompt the user to present his/her iris again to the camera while
displaying the window below.

€ After you click Verification Test, look into the center of the mirror of the iCAM.

x

Verifying enroliment...

Click “erification Test' buttan to verify this user.

—Processing Result — :
Fill irn Wser [nformmation. ..

IrisCode™ guality : Capture Again
|
1] 50 100 “erification Test

9. Once the verification is complete the window below is displayed.
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x

@ Verified.

Test again

10. To verify again, you may click the Test again button, or click the OK button, which will
display the window shown below.

@ Processing Result x|

Processed..Excellent! (The first trial)

Click “arification Test' button to verify this user.

—Processing Result — _
Fill in User Infarmation. ..
IrisCode™ guality : Capture Again
0 50 100 Yerification Test
Cancel

11. The User information can be entered on the User Information window, which may be
opened by clicking on the button labeled Fill in User Information.
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_ User Information

Type user ID and then click 'Get user information’ button, then the rest of options
will be enabled. If the user information already exists in the server DB, the
information will be displayed.

* User ID || Get user information

Basic information of the user - All fields marked with an asterisk (*) must be
filled.

Mame Photo

| J Capture Image |
-

*Card ID

| Get From iCAM
*Card Number Gender

| "
PIN =

| "~ Show PIN
*E

'flﬂ_ =
- -
-

Cancel

12. Enter the User ID and then click the Get user information button.

If the user with the entered User ID does not exist in the Server database, the
message box titled “User Information is not found. Do you want to register the
new user ID?” is shown and the rest of the text boxes will be enabled.
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_ User Information

All fields of user information except for the "Use warning eye’ are not enabled.
The operator cannot either enter new information or modify the information, but
it is possible for the operator to see the existing information.

Get user information

Basic information of the user - All fields marked with an asterisk {*) must be

|‘u’i shwakarma

* User ID |‘1982|
filled.
First Mame |ﬁJa].f
I I_
Last Mame
Card
|Smart Card

j [~ Use as Prox Card

|Enter Card 1D

—

*Card ID

[

|123455?390
*Card Number

|123455??990 Get From Card
PIN
I~ Show PIN
* Eye
i n
{ {
-

Click the "Mext” button to continue.

Photo

Capture Image |

Mext = | Cancel |

When a user that does not already exist in the Server database is enrolled (Refer item
11.A), the window above is shown.

13. Enter the following information in their respective text boxes.

a. Enter the First Name, MI and Last Name of the user. (Optional)
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b. If the system is used with a card reader and/or access panel, select the card
type in the card drop-down. When a card type is selected, the Card ID and
Card Number text boxes will be activated. To complete the registration of
card information, Card ID and Card Number must be filled. If not, the
warning window will be displayed.
€ Card ID: Card ID is the effective data that is used in verification mode or for
Card ID, Wiegand or RS422 output. When the wiegand/RS422 output ports
are activated, Card ID is outputted in the configured format after the user is
identified.
€ Card Number: Card Number is assigned by the Card Manufacturer. It is
commonly printed on the card.

= Ifboth the eyes are enrolled, one eye may be assigned as a warning eye. If a user is
forced to access the door by an unauthorized intruder the user may use the
warning eye. The remote unit opens the door as an authorized user, but notifies

IrisServer (or IrisMonitor) of the emergency.

c. Selectthe Gender (Female/Male) from the radio buttons. (Optional)

d. Enter PIN no.

e. Select Photo (Optional). If you want to delete the registered photo of user,
select the Delete Photo in the check box. Or you can choose Capture Image,
following window will be displayed:
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. Capture Image b

Capture Mone

Press Capture button to start Live Image and this will also enable done button.
Press done button to capture image and the image will be displayed in the User
Information Window, like:
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_ User Information

Type user ID and then click ‘Get user information” button. If user information is
not found, click OK, to enable user information fields. If the user information
already exists in the server DB, the information will be displayed.
* UUser ID 12345 Get user infarmation
Basic infarmation of the user - All fields marked with an asterisk () must be
filled.
Mame FPhoto
First Marme |Ravi |_
]l IEI_
Last Mame |Kumar
Card
|N0ne j J
r Capture Image ‘
| ‘ Select Photo.. |
[ Delete photo
Gender
PN
~
[ ™ Show PN Female
f+ hdale
* Eye
= -
=
- -
Click the Mext' button to continue.
Mext = Cancel

(If using Wiegand or RS422, the user ID should be a positive integer and the configuration of the ICU

should be completed properly. Please refer to section 2.4.2 and 2.4.3 in the document IrisAccess™ 4000
Software Installation Manual (Document No. DV002S501)).
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. User Information x|

Enter the Department, Position, Home Phone number, Mobile Phone number,
Office Phone number, E-mail, Address, Resident Number and descriptions
{Memo1.5) of the user.

* User ID I123455 Get user information
@ Detail information of the user
Department IDi'.,.'isinn Faosition |Engineer
Phane(Home] [02-526-1234 Phane(Mobile) — f019-526-1234
Fhone(office) ||:|2-525-1234 E-mail |Elrandﬁ,f@lgiri5.cnm
Address |SE|:|L|I, korea
Resident Murm |8DD225-123455T
kermo 1 |r|.ﬂem|:|1
hemno 2 ||u19m|:|2
hemo 3 ||u19m|:|3
hemo 4 |ru19m|:|4
hemo 5 ||u19m|:|5

< Back ||

Cancel |

14. Enter the Department, Position, Home Phone number, Office Phone number, Mobile
Phone number, E-mail, Address, Resident Number and descriptions (Memo1-5) of
the user. (All Optional)

15. Click on the Next > button to set the User’s Access Rights.
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_ User Information

Select the type of the user using the check box labeled with Visitor. If the user is
a general user, select the remote group and the time group. If the user is a
visitor, select the remote group and set valid term and reservation time.
1981
Assign access rights to the user.
[ Visitor
Remote Group Access Rights
All - Remate Group Time Group Delete |
Group E
Medical
MFC A
Add |
T2ErTy A term of validity
(mm/ddiyyyy)
TG1 Start Date | j Delete
Expire Date | j Delete
Detail |
Sunday | Monday Tuesday Wednesday | Thursday Friday
00:00-24:00 00:00-24:00  00:00-24:00 00:00-24:00  00:00-24:00 00:00-2
< ' 4
< Back Mext = Cancel

16.In this window select the check box labeled Visitor is the User is a Visitor with

temporary access rights.

17.If the user type is General User: (The Visitor check box is NOT selected)
a. Select the Remote group of this user.
b. Click on the Add button under the Remote Group.
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c. Select the Time Group of the user.
d. Click on the Add Button under the Time group.
e. The Selected Remote Group and Time Groups may be viewed in the Remote
Group and Time Group List in the Access Rights section.
f. Users may be removed from Remote and Time Groups by selecting the Groups
in the Access Rights section and clicking on the Delete button.
g. You may set the Start Date and Expiration Date for the user. If you do not select a
Start Date and Expiration Date for the user, their Access Rights are always valid.
To set the Start Date:
» Press the Calendar button next to Start Date.
» On the Calendar screen that opens, select the first date that the User’s
Access Rights will take effect.
> Press the Ok button to enter the Start Date, or Press the Cancel button to
cancel the date selection.
» Repeat the process for the Expire Date

If a Remote Group or Time Group is selected, the Detail button may be pressed to
display the Remote Unit(s) in the Remote Group or the valid times under the Time
Group.

1@ Detail Information of the Remote Group "All* x|
Remote Name IP address Channel 1D LIse Type Description |
R137-1 180.140.62.131 1 [dentification
R137-2 150.140.62.132 2 Access In
R137-3 180.140.62.133 3 [dentification
R137-4 150.140.62.134 4 Access In

é',"-‘ Detail Information of the Time Group "all* 1'

Sunday | Monday | Tues... | Wedn... | Thurs... | Friday | Satur... | Holiday
00:... 00:00.. 00:00.. 00:00.. 0O0:00.. 00:00.. 00:00.. 00:00..

Multiple Remote and Time Groups may be assigned to a single user by repeating steps a - g.
A maximum of 10 access rights may be assigned to a single user.

18. If the User is a Visitor:

a. Check the check box labeled Visitor and enter the visitor information

b. Select the Remote group of the visitor,

c. Click on the Add button under Remote Group, to add the Visitor to the
Remote Group.

d. The selected Remote Group will be listed in the Remote Group list under
Access Rights.

e. You may set the Start Date and Expiration Date for the user. If you do not
select a Start Date and Expiration Date for the user, their Access Rights are
always valid. To set the Start Date:

1. Press the Calendar button next to Start Date.
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2. On the Calendar screen that opens, select the first date that the
User’s Access Rights will take effect.

3. Press the Ok button to enter the Start Date, or Press the Cancel
button to cancel the date selection.

f. Repeat the process for the Expire Date.

g. The valid access times (start time and the end time) during the selected valid
days for the visitor can be selected by choosing the starting and ending hours
and minutes in Reservation time for Visitor. Only one Reservation time can
be set.
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_ User Information

Select the type of the user using the check box labeled with Visitor. If the user is
a general user, select the remote group and the time group. If the user is a
visitor, select the remote group and set valid term and reservation time.

1981

Assign access rights to the user.

v \fisitor
Remote Group Access Rights
Remote Group | Delete |
Group Al
Medical
MNFC b
Add |
A term of validity
(mm/ddiyyyy)
Start Date | 05/16/2011 j Delete
Expire Date | 052812011  ~|  Delete
Reservation time for visitor
LII LI LII LI
k2] - [ 2w
Detail |
Remote Name | IP address | Channel ID | Use Type | -
107l 172.19.6.40 1 Access In 0
102-0 172.19.6.40 2 Access Out
103 172.19.6.41 1 Access In b

< Back Mext = Cancel

19. Click the Next button.
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. User Information x|

Click on the Finish button to register a user with the following information.

* User ID |13345E Get user infarmation
@ IrisEnroll will register a user with the following infarmation :

User | 123456
First Mame: Brandy
Middle Marme:
Last Mame: Fark
Eye to be enralled: Left
YWiarning eye:
Gender: Female
Department: Divizion
Fosition: Engineer
Phone(office): 02-526-1235
Phone(Home): 02-526-1234
Fhone(Muobile): 013-525-1234
E-mail: Brandy@lyiris. com
Address: Seoul, Korea
Fesident Mum: BO0Z25- 1234567
Mema 1: Memal
Memo 2: hlemoZ
Memo 3: hlemo3
Memoa 4 hlemod
Memo &: hlemos

< Back ||

Cancel |

20. This window shows a summary of the information of the enrolled user. Click on the
Finish button.
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21.1f the user is selected to use a Smart Card, the next window opens. The card must be
issued. The card may be issued by carrying out following steps:
- Encryption keys must have already have been generated and registered in IrisServer.
- Use Smart Card check box in the Options window of IrisEnroll must be checked.
- Card combo box in the User Information window must have been set to Smart Card

If user is enrolled with Left or Right eye then only respective Left or Right eye data will be
written to Smart Card. If user is enrolled with both eyes then user can choose either Left, Right or
Both eyes to be written on Smart Card from “Options>Which Eye>Issue Smart Card”.

o o e

Register Iriscode to card ‘ W‘ Read lriscode from card ‘ W‘ Werify card

Status

Command ; Click [Start] button.

a. If the operator clicks the “Start” button in the “Issue card” window, the 3 step Smart
Card process begins:

*Note: Before beginning the Smart Card issuing process, the Smart Card must already be
within range of the Smart Card Reader / Writer. If not, an error will occur. If this happens,
press the Ok button on the error window, place the Smart Card within range of the Smart
Card Reader/Writer and press the Start button again.

(1) Register the IrisCode to the card

Register Iriscode to card ‘ w ‘ Read lriscode from card ‘ w ‘ Werify card
Status Vaiting for card to issue..
Command : Present your card to the card reader and wait a moment.

(2) Read the IrisCode from card (for verification)
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O O o
Register Iriscode to card 1 I—' { Read Iriscode from card } I—' [ Warify card
Status Waiting for card to read. .
ommand Present your card to the card reader and wait a moment.
Start | T Cancel

(3) Verify card by comparing the read IrisCode to a live Iris. The User will be asked to
present their eye to the optical camera again.

& & ™ Right eye
Reaqister Iriscode to card ‘ w ‘ Read lriscode from card ‘ w ‘ Verify card

Status Vaiting for eye to be verified.

Command : Remove the card and look into the center of the mirror of the EOU.

If the process completes successfully, the following window is displayed.

™, verification Result x|

@ Right Eye : Verified.

2.5.4 Identify

The Identify feature is used to identify a user by comparing the IrisCode™ of the user to all
existing IrisCodes™ in the system. (1: N matching)

Identification will happen with the eye selected in “Options>Which Eye>Identification/
Verification”
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The Continuous Identification process can be done using the following steps.

1. Select the Identify Item from the Actions menu in the menu bar or select the Identify
icon from the tool bar. The following identification window will be displayed.

zl
Identifying... OO
. User ID | Time User Marme
User ID:
First Name :
MI :
Last Name :
Authority
Gender :
Enrolled Eye :
Warning Eye
Department
Pasition :
E-mail :
Address :
FPhone(Home] :
Phaone(Mabile)
Fhone(Office)
Enrall Date :
Start Date :
Expire Date :
Reservation Time for Yisitor
Resgident Mum :
Memo 1 :
Memo 2
femo 3 :
Mermo 4
Memo 5 : al _'I

Stop | Close |

2. Have the User look into the center of the mirror of the iCAM.

The IrisCode™ of the user will be generated from Iris images and compared with the
existing IrisCode™ in the database. If the IrisCode™ matches with any of the enrolled
IrisCodes™, then the user is identified as a valid user. The window after the identification
of the sample user is shown below:
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zl
() Identified. Identifying... O
. User Mame
A € 123456 12272004 2. Brandy Park
First Name : Brandy
MI :
Last Name : Park
Authority © User
Gender : Female
Enrolled Eye : Right
Warning Eye MNothing
Department Division
Position : Engineer
E-mail : Brandyi@lgiris.com
Address Seoul, Korea
Phone(Horme) : 02-526-1234
PhonehMobile) 019-526-1234
Phone(Office) 02-526-1235
Enroll Date : 01/22/2004 14:22:20
Start Date :
Expire Date :
Reservation Time for Yisitor
Resgident Mum : B00225-12345867
Memo 1 : Memao
Memo 2 Memo2
femo 3 : emo3
Mermo 4 Memod
Memo 5 : Memos al _’I

* »
» . |
... Stop R Close

If the user’s IrisCode™ does not match with an enrolled IrisCode™, then a ‘Not
Identified’ message will be displayed and all information items in the screen will be
cleared.

3. Identification mode runs continuously until the operator clicks the Stop button or the
Close button.
Until the Stop button is clicked, the continuous identification process is active.
If you click on the Close button, the identification window will be closed.

€ Note: Information about the identified user to be displayed in the identification
window can be selected by checking the check boxes in the option window.
(Refer to section 2.3.7.5 Display)

2.5.5 Verify

Verification is the process of verifying the user, by checking the IrisCode™ of the User with
either:

= IrisCode™ of the User from the provided User ID in the database or

= IrisCode™ of the User from the provided IrisCode in the Smartcard or

» IrisCode™ of the User from the provided PIN in the database.
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Verification will happen with the eye selected in “Options>Which Eye>Identification/
Verification”

Select the Verify Item from the Actions menu in the menu bar or select Verify from the tool
bar, to open the Verification window. Verify with smartcard button is enabled only when
“Use smartcard” option is checked in the Smartcard window under Options menu. (Refer to
the Smartcard Section in this manual).

To verify the User by User ID

'-Ej; Verification

@ Enter user ID and click “erify' button to proceed.

Uzer D :

|| “erify

[ Continuous Yerification |

Flease enter a valid PIM.

Veriy with PIN_~~ |

[ Shaow PIN

Close |

1. Enter the User ID of the User in the User ID field in the Verification window

2. Clicking the Verify button begins the Iris Image capture process.

3. After you click the Verify button, look into the center of the mirror of the iCAM.

4. After the Iris image is captured, the result of the verification will be shown in the

Verification window. A sample of the Verification window after a successful verification
is shown below.
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. Verification

@ Werified.

=l

User ID : 123456
First Name : Brandy
MI :
Last Name : Park
Autharity User
Gender : Female
Enrolled Eye : Right
Warning Eye Mothing

Departrment : Division

Fuosition : Engineer

E-rmail : Erandy&lgiris.com

Address : Seoul, Korea

Phone(Haome) : 02-526-1234

Phone(iaobile) : 019-526-1234

Phone(Office] : 02-526-1235

Enrall Date : 012272004 14:22:20

Start Date :

Espire Date :

Reservation Time for “isitor :

Resident Murn :
hemao 1 :
hemo 2 :
hemao 3 :
hermo 4
Mermao 5

BO0225-1234557
herma’
hemo2
hMemo3
hemod
Mermos

Try again

5. Ifnot verified, click on the Try again button.

6. Ifyou click the Close button, the verification window will be closed.

To verify a User with Smart Card

146



IrisAccess™ Operational Manual

E'fi Yerification

@ Enter user ID and click “erify’ button to proceed.

User D :

[~ Continuous Yerification

Werify

Please enter a valid PIN.

Sarify with PIN

[ Showe PIM

Close

1. Click the Verify with Smart Card button in the Verification window and the Verify

with Smart Card window will be displayed.

Yerify with Smart Card

@

Fead Iriscode fraom card ‘ w ‘

Yerify card

Status

Command ; Click [Start] button.

e

2. Click the Start button and the Verify with Smart Card window will begin reading the
Smart Card. The Smart Card should be within range of the Smart Card Reader before

pressing the Start button.
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Yerify with smart Card

Read Iriscode from card J I—' { verify card
Status Waiting for card to resd. ..
Cammand : Present your card to the card reader and wait a moment.
o e

Yerify with smart Card
rat ey
L L
Read Iriscode fram card ] I—' [ Werify card
Status : Viaiting for eye to be wverified.
Cammand : Remove the card and look into the center of the mirror of the EQU.
o e

™, verification Result x|

@ LEFT EYE : Verified.

Click [Dk] to complete issuing Smart CGard.

3. Present the Smart Card and wait until the EOU prompts the user to look into the mirror.

4. After the Iris image is captured, the result of the verification will be shown in the
Verification window. A sample of the Verification window after a successful verification
is shown below.
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|

@ Werified.
User ID : 123456
First Name : Brandy
MI :
Last Name : Park
Autharity User
Gender : Female
Enrolled Eye : Right
Warning Eye Mothing

Departrment : Division

Fuosition : Engineer

E-rmail : Erandy&lgiris.com

Address : Seoul, Korea

Phone(Haome) : 02-526-1234

Fhoneitdobile) : 019-526-1234

Phone(Office] : 02-526-1235

Enroll Date : 01/2272004 14:22:20

Start Date :

Espire Date :

Reservation Time for “isitor :

Resident Murn : BO0225-1234567

hemao 1 : herma’

hemo 2 : hemo2

hemao 3 : hMemo3

hermo 4 hemod

Mermao 5 Mermos

Try again Close
To verify a User with PIN

1. Press “Verify with PIN” field in the Verification window

2. User has to enter PIN from iCAM and press enter key (J ) on the keypad. Then iCAM will
be in capture mode.

3. Look into the center of the mirror of the iCAM.
4. After the Iris image is captured, the result of the verification will be shown in the

Verification window. A sample of the Verification window after a successful verification
is shown below.
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|

@ Werified.
User ID : 123456
First Name : Brandy
MI :
Last Name : Park
Autharity User
Gender : Female
Enrolled Eye : Right
Warning Eye Mothing

Departrment : Division

Fuosition : Engineer

E-rmail : Erandy&lgiris.com

Address : Seoul, Korea

Phone(Haome) : 02-526-1234

Fhoneitdobile) : 019-526-1234

Phone(Office] : 02-526-1235

Enroll Date : 01/2272004 14:22:20

Start Date :

Espire Date :

Reservation Time for “isitor :

Resident Murn : BO0225-1234567

hemao 1 : herma’

hemo 2 : hemo2

hemao 3 : hMemo3

hermo 4 hemod

Mermao 5 Mermos

Try again Close

5. Ifnot verified, click on the Try again button.

6. Ifyou click the Close button, the verification window will be closed.

2.5.6 Live View

This functionality is used only to view the live video from iCAM.
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&l IrisEnroll4000 x]

Program Actions Tools Help

2AQR © AH O

dentify  Verify Card Live Options

|— Live...

&

IrisEnroll4000 action status l |I‘ISE|'II'0"4000
Result | Date & Time A
@Prucessing... 5M16/2011 1:33:12 PM
@Done_ 5/16/2011 1:33:18 PM
@Live OM. 5/16/2011 1:36:09 PM ]
e Connected to IisServer. Live QM. ICAM IP:172.24 17160

2.5.7 Option Settings

The Options Item is used to set various options such as:

To set the sound volume and VFD Message of ICAM.

To change the IrisServer’s IP address.

To configure the program lock feature.

To enable/disable the fake eye detection.

To configure the items displayed in the continuous identification window.

To set which eye should be enrolled: left, right or both. When both eye’s are enrolled,
SmartCard which eye can also be configured left, right or both.

7. To set which eye for Identification and verification left, right, both or either.

oSN W e

2.5.7.1 iCAM Setting

By selecting the iCAM tab on the Option dialog box you can set the Sound Volume of ICAM and
VFD Message. By default VFD Message is Iris ID.
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[ Display T Smart Card T Eye Selection ]
iCAM T IrisServer T Lock T Countermeasure

B Set the iCAM sound volume and VFD message to display

Sound Volume - e

[ow high

YFD Message Iris ID

[v Use White LEDs during face capture

0]24 Cancel

2.5.7.2 IrisServer IP Address

The IrisServer IP Address may be set by selecting the IrisServer tab field in the Options window
and entering the IP Address of the IrisServer. If IrisEnroll is located on the same computer as
IrisServer, we recommend setting the IP Address to the loop back address (127.0.0.1).
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[ Display T smart Card T Eye Selection ]
ICAM | lrisServer:. | Lock | Countermeasure
'E Assign the IP address of the IisServer.
IrisServer IP Address :
1127.0.0.1 (ex: 160.160.47.44)
0] Cancel

2.5.7.3 Program Lock

The Program Lock functionality is used to Lock the application if there is no action within the
specified time. Once the program is locked, the Operator must re-login to use the application. The
Lock may be enabled by selecting the Lock tab field. Check the check box labeled Enable
IrisEnroll Program lock to enable the lock. To disable the program lock feature, uncheck the
check box labeled Enable IrisEnroll Program lock.
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[ Display T smart Card T Eye Selection ]
iCAN T lrisServer T Lock: T Counterrneasure
-f:";,;;. Enahling the check hox lacks the lrisEnrall4000 if there is no operatar

{@”7 activity, after the speacified time period.

[ Enahble lrisEnrolld000 program lack

=

]2 Cancel

2.5.7.4 Fake Eye Detection

Fake eye detection can be configured by selecting the fake eye tab of the option window, which
will display the following window.
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[ Display T smart Card T Eye Selection ]
iCAM T IrisSerer T Lock T ‘Countermeasure; ||

a Fake eye detection.

" Detect fake eye.

t« Don't detect fake eve.

Ok Cancel |

If you want the fake eye detection to be enabled, select the Detect fake eye radio button and
click the OK button. Fake Eyes will be detected when a user tries to enroll, identify or verify.

Fake Eye detection does increase the time required for enrollment, identification or verification,
but greatly enhances the security of the system.

If you don’t want the fake eye detection to be enabled, then select the Don’t detect fake eye
option and click the OK button. If so, fake eye will NOT be detected when a user tries to enroll,
identify or verify.

€ Caution: Limitation of ambient light in working environment

— When Fake Eye Detection is not used: 1,000 Ix Fluorescent light and 100 Ix
Incandescent or sunlight.

— When Fake Eye Detection is used: 500 Ix Fluorescent light and 50 Ix Incandescent or
sunlight.

— Ifthe ambient light exceeds the limitation, the False Reject Rate will be increased.
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2.5.7.5 Display

Items to be displayed during the continuous identification mode may be selected by checking
check boxes below (Refer to the section 2.4.4. Identify in this manual).

All check boxes are checked by default when IrisEnroll program is first installed. If you click on
the Select all button, all check boxes are checked. If you click on Clear all button, all check boxes
are unchecked.

[ iCAM T IrisSernver T Lock ]_T Countermeasure
Display: T Smart Card T Eye Selection
Choose the displayed items in identification mode by selecting the
desired check boxes.

[v UserID [+ Photo

v Department [v E-rmail

[v Fhone {Horme) [v Fosition

[v Enroll Date [v Address

v Reservation time far visitor [v Fhone (Maohile)

v Resident Mumber v Phaone (Office)

v Start Date v Expire Date

W Merma W Mermo 2 W Memo 3

W Mermo 4 W Memo 5

Select all Clear all
834 Cancel

2.5.7.6 Smart Card

Using the Smart Card tab of the Options window you can configure Smart Card Data Format,
Encryption key for GSC-IS Format, and Block Offset for HID iClass and Mifare smart cards.
Selecting this tab displays the following window.
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L Options

[ AN T IrisServer T Lock Countermeasure
Display T ‘Smart Card’ T Eye Selection

% Configure SmartCard options using iCam YWeb Configuration.

[v Llse Smart Card

SmartCard Type (in iCAM) . HID iClass

Data Format : |GSC-IS FORMAT |

Encryption : |N|:|ne j

LIzse lrisServer to configure 1A EAC Format keys

[v Always lssue Smart Card [v Send lrisCode to IrisServer
Block Cffzet (hexadecimal): 13
Book : |EI|:||:|I-:1 j
Application Area for Blank Card (16K/Z) |App|icatiun 2 j
The offset anly needs to be changed if staring
nor-lrisAccess information on the SmartCard Setto Defaults |
)4 | Cancel |

“SmartCard Type (in iCAM) :” - displays the currently configured smart card type in iCAM. It
also displays appropriate error message if there is any error while accessing the smartcard
reader on iCAM.

Tip: You can use iCAM Web Configuration to configure the smart card options in iCAM.

You may also configure the options “Always Issue Smart Card” and “Send IrisCode to IrisServer”.
By default, “Always Issue Smart Card” options are deselected.

The length of “Block Offset” is 1 byte (2 hexadecimal characters). Block Offset needs to be set
only if storing non IrisAccess information. The valid values (range) for offset depends on the

smartcard type.

Configure smartcard book selection by selecting an item (‘Book 0’ or ‘Book 1’) from ‘Book’
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combo box. ‘Book 1’ configuration is applicable only for 32K smartcards. ‘Book 0’ can be
configured for 16K/2, 16K/16 and 32K cards.

Smartcard Application area can be configured by selecting an item (‘Application 1’ or
‘Application 2’) from the combo box with title ‘Application Area for Blank Card (16K/2)’. This
configuration is applicable only for blank cards (16K/2).

When issuing Smart cards, data format and type of encryption to use may be set in this tab.

“Data Format” displays the formats supported for Smart Cards namely, IA EAC Format and
GSC-IS Format. When set to GSC-IS format, type of encryption can be set to AES, DES, DES3 or no
encryption. In each of these, the encryption key file containing the corresponding encryption key
has to be loaded clicking “Get Keys From File” button. Once set, the Smart Cards will be issued in
the specified format with specified encryption.

“Get Keys From File” - Click this button to load the file containing the encryption key for the
selected encryption type.

“Set to Defaults” - Click this button to set the default values for “Block Offset”, Book Selection
and Application Area Selection for Blank Card.

“Always Issue Smartcard” checkbox - When this is checked, IrisEnroll will issue a Smart Card
for every user enrolled.

When this is unchecked, the operator can decide whether to issue a card and also the type of card
to be issued during the enrollment process. In this case the “Card” combo box on the “User
Information” window of the enrollment process provides 3 options to select from,

»n n

“None”, "Smartcard” and “Prox Card”.

“Send IrisCode to IrisServer” checkbox - Selecting this checkbox configures IrisEnroll to send
the IrisCode to the IrisServer after enrolling the user.

When “Send IrisCode to IrisServer” checkbox is deselected, the IrisCode is not sent to the
IrisServer after enrolling. This option can be used to save the IrisCode on a Smart Card only
instead of the IrisServer.

*Caution: if the “Card” combo box of the “User Information” window has “None” or “Prox card”
selected, the IrisCode will not be saved anywhere.
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2.5.7.7 Eye Selection

- Options

I iCAM [ lrisSewer |

Lock

Dizplay T smart Card

| iEye Selection

’_T Countermeasure

a Select eye(s) for each action

[dentification fYerification

" Left Eve (" Right Eyve

(" Either Eye f* Alternating Eve

[ Get eye selection from smart card

Enrallment

(" Left Eve " Right Eve

Issue Smart Card while Enrolliment

" Left Eve " Right Eve

(" Both Eves

(« Hoth Eves

f« Both Eves

8]24

Cancel

In this tab user can set which eye should be considered while Identification and Verification, Left,

Right, Both or Either.

User can also set which eye should be enrolled Left, Right or Both.
If smartcard is disabled “Issue Smart Card” group is also disabled else enabled.
If user is enrolling both eyes he can select for which eye he wants Smart Card Left, Right or Both.
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2.6 IrisAccess™ IrisMonitor
2.6.1 How to Run IrisMonitor

1. To start the IrisMonitor, click on the IrisMonitor menu item. The location of the
program is shown in the figure below.

Foxit Reader ;I
Games

Google Chrome

iICAM TD100 VDM

iData EAC Toolkit 4000 Version 1.04.04
iData SDK

InfraRecorder

Intel(R) Matrix Storage Manager
IrisAccelerator

IrisAccess(TM) EAC SW V3.02

W IisDBAdmIn

mvegvari

Documents

Pictures

Music
[=] rrisenrolo00
{2 ISICUAdmMIN4000
. Games
&7 TrisManager
] IrisMonitor i

W] rrisserver
Juniper Netwarks

Control Panel

Macrobject
Maintenance Devices and Printers
Mahvarebytes' Anti-Mabware
Microsoft Office LI Help and Support
1 Back

I Search programs and files @J Shut down 4 |

2. Successful execution of IrisMonitor will display the following Login window for
entering the ID and Password information.

E Cinly authorized operator can run Irishdonitor. Enter
- the operator [0 and password for the operator

authentication.

D e

Paszsword Cancel

3. IrisMonitor can be executed by the IrisMonitor Operators and Administrators only.
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2.6.2 How to Login to IrisMonitor

Running the IrisMonitor will open the Login window shown below.

E Cinly authorized operator can run Irishdonitor. Enter
- the operator [0 and password for the operator

authentication.

D administratar e

|

Paszsword Cancel

1. Enter the ID and Password of an operator with monitoring rights or an Administrator.
Click on the OK button.
€ The Default ID and password are “administrator” and “iris3000” respectively. They
may be changed by an administrator.
(Refer to the section 2.2.8.2 Modification of the Administrator/Operator)

If the login to the IrisMonitor is successful, then you may see the following Notice
window on the screen, if the password is not secured. (When you login with the default
password “iris3000")

[BNotice x|

The password you entered is not secure. It is
recommended that you should change the passwaord.

Do you want to change the password now ¥

Mo |

[T Don't open this window next time. Cloze |

Click on No to continue with the same password.
Click on Yes to open the following Password window used to change the password.
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B rassword x|
i—)i The current passward can be changed.

Operator D : ladministratar

Current Password : ||

Mew Password :

Confirm Password :

(] Cancel |

Enter the correct value in the Current Password field, and enter the new password in the
New Password and the Confirm Password fields before clicking on the OK button.

The IrisMonitor screen will be opened after changing the password successfully or

aborting the password changing operation.

The same IrisMonitor window will be displayed without the Notice window, if the ID

and Password are valid and the password is secured.

.-: IrisMonitor

Program  Tools Help

P» X

IrisEnroll  IrisManager

i‘ﬂ?\

Password Options Help

Connection Status
& roOU @y & EOU @AY 3 isMonitor (141) 3 lrisManager 3 IrisServer
. !

IrisMonitor

.
Results | Date & Time | Door | User Name | User D |

isplay How Im

rRoU |

EQL) TIrisMonitorTIrisManagerT IrisServer

TER LR W N

&l

Remaotel

BN NN NSNS S S NN NN NN SN NN NN NN NN E NN NN EEEEEEEEEEEEEEEE
A

Results | Drate & Time | Mode Hame | Made 10

4| | 0

gl

Remota2

Monitorine frame 1

Monitorine frame 2

A CARNeMBls Wd3CK/ M s s s s s s S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEnnal

4122002 8:22 P &
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The following messages will be displayed in the top monitoring frame on user access.

Messages on access:

Denied (User ID found, Iris not tried) Warnina
Denied (User ID found, Iris not matched) IWarning1
Denied (User ID not enrolled) Warning
Accepted

Accepted (Coming in and out during special time) Warning
Accepted (Warning eye) Warning
Accepted (Super User)

Denied (Unauthorized -No access authority for door) Warning
Denied (Unauthorized -No access authority for time) \Warning
Denied (Expired) ’Warningj
Denied (Unauthorized -Iris NOT enrolled or No access authority) ’Warning{
Denied (Fake Eye) Warning
Denied (Door access trial overtime) Warnind
Identified

Not Identified (Iris check failed) Warnina
Not Identified (Iris NOT enrolled) Warniné
Verified

Not Verified (Iris check failed) Warnina
Not Verified (Iris NOT enrolled) Warniné
Denied (Card ID not found, Iris matched, Live eye check failed) Warnina
Denied (Card ID not found, Iris matched) |Warning1
Denied (Card ID not found, Time Out) \Warning|
Denied (Verification failed, but Iris matched, Live eye check failed) \Warning
Denied (Verification failed, but Iris matched) \Warning
Denied (Verified, Live eye check failed) \Warning
Denied (Verified, Unauthorized) \Warning|
Denied (Verification Time Out) \Warning
Denied (Wiegand format error - Wrong facility code) Warning
Denied (Wiegand format error - Parity error) \Warning
Denied (Wiegand format error - Wrong facility code and Parity error) \Warning

The following system status messages will be displayed in the lower monitoring frame.

Message on system status
IrisEnroll connected
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IrisEnroll disconnected

IrisManager connected
IrisManager disconnected

IrisMonitor connected
IrisMonitor disconnected

IrisServer ON
IrisServer OFF

Remote unit connected
Remote unit disconnected

Fail to execute IrisEnroll (Unauthorized)
Fail to execute IrisManager (Unauthorized)
Fail to execute IrisMonitor (Unauthorized)

Video connection Error (ROU)
Serial connection Error (ROU)
Video connection Error (EOU)
Serial connection Error (EOU)

Door open overtime

Server DB is inconsistent with remote DB
Door opened by force

Disk is full

Alarm on
Alarm off

ROU Tamper ON (ROU opened)
ROU Tamper OFF (ROU closed)
ICU Tamper ON (ICU opened)
ICU Tamper OFF (ICU closed)

Egress ON
Egress OFF
RS422 format Error

Wiegand format Error
DB open Error
Frame grabber Open Error

Video connection Normal

Warning

Erro

Error|
Error|
Error

\Warning
\Warning

IWarning{

arnin

Error

Error
Error

Error
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Do back up now!
Configuration file open error

IR-LED failure (700nm)
IR-LED failure (800nm)
Card Reader error

Warning eye to GPO on
Warning eye to GPO off

Door open overtime to GPO on
Door open overtime to GPO off
Fire alarm to GPO on

Fire alarm to GPO off
ICU/DCU tamper to GPO on
ICU/DCU tamper to GPO off
ROU tamper to GPO on

ROU tamper to GPO off
Identify to GPO on

Identify to GPO off

Door lock but open to GPO on
Door lock but open to GPO off
ICU shutdown after GPO

ICU installation is completed
Card ID matched to GPO on
Card ID matched to GPO off
ICU Configuration File Error
Database Checksum Error

iCAM tamper to GPO on
iCAM tamper to GPO off

iCAM Full Auto-Upgrade started

iCAM Full Auto-Upgrade in progress

iCAM Full Auto-Upgrade completed

iCAM is being rebooted as its software is auto-upgraded
iCAM Software Auto-Upgrade failed

Connected to iCAM
Disconnected from iCAM
Failed to connect to iCAM

2.6.3 Other Program Launch

Error
Error
Error

IrisMonitor may be used to start the other programs (IrisEnroll and IrisManager).
This can be done by selecting the desired program from the Program menu or from the toolbar.
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2.6.4 System Status

The information about the Programs and the Control units can be obtained by selecting the
desired Program / Optical unit tab in the IrisMonitor window. This section of IrisMonitor is
indicated by an arrow in the picture below.

!—. IrisMonitor _10f x|
Program  Tools Help
L=
P Z & 7
IrisEnroll  IrisManager | Passwaord Options Help
Connection Status
[@ ROU 2y & EoU @AY 3 isMonitor (141) 3 IrisManager 3 IrisServer IrisMonitor
Results | Date & Time | Door | User Mame | User ID | Display How I|CDﬂ 'I
SN E NSNS NSNS SEEEEEEEEEEEEEEEE
= ROU T EQU T IrisMonitorTIrisManagerT IrisServer
.
: ¥ T :
J L
|l &l :
»Remaotal  Remate2 =
. .
: "
n L
L] u -
: «— |
: n
. -
. -
. .
< | IDRNE .
-
Results | Drate & Time | Mode Hame | Made 10 : =
. .
: "
- "
n L
. -
. -
- "
n L
. -
. -
- "
n L
. -
-
= L
- n
: "
-
| | || Sssssssssssssssssssssssssssssssnns®
Fiaw= Connected to IrisServer. 4j212002 | B22FM

For example, the information about Monitor1 may be viewed by selecting the IrisMonitor tab and
then double-clicking on Monitor1 from the resulting window. The information about the selected
IrisMonitor (Monitor1) will be opened in a new window as shown below.
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8 svonitor Information |

IrisMonitor ID : 22000
Iristonitor Name :  Monitorl

IP Address : 192.168.1.87
Connection Status :  Connected

Description :  Monitor1

2.6.5 Option Settings

The Options Item is used to set the various options like

1. The IP address of IrisServer

2. The Display of the User ID in the transaction list.

3. By selecting the warnings from the list of warnings and setting the IrisMonitor sounds
upon a specified situation.

To configure the Options in IrisMonitor,

1. Only Authorized operators can change the Options.
2. Selecting options from the Tools menu will result in this popup window.

E Only authorized operator can change the set
i options. Enter the operator |D and password for

the operator authentication.

D | 0K

FPassword | Cancel

3. Enter Password and press OK. If the operator has the appropriate access rights, the
Operator will be allowed to change the settings and the following window will be
displayed.
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x|

T IrisServer T Display

& By selecting 'Use sound for Warning' check box, the sounds are available at ermergency or specified situations.

—What
Select all Unselect all
[~ Warning eye [~ Alarm
[ Unauthorized access trial (For door) [ Rermote unit disconnected (TCRAR)
™ Unauthorized access trial (For time) [~ Remate Unit £ iCAM tampered
[ Unauthorized access trial (Expired) [T ICU # DCU is tampered
[ Unauthorized access trial (Mot enrolled)
[ Unauthorized access trial (Iris check failed) ™ Disk is full

[~ Door access trial overtime ™" Database log is full

[~ ROU video connection error [~ ROU serial connection error

—1 Use Sound for Warning

= Default Setting : Regardless of warning type, this uses the same sound. e

= Tanually Setting : According towarning type, this uses different sound.

Warning eye | After selecting warning type in listbox, Set each sound.
Unauthorized access trial (For doar)
Unauthorized access trial (For time)
Unauthorized access trial (Expired) SoundiBrowse. . | - |
(
(

Unauthorized access trial (Mot enrolled)
Unauthorized access trial (s check failed) |

=¥ | Flay sound periodically until Watning' button in the main windovw is clicked

Warning Interval : |3 sec [(between 1 and 60)

QK Cancel

2.6.5.1 Setting the IP Address of IrisServer
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& Options =

YWarning sound il IrisServer | Display

'E The IP address of lrisServer can be assigned.

Iriszemer IP Address J12?.EI.EI.1

[ex: 1B60.160.47.44]

1. The Options window with the IrisServer tab field selected is shown above. This window
may be used to specify the IP address of the IrisServer in the text box labeled with
IrisServer IP Address. If IrisMonitor is located on the same computer as IrisServer, we
recommend using the loopback address (127.0.0.1) as the [P Address.

2. Click on the OK button to register these changes.
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2.6.5.2 Selecting the Display of User ID

_ﬂ'_ Options ﬂ

WWarning T IrisSerer T Display

Check"Display User ID" box for User ID to he
displayved in the transaction list.

¥ Display User ID

] | Cancel |

1. The Options window with the Display tab field selected is shown above. This window
can be used to select whether the user ID will be displayed in the transaction list.

2. Click on the OK button to register these changes.
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2.6.5.3 Specifying the Warnings

1. You configure the types of warnings received by IrisMonitor and how IrisMonitor
notifies the Operator of the warning. These options are set on the Warning Sound Tab
on the Options window as shown below.

Warning T IrisServer T Display

& By selecting 'Use sound for Warning' check box, the sounds are available at emergency or specified situations.

Wihat
Select all Ungelect all
W Warning eye v Alarrm
v Unauthorized access trial (For door) v Rernote unit disconnected (TCPAR)
W Unauthorized access trial (For tima) W Rernote Unit / iCAM tarnpered
W Unauthorized access trial (Expired) W IZUJ DCU s tampered
v Unauthorized access trial (Mot enrolled)
v Unauthorized access trial (Iris check failed) v Disk is full

v Door access trial overtime Iv Database log is full

v RO video connection error [w ROU serial connection error

v Use Sound for Warning

:

" Default Setting : Regardless of warning type, this uses the same sound.

FITRR]

& ianually Setting : According to warning type, this uses diferent sound.:

Yyarning eye # After selecting warning type in listbox, Set each sound.
Unauthorized access trial (For door)
Unauthorized access trial (For time)

mn
““' Sound Browse” Sua, l' |

-~
‘Program FilesiLG an?® *
o R e S Dt auitSound wav

{

(
Unauthorized access trial (Expired)
Unauthorized access trial (Mot enrolled) '.
Unauthorized access trial (Iris check failed) ¥ E

v Play sound periodically until “Warning' button e ma.ln wm%w isC

Warning t&”ﬁ@g‘@t‘ig‘febox [ s (between1 a Oun& aIreCtory box

ik | Cancel |

XXXXXXXXXXXXXXXXX XXX XX XXX XXX XX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX

2. If the Use Sound for Warning option is selected, the details of the sound warning may
be configured. Once configured, IrisMonitor will play the configured sound when the
specified event occurs.

3. Select the Warning types to monitor in the top part of the window. When selected,
IrisMonitor will display a warning when the specified event occurs.

a. Click the Select all button to select all the warnings in the What part of the
window
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° o

g.

Click the Unselect all button to deselect all the warnings in the What part of the
window.

Set warning sound. You may configure the Use Sound setting as follows:

Default Setting: The same sound is played regardless of warning type

Manually Setting: You can set a different sound for each warning type.

Click on Default Sound or Sound Browse button to select a sound file in .wav
format. Several sounds are provided in the IrisAccess sound directory (default
location: C:\Program Files\Iris ID\IrisAccess\Sound)).

By default, the sound has been set to “...IrisAccess\Sound\DefaultSound.wav.”

If you click on the P button, can hear the selected sound.

Check the Play sound periodically .. checkbox to have the sound play
continuously until the Operator clears the warning by pressing the Check button
on the main IrisMonitor window. If this option is unchecked, the sound will only
play once to signify a warning.

Click on the OK button after setting the desired configuration..

(* When this system alarm sounds for notification of a warning, click on the check button
indicated in the following diagram. to stop the sound.)

™ IrisMonitor =10 x|
Program  Tools Help
{ =
D 2 Ei 2 Check button
1 - 5
IrisEnrall  IrisManager | Password Options Help
Connection Statug— o meesssssssessssssasanaas Ao nrroC oo oooCAeo
’7(3 ROU (072) & EOU @AY 3 lisMonitor (141) £ IrisManager <3 IrisServer : IrisMonitor
:ll_ llllllllllllllllllllllllllllllllll L]
Results | Date & Time | Door | Username | User D | Display How IlCDﬂ "
RoOu T EOU T IrisMDnimrTIrisManagerT IrisServer
el el
Rermotel Remote2
«| | ol
Results | Date & Time | MHode Hame | Made 1D
4| | |
|=I_b= Connected to IrisServer. 4122002 2:22 PM 4
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2.6.6 Password

The current password of the IrisMonitor operator may be changed using this feature.

1. Select the Change Password Item from the Tools menu in the menu bar or select the
Password icon from the tool bar, to open the following Password window.

2. Enter the current password.
3. Enter the New password and Confirm Password to confirm the new password.

4. Click on the OK button to complete the password change operation.

™ password x|
-)i The current passward can be changed.

Operator D fadministratar

Current Passwoard ; ||

Mew Password :

Confirm Password :

] 4 Cancel

2.6.7 Time & Attendance Display information

Function key information is displayed on the IrisMonitor window along with transaction logs. If the
time and attendance feature is disabled, then function key value is blank. Otherwise, the entered
function key value is displayed in transaction log. If the user fails to press a valid function key within
the timeout period, the log displays the function key value as 0.

173



IrisAccess™ Operational Manual

Program Tools Help

» . X

TrisEnroll IrisManager

Connection Status
O Remote (2/4)

3]

Change Password

@ IrisEnroll (0/8)

Options

& IrisMonitor (1/8)

1

Help

© IrisManager

O IrisServer

Display

(& Remote unit connected

£ Jinju - Xshell ...

& Fiezilla

10/24/2011 16:07:14

@ OPTION3 -T...

Jinju

Aw si-risbuid - ...

34

B IrisServer

2.6.8 Remote Unit Created for iCAM7100 - Option 3

Results | Date & Time I Door | Function Key | User|
@ Accepted 10/24/2011 15:56:49  Jinju Ajay
(@ Accepted 10/24/2011 15:56:59  Jinju Ajay
&Denied (Unauthorized - Iris NOT enrolled o... 10/24/2011 15:57:12  Jinju

(@ Accepted 10/24/2011 16:07:24  Jinju 5 Ajay
@ Accepted 10/24/2011 16:07:33  Jinju 4 Ajay
&) Accepted 10/24/2011 16:07:43  Jinju 0 Ajay
@ Accepted 10/24/2011 16:07:50  Jinju 2 Ajay
@ Accepted 10/24/2011 16:07:56  Jinju 1 Ajay
< | >
Results Date & Time Node Name Node ID

() Remote unit connected 10/24/2011 15:56:30  Jinju 34

&_Remote unit disconnected 10/24/2011 16:05:59  Jinju 34

Remote |

Jinju2 120_1

/> IisID-iCAM... | .= Option3Admin

M IrisMoritor

Remote units created for Option3 is visible in IrisMonitor as shown below:
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IrisMonitor

Program Tools Help

?

«
Help

&8

Options

&

IrisManager

» .

IrisEnroll Change Password

Connection Status

{3 Remote (3/4) & IrisEnroll (0/3) % IrisMonitor (1/8) & IisManager {3} IrisServer
Results | Date & Time ‘ Door Function Key | User|
@Accepled 10/24/2011 12:14:04  Jinju2 5 Ajay
@Accepled 10/24/2011 12:14:11  Jinju2 4 Ajay
@Accepted 10/24/2011 12:14:23  Jinju2 0 Ajay
@Accepled 10/24/2011 12:14:30  Jinju2 1 Ajay
@Accepled 10/24/2011 12:14:36  Jinju2 2 Ajay
@Accepled 10/24/2011 12:14:54  Jinju 2 Ajay
@Accepled 10/24/2011 12:15:01  Jinju 1 Ajay
@Accepled 10/24/2011 12:15:11  Jinju 4 Ajay
@Accepled 10/24/2011 12:15:27  Jinju 0 Ajay
8\ Denied (Unauthorized - Iris NOT enrolled 0. 10/24/2011 12:15:34  Jinju
Ad | 2
Results Date & Time | Node Name Node ID

Z FileZila Databases

4 OPTION3...

lcon =

Display

Remote T IrisEnrall T InsMnmturTlnsMaﬂageﬂ' IrisServer

IrisServer
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2.6.9 IrisAccess™ IrisDBAdmin

IrisDBAdmin is a database administration tool for MS Access, MS SQL Server and Oracle that
makes it easier for a database administrator to backup, import, create, drop, upgrade and
manage the IrisServer database.

The type of database used as the IrisServer database is set only during installation. The default
database type is MS Access, and is sufficient for most installations.

When MS Access is used as the IrisServer database, the only functions used in IrisDBAdmin are
upgrade or import.

To use MS Access as the database type, MS Access does NOT need to be installed.

MS SQL Server and/or Oracle are supported in IrisAccess™ iData EAC software (when selected
during installation).

In order to use Oracle, the Oracle DBMS should be installed on a database server PC and Oracle
Objects for Oracle should be installed on Iris Server PC.

2.6.10 How to Run IrisDBAdmin

To start the IrisDBAdmin program, click on the IrisDBAdmin menu item. The location of the
program is shown in the figure below.

Foxit Reader d
Games
Google Chrome
ICAM TD100 VDM
iData EAC Toolkit 4000 Version 1.04.04
iData SDK.
InfraRecorder
Intel(R) Matrix Storage Manager
IrisAccelerator
. TrisAccess(TM) EAC SW V3.02
; IrisDBAdmin
=) 1risEnrol4o00
2 IrsICUAIMIN4000
& TrisManager
& trisMonitor
W7 rrisServer
Juniper Networks
Macrobject
Maintenance
Malwarebytes' Anti-Mahware

Microsoft Office LI Help and Support
1 Back

Search programs and files lEJ Shut down 3 |

Documents

Pictures

Music

Games

—  Computer

Control Panel

Devices and Printers
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2.6.11 IrisDBAdmin for MS ACCESS Database

When used with a MS Access database, IrisDBAdmin allows a user to backup, import, upgrade
and import the IrisServer database.

1. When IrisDBAdmin is started, it will display the following window to select the path of
the IrisServer database. (Default location is C:\Program Files\Iris ID\IrisAccess\)

"= Database file

= In M3 ACCESS maode, Only the ‘Upgrade database’, Imponrt
' database’, ‘Merge user data’ or ‘Backup database’ button is
available.

Database file :
|k3:1F'rngrarn Files\ris IDVrisAccessiUA3I00050B. mdb

Ok Cancel

2. If the selected IrisServer database is from a previous version of the IrisAccess software,
you will see the following message about upgrading IrisServer database.

IrisDBAdmin x|

i Current IrisServer DB must be upgraded to the Yersion 2.0 (Produck Yersion 2,050,
It is strongly recommended ko backup the existing IrisServer DB before uparading,

3. Click on the OK button. You must upgrade the IrisServer database before using it with
IrisServer. We recommend backing up the database file before upgrading.
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2.6.11.1 Upgrading Database

*= IrisDBAdmin

Program Database Operator Help

IrisAccess™EAC SIW -IrisDBAdmin

-,

-,

S

) [risDBAdmMIn is a utility to install the
[A3000508B into DBMS and to administrate
. J USErs.

-,

Upgrade Database

E

-,

e

-,

e

This is used to upgrade an older
version ofthe lrighAccess database to
the current Database version.

-,

e

-,

%€ ||9||% e @@

e

-,

=
m
=
=]
m
a
n
m
=
()
w
=
o

S

Ezxit

.-
.

1. Click on the Upgrade Database button or select the Upgrade Database item from the
Database(D) menu item in the menu bar and the next window will open to confirm the
upgrade of the IrisServer DB.

Upgrade Database ]

The Irisserver should be closed before uparading.
Do you wank bo upgrade now?

2. Click on the Yes button and IrisDBAdmin performs an upgrade of the IrisServer DB.
When the upgrade completes, the following window will be displayed.
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*= IrisDBAdmin

Program Database Operator Help

IrisBeccass™EAC SIW - IrisDBAdmin

-

-

N

-

-

Uparade Datahase

-

-

Databaze upgraded

: .
i

-

1 ) Database upgraded
0] .4

-

-

-

-

=
o
-
=
ac]
o
o
o
—
o
a
—
a

-

-

Exit

.-
.

2.6.11.2 Importing Database

IrisDBAdmin allows users to import an existing IrisServer DB from MS Access, MS SQL
server or Oracle.
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*= IrisDBAdmin

Program Database Operator  Help

IrisAccess™EAC SIW - IrisDBAdmin

- o

[risDBAdMIn is a utility to install the
53000508 into DBMS and to administrate
USErs.

Backup Datahase

. This iz usedto import an existing
IrisAccess Database from either M5
Access, M3 SCL server ar Oracle.
Caution: This will overatite the current
IrisAccess Database.

=
o
P
é Import Database
i?
-
|

ﬁ Merge Uzser Data

Exit

. n,

1. Click on the Import Database button or select the Import Database item in the
Database (D) menu item in the menu bar and the next window will open to confirm the
import of the IrisServer database.

Import Database x|

The IrisServer should be closed before importing.
Do yaou want ko import dakabase now?

2. Click on the Yes button and IrisDBAdmin begins importing the IrisServer database.
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E_ [Database conversion

field for connecting to the database.

. Select the type of database to import and enter each

f+ microsoft Access Datahase

Select the file(.mdb) to import from:

Browse |

= M5 SOL Server

Server Marme |

User D |

FPassword |

" DOracle

User D ||giri5

FPassword |

Sernice |

Start

Cancel

Select the type of database to import and enter the information to each field for
connecting to the database.

A.

If importing the IrisServer database from Microsoft Access Database, click on

the Browse button and select the database file.

f* Microsoft Access Database

Select the file(.mdb) to import from:

|C:*.F'rngram Filesiris ID\risAccessil

If importing the IrisServer database from MS SQL Server, enter the Server Name

(or IP Address), ID and Password for the MS SQL Server that you want to connect to.
The following figure is the sample for connecting to the MS SQL Server named

“irisserver”.
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i+ M3 SC0L Server

Server Name : si-ajapwish\SQLEXPRESS
User D : |sa
Password [rerees

€ Server name is the name of the computer that MS SQL Server is installed on.

€ Only MS SQL Server administrator(s) can import from MS SQL Server by using
an ID and password that are registered in MS SQL Server

€ User ID is case sensitive.

C. If importing the IrisServer database from Oracle, enter the ID, Password and
Service Name for the Oracle server that you want to import from. The following
figure is a sample for connecting the Oracle named “oracle_irisserver”.

f+ Oracle
UserlD : |Igiris
Password : |*******x**
Senvice : |orcalc_irisserver
€ To use IrisDBAdmin to import from Oracle, 0040 Program (Client for
Windows 98/NT/2000/XP) must be installed on the IrisDBAdmin computer.
€ You can install 0040 for Windows 98/NT/2000/XP though EAC S/W CD package.
€ The name of the install program is Oracle Universal Installer 2.2 and we
recommend the administrator type of installation.
€ After installation, set the Service Name for Oracle though the Enterprise Manager

Console.
4. C(Click on the Start button.

5. Ifthe IrisServer database is imported successfully, you will see the window below.
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*= IrisDBAdmin

Program Database Operator Help

IrisBeccass™EAC SIW - IrisDBAdmin

-~ =

Import Database

Databasze imported

1 J Database imported
0] 4

=
o
P
=
-
|

If IrisDBAdmin fails to connect to database, the following messages will open on the

screen.

IrisDBAdmin IrisDBAdmin
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2.6.11.3 Database Backup

You can create a backup of your database file to prevent data loss caused by disk failures, power
outrages, virus infections and other potentially damaging events. The backup database created
by this process will include the information of users, operators, remotes, holidays, time groups
and remote groups.

Note: IrisServer must be closed before beginning the backup procedure.

1. Select the Back up Database item on the Database(D) menu item in the menu bar or
click on the Back up Database button to open the following window.

i

The IrisServer should be closed before backup,
Do you want bo back up database now?

2. Click on the Yes button and the next window will open.

f+ Backup in M3 Access Database format (mdb file)

DB 1 Log
DB backup destination :
D\Databases)
Browse._. | Show full path

Backup File Mame :
IrisBackup.mdb|

Backup DB now !

Latest backup date :

3. Click on the Browse... button and select the folder in which DB backup file will be located.
4. Enter the name of the backup file.

5. Click on the Backup DB now! Button. If the DB backup is successfully completed, the next
window will display.
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x|
Window for DB and log (transaction, system and
operation log) back-up.
DB 1 Log ]
DE backup destination (manual) :
|F:1F'r|:|gram Files\LG ElectronicsilrisAccess 3000
 Browse... | Show full path |
Backup File Narme et L E
[Testo714.muh
@ Backup completed
Latest Backup Da
Cloge

6. Click on the Close button to close the backup window.

2.6.11.4 Log Backup

You may create a backup of your log files - transaction, system and operation log file. The

backup log file’s name created after log back up must not be changed. If the name is
changed, IrisServer will be unable to filter the information from the backup log files into reports.
If you do a log backup, the logs will be removed from the database.

1. Select the Backup Database item in the Database(D) menu item in the menu bar or click
on the Backup Database button to open the following window.

Back up database ]

The Irisserver should be closed before backup,
Do you want bo back up database now?

2. Click on the Yes button and the next window will open.

3. Select the Log tab to display the following window.
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i* Backupin M3 Access Database farmat (. mdb file)

DB | Log

Log backup destination :
DA\Databasesh

Show full path

Backup log now !

Latest hackup date :

4. Click on the Browse button to select the folder in which log backup file will be located.

5. Click on the Backup log now! Button, to display the following window.

IrisDBAdmin

6. Click on the Yes button. If the Log backup is successfully completed, the next window will
display.
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Window for DB and log (transaction, systern and

operation log) back-up.

DB | Log

Log backup destination :

FiProgram Filesi\LG ElectronicstrisAccess 3000

Latest Backu, @ Backup completed

Close

7. Click on the Close button to close the backup.

2.6.11.5 Merging User Data

User data can be merged from one database to another database. Merge User data is possible

through MS Access, Oracle and SQL server.
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*= IrisDBAdmin

Program Database Operator  Help

IrisAccess™EAC SIW - IrisDBAdmin

- o

) [risDBAdMIn is a utility to install the
3000208 into DBEMS and to administrate
) Users.
Import Database
: This iz uzedto merge user data from

another [risAccess databhase (M5
Access or MS SCGL Semver ar Oracle)

v
L
Vi
&
-
 J
S

To merge the user data from one database to another database follow the procedure given
below:

1. Click on the Merge User Data button or select the Merge User Data item from the
database (D) menu item in the menu bar. The following window will open. You can
choose merge the data options and give source database details.
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i, Merge User Data El

Merge user data from another Database

Access Rights for imported users ;
( & Al {Full Access): ¢ Mone (Mo Access)

[T Owverwrite existing user data if lisCode matches

—Source Database :

Merge Lag | Browse. . |
_Select_ |

Type Select ..

MHame :

filerge | cancel |

2. Merge User Data - Options:

e If All Access Rights has to be given to the user, select the All (Full Access) radio

button,
e If No Access Rights has to be given to the user, select the None (No Access) radio

button,
e If the data should be overwritten in case of IrisCode match, check the Overwrite
existing user data if IrisCode matches check box.

3. Click on Browse button to select the Log file path. Errors or/and conflicts which occur
during Merge operation will be written to the Log file.
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5 ave jn; IE‘ Temp j = cF ER-

DEMerge_04-Feb-2005_14492.l0g

ty Documents

o

ky Computer

File: name: EZIEII--inE:ruE 16-Feb-2005 10426.1og j Save I
j Cancel |

4

Save as ype: ILu:ug Files [*.log)

Select the log file path, and enter log file name.

4. Click on Select... button to select the source database, the following window will be
opened.
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@ select Source Database x|

. Select the type of database to merge from and enter
each field for connecting to the database.

& Microsoft Access Databasel

Select the file(.mdb) to merge from:

Browse. ..

= MS S0L Server

Serer Marne |

User D |

FPassword |

= Oracle

User|D: [1miris

Fasgword |

Service |

] Cancel

5. Select the type of source database to merge from and enter the information to each field
to connect to the database.

A. If_Merging the database from Microsoft Access database, click on the Browse
button and select the database file.

i+ Microsoft Access Database

Select the file{.mdb) to merge from:

|C:1F‘rngram Files\ris IDVrisAccessl.

B. If Merging the database from MS SQL Server, enter the Server Name (or IP

Address), ID and Password for the MS SQL Server that you want to connect to.
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* M5 SOL Server

Server Mame  |irisserver

Lser D |53

Password Im

€ Server name is the name of the computer that MS SQL Server is installed on.

€ Only MS SQL Server administrator(s) can import from MS SQL Server by using
an ID and password that are registered in MS SQL Server

€ User ID is case sensitive.

C. If Merging the database from Oracle, enter the ID, Password and Service Name
for the Oracle server that you want to import from.

f* Oracle
Liser 1D I|giri5
Fassward e
Service |oracle_irisserver
€ To use to merge from Oracle, 0040 Program (Client for Windows
98/NT/2000/XP) must be installed on the IrisDBAdmin computer.
€ You can install 0040 for Windows 98/NT/2000/XP though EAC S/W CD package.
€ The name of the install program is Oracle Universal Installer 2.2 and we
recommend the administrator type of installation.
€ After installation, set the Service Name for Oracle though the Enterprise Manager

Console.
6. Click on Merge button.
7. Ifthe Merge is success, the following message will be displayed.

IrisDBAdmin x|

L.
\ 11) IUser daka merge completed. Refer log File For details.
.‘-'.

8. Ifthe Merge is not success, the following message will be displayed.
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IrisDBAdmiIn x|

L] ": Failed ko merge user data, Refer log File For dekails,

In case of failure, refer to log file for, more details.
9. Iffailed to connect to Source database, the following messages will be displayed.

IrisDBAdmIn : |l 1risDBAdmin x|

& Fail ko connect ko database. L] "-n.‘ Failed ta merge user daka. Refer log File For details,
.

2.6.12 IrisDBAdmin for MS SQL Server

1. When using IrisDBAdmin with MS SQL Server, IrisDBAdmin will display the following
Connect window to enter the MS SQL Server connection information required to execute
the IrisDBAdmin.

2. Enter the name (or IP address), ID and Password of the MS SQL Server in each field. And
then click Connect button to connect to the MS SQL Server.

5= Connect X|

%‘E[__ Connectto DBMS

Serer Marme |irissewer

User D |sa
FPassword |ﬂ-m-m1
Connect Cancel

3. If IrisDBAdmin cannot connect to the MS SQL Server, the following messages will open
on the screen.
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IrisDBAdmMin x|

& Cannok conneck bo server

Check if User ID, Password or Server Mame is invalid

€ Server name is the name of the computer that MS SQL Server is installed on.

€ Only a MS SQL Server administrator can connect to MS SQL Server by using an
ID and password that are registered in MS SQL Server. If the ID used is not an
administrator, the following messages will display on the screen.

IrisDBAdmin X

& Sdriniskrator can only use IrisDE&DmIn.

@ User ID is case sensitive.

4. The following IrisDBAdmin main window will be shown after successful connection to
the MS SQL Server.
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If the connection to MS SQL Server is successful but the IrisServer database present in the MS
SQL Server is a previous version, the database must be upgraded using the procedure in section

2.5.2.1.

IrisDBAdmIn

>

Current IrisServer DE must be upgraded to the Yersion 2.0 (Product Yersion 2,05,
It is strongly recammended o backup the existing IrisServer DB before uparading.

x|

Click on the OK button and then upgrade the database. If the database requires upgrading, the
next window will be displayed.
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2.6.12.1 Upgrading Database

You can upgrade an IrisServer DB as follows.

1. Click on the Upgrade Database button or select the Upgrade Database item in the
Database(D) menu item in the menu bar to display the next window.

Upgrade Database x|

The Irisserver should be closed before upgrading.
Do wou wank bo upgrade now?

2. Click on the Yes button.

3. If IrisDBAdmin upgrades the IrisServer database successfully, the next window will
display.
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IrisAccass™EAC SIW - IrisDBAdmin

= .
' Create Database
@ Drop Database
ﬁ Uparade Database
§ Jatabaze uporaded
- - ARERRERRERENREEEEEEEEENL
v IrisDBAdmin X
g - | ) Dakabase upgraded
+ Merge Lser Data
Exit

2.6.12.2 Creating Database

You can create an IrisServer DB as follows.

1. Click the Create IA3000SDB button or select the Create Database item in the
Database(D) menu item on the menu bar to create a database.

2. Ifthe IA3000SDB database does not exist on the MS SQL Server, the following Database
Option window will open on the screen.
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%= patabase Option. x|

= Files of the 13000508 database will be created in
' the directory path with specified file size.
The directory path is a directory name ofthe PC in
which WS SQL Server exists and it shauld be
created hefore creating database

* Default size recommended

L ppuEEEE NN NN NN NN EEEEmg,
L 5 w
P Tuy,

Directory path Z:.lc.j'll.temp ‘__‘..
Size ""r:ﬂ.a;{.éi.z.e".“"--I;i-ln-a-Grl:uwth
Data : [tooo MB faoon  MB O [z0 %
Index [250 MB  [s00 MB  [z0 %
Log [250 MB  [s00 MB  [z0 %

‘-‘-lllllll.....

-,’: Resettn default:-

] Cancel |

If the IA3000SDB database already exists on the MS SQL Server, the following
notification window will open on the screen. If you want to drop the current database
from MS SQL Server and create a new database, click on the OK button.

Database exists IA3000 X|

@ The 143000508 already exists,

Drop dakabase Firsk,

3. Enter the directory path of the folder in which the database file will be located.

4. When you create an IrisServer database, you can set the following options for 3 files -
primary file, index file, and log file of the MS SQL Server database.

€ Size: This option specifies the size of the file. You specify the size in megabytes. The
minimum value is 1 MB. The default value is 1000 MB for the primary file. The default
value is 250 MB for the index and log files.

€ Max Size: This option specifies the maximum size to which the file can grow. You
specify the size in megabytes. The minimum value is 1 MB. The default value is 3000
MB for the primary file. The default value is 500 MB for the index and log files.
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€ File Growth: This option specifies the growth increment of the file. The File Growth
setting for a file cannot exceed the Max size setting. A value of 0 indicates no growth.
The value is specified as a percentage (%). The minimum value is 0% and the
maximum value is 100%. The default value is 20 percent.

5. If you want to specify the default value for each of the options for all files - primary,
index and log files of MS SQL Server database, click on the Reset to default button.

6. After specifying the path and options for all 3 files, click on the Ok button. The following
window will be displayed on the screen.

= x|

Irisfecess™EAC SIW - IrisDBAdmin

Setting database...
+ Initialized.

o Database Created.
o Tables Created.

e
' Create Database

Drop Datahase

o Procedures Created.

o Default data added.

This process may take several minutes.

L]
\11) Database setup completed

Ik

Exit

= 5 ,(L ﬁ Q & ﬁ @

2.6.12.3 Dropping Database

You can drop a database when you no longer need it. Dropping a database deletes the database
and the disk files used by the database.
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1. Click on the Drop Database button in the IrisDBAdmin main window or select the
Drop Database item in the Database(D) menu item in the menu bar to drop a database.
A confirmation window will open on the screen as shown in the figure below.

Drop IA3000SDB ]

Dropping database will remove the TA300030E Fram DEMS,
Do wou wank to drop 'TA300030E'T

2. Click on the Yes button on the confirmation window to drop a database. Accidental
dropping of a database can be avoided by clicking on the NO button.

3. You cannot drop a database that is open for reading or writing by any user. If the
database is open, and you click on the Yes button on the above confirmation window to
drop a database, an error message box appears. For example, if the user ID is HCCHOI is
using the database that you want to drop, the following window is displayed on the
screen.

IrisDBAdmin x|

HCCHOT connected to TAZ000SDE,
You shoud disconnect this conneckion,

4. If the database is dropped successfully, the window shown below will display.

IrisDBAdmin x|

@ Database dropped.

2.6.12.4 Importing Database

IrisDBAdmin allows users to import an existing IrisServer database from MS Access, MS
SQL server or Oracle.
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*= IrisDBAdmin

Program Database Operator  Help

IrisAccess™EAC SIW - IrisDBAdmin

-

gr—
' Create Database
i ) [risDBAdMIn is a utility to install the
@ Crop Datahase 3000208 into DBEMS and to administrate

J Users.

i~ "

é Import Database

L8 -

i? Backup Datahase

- . This iz usedto import an existing
“ adrministratar IrisAccess Database from either M5
- Access, M3 S0L server ar Oracle.

: Caution: This will overwrite the current

IrisAccess Database.
! sers

ﬁ Merge Uzser Data

Exit

. n,

1. Click on the Import Database button or select the Import Database item in the
Database(D) menu item in the menu bar and the next window will open to confirm the
import of the IrisServer database.

Import Database x|

The IrisServer should be closed before importing.
Do yaou want ko import dakabase now?

Click on the Yes button and next window will open
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=, DB Import Options @

& import from existing Database

" Import from MS SQL Server hakfile

oK

Close

DB can be import by using existing Database or from MS SQL Server .bak file.

If the selected option is "Import from existing Database" and click OK next window will

open.
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E_ [Database conversion

field for connecting to the database.

‘e::" Select the type of database to import and enter each

f+ microsoft Access Datahase

Select the file(.mdb) to import from:

Browse |

= M5 SOL Server

Server Marme |

User D |

FPassword |

" DOracle

User D ||giri5

FPassword |

Sernice |

Start

Cancel

2. Select the type of database to import and enter the information into each field to connect
to the database.

a.

b.

If importing the IrisServer database from a MS Access Database, click on the

Browse button and select the database file.

i+ Microsoft Access Database

Select the file{.mdh) to irmport from:

IF:IPrngram Files\LG Electronics\risAct

If importing the IrisServer database from MS SQL Server, enter the Server Name (or
IP Address), ID and Password for the MS SQL Server that you want to connect to. The
following figure is a sample for connecting to the MS SQL Server named “irisserver”.
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&+ M5 SOL Server

Serer Mame |irissewer
User 1D |sa

Passwiord |m-mﬂ

€ Server name is the name of the computer that MS SQL Server is installed on.

€ Only MS SQL Server administrators can connect to MS SQL Server by using ID
and password that are registered in MS SQL Server.

€ User ID is case sensitive.

c. In case of importing the IrisServer database from Oracle, enter the ID, Password
and Service Name for the Oracle server that you want to connect to. The following
figure is a sample for connecting to the Oracle server named “oracle_irisserver”.

f* Oracle
User D I|giri5
Passward fre
Service joracle_irisserver
€ In order to use IrisDBAdmin for Oracle, the 0040 (Client for Windows
98/NT/2000/XP) must be installed on the IrisDBAdmin computer first.
€ You can install 0040 for Windows 98/NT/2000/XP though EAC S/W CD package.
€ The name of the installation program is Oracle Universal Installer 2.2 and we
recommend the administrator type installation.
€ After installation, set the Service Name for Oracle though the Enterprise Manager

Console.
3. Click on the Start button

4. If the IrisServer database was imported successfully, the next window will display.
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*= IrisDBAdmin

Program Database Operator  Help

IrisBecass™EAC SIW - IrisDBAdmin

-

—
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@ Drop Datahase

5 Import Database
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a EEREERERRRRRRREEENRREEN]
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Exit

If the selected option is "Import from MS SQL Server .bak file" and click "Import DB!" for
import.

1. Enter the file path of .bak file in MS SQL Server PC.
2. Click "Import DB!" button for import.

3. If the IrisServer database is imported successfully, you will see the window below.
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| IrisDBAdmin X 2 !

" Import from existing Database \i') Database imported
& |Import from MS SQL Server .haj

File path:

File path of .hakfile in MS SQL Server FC:
D:iRevittest.hak

Database imported

Import DB ! Close

If IrisDBAdmin fails to connect to database, the following messages will display on the
screen.

IrisDBAdmiIn . £ |l 1risDBAdmin x|

& Fail ko cormect bo database, & Fail ko import dakabase

You can create a backup of your database file to prevent data loss caused by disk failures,
power outrages, virus infections and other potentially damaging events. The backup
database created by this process will include the users, operators, remotes, holidays, time
groups and remote groups. Refer to 2.6.2.3 Database Backup.

2.6.12.5 Database Backup

You can create a backup of your database file to prevent data loss caused by disk failures,
power outrages, virus infections and other potentially damaging events.

The backup database created by this process will include the users, operators, remotes,
holidays, time groups and remote groups.

IrisDBAdmin provides two formats for taking EAC DB backup. One is "Backup in
MS Access database format (.mdb)" and second one is "Backup in MS SQL Server

database format (.bak file)".

For backup in MS Access format (.mdb file) refer “Database backup” under “IrisDBAdmin
for MS ACCESS Database” section.

For backup in MS SQL Server format (.bak file) refer the steps below.
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1. Select the "Backup in MS SQL Server database format (.bak file)" option from

below window.

Window for DB and log (transaction, systemn and
9 operation log) back-up.

" Backup in MS Access Database format (. mdb file)

[

¢ Backup in MS SQL Server Datahase format {_hak file)

Path of .bak file in MS SQL Server PC:

|

File Name:

|

Backup DB now !

Close

2. Enter the path of .bak file in MS SQL Server PC. For the successful DB Backup, the

.bak file will be created in the MS SQL Server PC.

3. Enter the name of the backup file.

4. Click on the “Backup DB now!” button. If the DB backup is successfully completed, the

following window will display.
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X

Window for DB and log (transaction, system and
9 operation log) back-up.

(" Backup in MS Access Datahase format (.mdb file)

[ : |

IrisDBAdmin %]

L
1) Backup completed

(¢ Backup in MS SQL Server Database format {_hak file)

Path of .bak file in MS SQL Server PC:
|DiRew1

File Name:
pestbak

Database backup completed.

Close

Note: Transaction Log, System Log and Operator Log data is also copied to .bak file. So,
you may consider taking backup of log data into .mdb file using log backup feature
(Refer next section) before taking backup in .bak file.

2.6.12.6 Log Backup

You can create a backup of your log files - transaction, system and operation log file. The backup

log file’s name created after log back up must not be changed. If this name is changed,
IrisServer cannot filter the information from the backup log files. If you do a backup of the log,

the logs will be deleted from the database. Refer to 2.6.2.4 Log Backup.
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2.6.12.7 Administrator

When IrisAccess applications access a MS SQL Server database by using IrisServer, a valid MS
SQL Server account is required to access the database. A MS SQL Server administrator can
change the ID and/or password of the account by using this feature. The default ID and password
of the account is created when IA3000SDB is created.

1.

o1

Click the Administrator button on the IrisDBAdmin main window or select the
Administrator item in the Operator (0) menu item in the menu bar to change the ID or
password of an account that will be used to access the MS-SQL Server database. The
following Administrator window will be open on the screen.

& Administrator X|

u The adrministrator's |0 and password can

be changed.
Current 1D Igiris
Iew 10 |g|r|5

Current Password Im—rm*

sEEEEEEEEEEEg,
aun® "aa,
(W 1]

:~.. Change password |‘:'
Mewy Password | Im—a—m—:e T

Confirm Password | Im—rm*
Cancel |

Modify the ID in the New ID field if you want to change the ID of the account. ID may
consist of a maximum of 10 characters that are numbers and/or capital or lower case
letters.

Enter the current password of the account in the Current Password field.

If you want to change the password of the account, click the Change password button.
Enter the new password of the account in the New Password field and confirm the
password in the Confirm Password field. Password may consist of a maximum of 10
characters that are numbers and/or capital or lower case letters.

Click the OK button to change the ID or password of the account.

Click Cancel button to cancel the change of the ID or password of the account.
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2.6.12.8 User

When external applications access the MS SQL Server database, a user account is required to
access the database. A MS SQL Server administrator can add or delete the user accounts by
using this feature. Also he or she can change the password for user accounts and configure access
rights for each database table for the users. Click the User button on the IrisDBAdmin main
window or select the User item in the Operator(0) menu item in the menu bar to use this
feature. The following User window will open on the screen.

change the password of & user, delete a user ar
set access rights of a user.

External system can access the 1A3000S0B with a
uset's 1D and passwoard.

! This window can be used to add a new user,

Selected User D : |user1

Add Llser

Set Access Ringhts

Change Password

Delete Liser

Close |

B Adding User Account

1. Click the Add User button on the User window to add a user account. The following
Add User window will open on the screen.

; .. Add User ﬂ

! Set User D and Password to add new

user.
User|D {Usert
Passward : i

Confirmn Passward | [

]2 | Cancel
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2. Enter a User ID in the User ID field. ID may consist of a maximum of 10 characters
that are numbers and/or capital or lower case letters.

3. Enter a password for the account in the Password field and confirm the password in
the Confirm Password field. The password may consist of a maximum of 10
characters that are numbers and/or capital or lower case letters.

4. Click the OK button to add the user account with the entered ID and password.

5. The addition of a new user account can be cancelled by clicking the Cancel button.

B Setting Access Rights

1. Click the User ID of the user whose access rights you want to configure, and then
click the Set Access Right button on the User window. The following Set Access
Right window will display on the screen.

o Set Access Right x|

Eﬁz Access rights must be set for each user to
access eachtable of [A3000206.

UserID: [izer

Tahle Mame SELECT UFDATE INSERT
TLser [v [v [v
TRicture [v [v [v
TOperatar [v r r
TTransactionlog [v r [v
TSystemlog [v r [v
TOperatorLog [ r [
TRemoteMode v ] ]
TEnrollMode v ] ]
Thiznagertode v ] ]
Thonitortode v ] ]

&+ ‘Check All = Clear All

] Cancel

2. Give access rights each for database table to the user by selecting the check boxes.
For example, the access rights of a user are shown in the above window. The user
may select, update and insert the data in TUSER, TPICTURE, TOPERATOR,
TTRANSACTIONLOG, TSYSTEMLOG and TOPERATORLOG database table. The user
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may only select the data in TREMOTENODE, TENROLLNODE, TMANAGERNODE and
TMONITORNODE database table.

3. All access rights can be selected by clicking the Check All option button.
4. All selected access rights can be removed by clicking the Clear All option button.
5. Click OK button to set the access rights for the user after selecting the access rights.
6. The assigning of access rights to a user may be cancelled by clicking the Cancel
button.
B Changing Password
1. Click the User ID of the user whose password you want to change, and then click the

Change Password button on the User window. The following Password window
will display on the screen.

" Password X
—)i The user password can be changed.

Uzer D : Iser

Current Password ;| [

Mew Password : [t

Confirm Password ;@ [

0] 4 Cancel

2. Enter the current password of the account in the Current Password field. The
password is case sensitive.

3. Enter the new password of the account in the new Password field and confirm the
password in the Confirm Password field. The password can consist of a maximum
of 10 characters that are numbers and/or capital or lower case letters.

4. Click the OK button to change the password.

5. The password change can be cancelled by clicking the Cancel button.

B Deleting user account
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1. Click the User ID of the user whose account you want to delete, and then click the
Delete User button on the User window. A confirmation window will open on the
screen as shown in the figure below.

delete User

2. Click the Yes button on the confirmation window to delete the user account.
3. Accidental deletion of the user account may be avoided by clicking NO button.

4. If the deletion is completed, the result window below will display on the screen.

cuser x|

This window can be used to add a new user,
! chanage the passwoard of a user, delete a user or
set access right of a user.
External systern can access the IAI000S0E with a
user's ID and password

Selected User ID ; |

Llser D Add Liser
user?
userd w x| Set Access Right

Chanoge Passwaord
@ Iser deleted
Delete User

o] 4 |
Close |

I —

2.6.12.9 Merging User Data

Refer 2.6.2.5 Merge User Data
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2.6.13 IrisDBAdmin for Oracle

1. When using IrisDBAdmin with an Oracle database, the following Connect window will
open.

* Note: In order to use Oracle as the database type, the 0040 (Oracle Objects For OLE)
must be installed on the IrisServer PC.

LS Connect x|

EE[ Connect to DBMS
Lser|D |system
FPassword |ﬂm*
Service Joracle_irisserver
Caonnect Cancel |

€ Enter the User ID and Password of the Oracle Server in each field.
€ Enter the Service name of an Oracle service that is used in Oracle Server.
€@ C(Click the Connect button to connect to the Oracle.

2. If IrisDBAdmin cannot connect to the Oracle server, the following messages will display
on the screen.

IrisDBAdmiIn x|

& Cannok conneck o server

Check if User ID, Password or Server Mame is invalid

In order to use IrisDBAdmin for Oracle, 0040 (Client for Windows
98/NT/2000/XP) must be installed on the IrisDBAdmin computer first.

You may install 0040 for Windows 98/NT/2000/XP though EAC S/W CD
package.

The name of the install program is Oracle Universal Installer 2.2 and we
recommend using the administrator type installation.

After installation, set the Service Name for Oracle though the Enterprise
Manager Console.

® 6 o o
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3. The following IrisDBAdmin main window will be shown after a successful connection.

*= IrisDBAdmin
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.
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2.6.13.1 Upgrading Database

You may upgrade an Iris Server database as follows.

1. Click on the Upgrade Database button and you will see the confirmation window shown
below.
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Upgrade Database |

The Irisserver should be closed before upgrading.
Do you wank ko upgrade now?

Click on the Yes button to continue Upgrading the database.

If IrisDBAdmin upgrades the IrisServer database successfully, you will see the window
below.

_InsDBA dmin

IrisAccass™EAC SIW - IrisDBAdmin

-

i %
- Create Database

Crop Database

Upgrade Database

Databaze upgraded

&
B
e
?
-
]
1

T L

\1‘) Database upgraded
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2.6.13.2 Creating Database

You can create an IrisServer DB as follows.

1. Click the Create IA3000SDB button or select the Create Database item in the
Database(D) menu item on the menu bar to create a database.

2. IfIA3000SDB doesn’t exist the Oracle server, the following Tablespace Option window

will display on the screen.

b= Tablespace Option

'-—_\
' the directory path with specified file zize.
The file path is a file name of the PC inwhich
Qracle datahaze exists

* Default size recommended

Files ofthe IA300050E database will be created in

"Naa,

.

File path : 3..]l;:}templnracleliaSDDDsdb.dbf I
Data Sle .1|:“:“:| .I':l'l.EI."""""""
Ok Cancel
*Note

If IA3000SDB already exists in Oracle Server, the following message dialog box will open
on the screen. If you want to drop the current database from Oracle Server and create a

new database, click on the OK button.
x

3

The IA300050DE already exisks,

Drop database Firsk,

Click Drop Database button on the IrisDBAdmin for Oracle main window.
(Please refer to section 2.6.4.3 Dropping Database in this Document)

3. Enter the File path of the folder in which the database file will be located.

4. When you create an IrisServer database, you can set the Data size

217



IrisAccess™ Operational Manual

€ Data Size: This option specifies the size of the database file. You can specify the
size in megabytes. The minimum value is 1 MB. The default value is 100 MB for
the primary file.

After specifying the File path and the Data Size, click on the OK button. The following
window will be displayed on the screen.

IrisAccess™EAC SIW -IrisDBAdmin

-

Setting database...

i =
' Create Database

N « Initialized.
@ Drop Database + Database Created.
i N « Tables Created.

« Procedures Created.

N " Default data added.

. This process may take several minutes.

e %)

\1.) Database setup completed

Exit

If the file already exists in the File path or the file directory is invalid, the following
window will display on the screen.

IrisDBAdminForOracle X|

& Cannot Create Database, Check DB path
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Click on the OK button, and re-enter the correct File path in the Tablespace Option
window

2.6.13.3 Dropping Database

You can drop a database when you no longer need it. Dropping a database deletes the database
and the disk files used by the database.

1. Click the Drop Database button on the IrisDBAdmin main window to drop the database.
A confirmation window will display on the screen as shown in the figure below.

Drop IA3000SDB |

Cropping database will remove the TA300050E From DEMS,
Do ol wank to drop 'TA300050E'T

2. Click on the Yes button of the confirmation window to drop the database.
3. Accidental dropping of the database can be avoided by clicking on the NO button.

You cannot drop a database that is open for reading or writing by the IrisServer. If the
database is in use and you click the OK button on the above confirmation window, an error
message box appears. For example, if the user Igiris is currently connected to the IrisServer
using the database that you want to drop, the following window is displayed on the screen.

IrisDBAdminForOracle x|

& In deleting user - Igiris
51000; [Oracle][ODBC][Ora]ORA-01940; cannot drop a user that is currently connecked

Cannot drop I&3000S0E
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2.6.13.4 Importing Database

IrisDBAdmin allows a user to import an existing IrisServer DB from MS Access, MS SQL
server or Oracle.

*= IrisDBAdmin

Program Database Operator  Help

IrisAccess™EAC SIW - IrisDBAdmin

-

=
' Create Database
i ) [risDBAdMIn is a utility to install the
@ Crop Datahase 3000208 into DBEMS and to administrate

J Users.

i~ "

é Import Database

L8 -

i? Backup Database

p . This is used to import an existing
“ administrator IrisAccess Database from either M5
- Access, M3 S0L server ar Oracle.

: Caution: This will overwrite the current

lrisAccess Database.
! sers

ﬁ Merge Uzser Data

Exit

. n,

1. Click on the Import Database button or select the Import Database item in the
Database(D) menu item in the menu bar and you will see the next window confirming
the database import.

Import Database |

The IrisServer should be closed before importing.,
Do ol wank ba impart dakabase now?
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2. Click on the Yes button and IrisDBAdmin opens the window shown below.

® Database conversion x|

r.l Select the type of database to import and enter each
field for connecting to the database.

f+ Microsoft Access Database

Select the file(.mdb) to import from:

Browse |

" MS SOL Server

Server Marme |

Lser D |

FPassword |

"~ DOracle

Lser D I|giri5

FPassword |

Service |

Start Cancel

3. Select the type of database to import from and enter the appropriate information into
each field to connect to the database.

A. If importing the_IrisServer database from a Microsoft Access Database, click
on the Browse button and select the database file.

i* Microsoft Access Database

Select the file(.mdb) to import from:

|C:1F'rngram Files\ris IDWrisAccessil

B. If importing the IrisServer database from MS SQL Server, enter the Server
Name (or IP Address), ID and Password for the MS SQL Server that you want
to import from. The following figure is a sample for connecting to the MS SQL
Server named “irisserver”.
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+ M5 SOL Server

Server Mame |irisserver

Lser D Iga

Password |W

Server name is the name of the computer MS SQL Server is installed on.

Only MS SQL Server administrator(s) can connect to MS SQL Server using IDs
and passwords that are registered in MS SQL Server

€ The User ID is case sensitive.

L R 4

C. If importing the IrisServer database from Oracle, enter the ID, Password and
Service Name for the Oracle server that you want to import from. The following
figure is a sample for connecting to the Oracle named “oracle_irisserver.”

f Oracle
User D |Igitis
Fassward [
Service joracle_irisserver]

In order to use IrisDBAdmin with Oracle, the 0040 (Client for Windows
98/NT/2000/XP) must be installed on the same computer first.

You can install 0040 for Windows 98/NT/2000/XP though EAC S/W CD package.
The name of the install program is Oracle Universal Installer 2.2 and we
recommend the administrator type installation.

After installation, set the Service Name for Oracle though the Enterprise Manager
Console.

* 66 o

4. C(lick on the Start button.

5. Ifthe IrisServer database is imported successfully, you will see the next window.
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*= IrisDBAdmin

Program Database  Operator  Help

IrisAccess™EAC SIW - IrisDBAdmin

-

P
'- Create Database

@ Cirop Database

§ Import Database
- / ARERRERERRERERRNREREEEN]

\? Backup Database MI_EI
d Adrninistrator 1
| —

1 ) Dakabase imported
! Lsers OK

Databaze imparted

If IrisDBAdmin fails to connect to the database, the following messages will be displayed
on the screen.

IrisDBAdmiIn B3| Wl 1risDBAdmiIn X|

& Fail to conmect to database, & Fail ta import database
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2.6.13.5 Database Backup

You may create a backup of your database file to prevent data loss caused by disk failures, power
outrages, virus infections and other potentially damaging events. The backup database created
by this process will include users, operators, remotes, holidays, time groups and remote groups.
Refer to section 2.6.2.3 Database Backup.

2.6.13.6 Log Backup

You may create a backup of your log files - transaction, system and operation log files. The

backup log file’s name created after the log back up must not be changed. If this name is
changed, IrisServer cannot filter the information from the backup log files. If you backup the

logs, the logs will be deleted in the database. Refer to section 2.6.2.4 Log Backup.

2.6.13.7 Administrator

When an IrisAccess application accesses the Oracle Server database through IrisServer, a valid
account is required to access the database. An Oracle Server administrator can change the
password of the account by using this feature. The Default ID of the account is created when
[IA3000SDB is created.

1. Click the Administrator button on the IrisDBAdmin main window or select the
Administrator item in the Operator (0) menu in the menu bar to change the
password of an account that is used to access the Oracle Server database. The
following Administrator window will open on the screen.

& Administrator |

“ The administrators |0 and passwiord can

he changed.
Adrministrator 1D Ilgiris
Chanoge passwaord

Mews Password | Im—m—a—r

Confirmn Password | Im—m—a—r

Ok | Cancel
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2. If you want to change the password of the account, click the Change password
button.
Enter the new password of the account in the New Password field and confirm the
password in the Confirm Password field. Passwords may consist of a maximum 10
characters that are numbers and/or capital or lower case letters.

3. Click the OK button to change the password of the account.

4. Click the Cancel button to cancel the password change.

2.6.13.8 User

When an external application accesses an Oracle Server database, a user account is required to
access the database. An Oracle Server administrator can add or delete the user accounts by
using this feature. Also the administrator can change the password for user accounts and set the
access rights for each database table. Click the User button on the IrisDBAdmin main window or
select the User item in the Operator (0) menu in the menu bar to use this feature. The following
User window will open on the screen.

o user x|

This window can be used to add a new User,
! change the password of 2 user, delete a user ar
set access rinhts of & user.
External system can access the 1A3000308 with a
user's 1D and passward.

Selected User D : Iuser1

Lzer|Dr Add User

Set Access Rinhts

Change Password

Delete User

Close |

B Adding User Account

1. Click the Add User button on the User window to add a user account. The following
Add User window will be displayed on the screen.
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. Add User : x|

! Set User D and Password to add new

user.
User D : {Usert
Fasswaord :

Confirm Password | [

] 4 | Cancel

2. Enter a User ID in the User ID field. ID may consist of a maximum of 10 characters
that are numbers and/or capital or lower case letters.

3. Enter a password for the account in the Password field and confirm the password in
the Confirm Password field. The password may consist of a maximum of 10
characters that are numbers and/or capital or lower case letters.

4. Click the OK button to add the user account with the entered ID and password.

5. The addition of the new user account may be cancelled by clicking the Cancel button.

B Setting Access Rights

1. Click the User ID of the user whose access rights you want to set, and then click the
Set Access Right button on the User window. The following Set Access Right
window will be displayed on the screen.
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o 5et Access Right X|

Eﬁz Access rights must be set for each user to
access eachtable of [A3000206.

UserID: [izer

Tahle Mame SELECT UFDATE INSERT
TLser [v [v [v
TRicture [v [v [v
TOperatar [v r r
TTransactionlog [v r [v
TSystemlog [v r [v
TOperatorLog [ r [
TRemoteMode v ] ]
TEnrollMode v ] ]
Thiznagertode v ] ]
Thonitortode v ] ]

= Clear All

O Cancel

2. Set the access rights for each database table by selecting the check boxes.

3. All access rights may be selected by checking the Check All option button.

4. All selected access rights can be released by checking the Clear All option button.
5. Click the OK button to set the access rights of the user.

6. The configuration of access rights can be cancelled by clicking the Cancel button.

B Changing Password

1. Select the User ID of the user whose password you want to change, and then click the
Change Password button on the User window. The following Password window will
open on the screen.
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=Y Password x|
—)i The user password can be changed.

User D : Iser

Current Password | [

Mew Password : [

Confirmn Password ;| [

Dk | Cancel

2. Enter the new password of the account in the new Password field and confirm the
password in the Confirm Password field. The password may consist of a maximum of
10 characters that are numbers and/or capital or lower case letters.

3. Click the OK button to change the password.

4. The password change can be cancelled by clicking the Cancel button.

B Deleting User Account

1. Select the User ID of the user whose account you want to delete, and then click the
Delete User button on the User window. A confirmation window will be displayed on
the screen as shown in the figure below.

delete User ]

@ Do o wank ko delete user - 'Userl'?
= o |

2. Click the Yes button on the confirmation window to delete the user account.
3. Accidental deletion of the user account may be avoided by clicking the NO button.

4. If the deletion is completed successfully, the following window will open on the
screen.
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L user |

! Thiz window can be used to add a new user,

chanage the password of & user, delete a user or
set access right of a user.

External systerm can access the IAI000S0E with a
user's [0 and password

Selected User D ; |

Llzser D Add Lser
user?
user3 m x| Set Access Right
Change Passwiard
@ User deleted
Delete Lser

I

Ik |

Close |

2.6.13.9 Merging Database

Refer 2.6.2.5 Merge Database.
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2.7 IrisICUAdmin4000

2.7.1 IrisICUAdmin40000 Program usage

The ICUAdmin4000 application enables you to setup, modify, upgrade, and configure the
IdentityController (ICU4000).

2.7.2 How to open IrisICUAdmin4000

To start the ICUAdmin4000, click on the IrisICUAdmin4000 menu item. The location of the
program is shown in the figure below:

iCAM TD100 VDM -]
iData EAC Toolkit 4000 Version 1.04.04
iData SDK

| InfraRecorder

| Intel(R) Matrix Storage Manager

| IrisAccelerator

| TrisAccess(TM) EAC SW V3.02
; IrisDBAdmIN
B risenrol4000
£, IrsICUAIMIN4000

Documents

Pictures

& TrisManager
&l rrisMonitor
W7 rrisserver

| Juniper Networks
Macrobject

Music

Games

Computer
Maintenance

Malwarebytes' Anti-Malware

Microsoft Office

Microsoft Office Live Meeting 2007

Microsoft SQL Server 2008

Microsoft SQL Server 2008 R2 ~|

Control Panel
Devices and Printers

Help and Support

1 Back

I Search programs and files @J Shut down » |

After starting, IrisSICUAdmin4000 will open a new window, as illustrated in the following figure:

. IrisICUAdMIn4000 x|

Program  Help

% IrisAcces:™ EAC S/W - IrisICUAdmin4000

'E New Installati IrislCUAdmin enables you to setup, upgrade and
ew instafation configure the IdentityController (ICU4000). Click on the
menu item to start the process.

Upgrade

Configuration

SIRN IR

Change Password

Exit

|
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2.7.3 Description of Menu items in IrisICUAdmin4000

1. New Installation - Used for setup and initial configuration of an ICU4000 unit. The use
of a provided “ICU Configuration Serial Cable” is needed for use with this option. This
cable is required to perform a New Installation setup. (If the cable or use of Serial /Serial
to USB is not available, the ICU Admin Setup Utility program may be used - available from
the IrisID website at www.irisid.com).

2. Upgrade - Updates the ICU4000 controller unit(s) to the same version of EAC Software
that is running/installed on the IrisServer. Note: This is required after upgrading the iData
EAC software version on the server PC.

3. Configuration - Allows for modification of initially enabled channel settings within the
ICU unit. Settings such as Remote unit IP, volume, Wiegand output settings, etc. are
available (and configurable per channel per ICU).

4. Change Password - Allows for the password of the ICU unit to be changed. This is
often used if the password has been forgotten or is unknown. Note: The use of a provided
“ICU Configuration Serial Cable” (provided with the ICU4000 unit) is required for use with
this option. The password will be reset to the factory default if unknown.

5. Exit - Closes out the application.

2.7.4 The ICUAMIin4000 New Installation Window

Select the “New Installation” button, the following window is displayed on the screen.
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ICU4000 New Installation - Config Network IP/Security ID

;E'. Start ICU4000 Mew Installation
L HeT

Ready to install ICU4000

1. Power off ICU4000

2. Connect InsServer PC to ICU4000 using senal (configuration) cable

3. Click "Mext" button to continue

¢ Disconnected Cancel Mext =

Click Next button to continue.

The following screen will appear.
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ICU4000 New Installation - Config Network IP/Security ID

;E'. Configure Metwork |IP Address
e

Setting for IrisServer

Senver IP Address 172.24 17 68

Settings for 1ICU4000

ICU IP Address |1 72241724 ex) 160.160.97 42

Gateway Address |1 7224171 ex) 16016097 254

Subnet Mask |255.255_255.[} ex) 255 265 25510
Cancel < Back Mext =

- Dizconnected

Enter IrisServer IP Address, ICU IP Address, Gateway Address, Subnet Mask and click Next
button. A warning message as shown below appears. Click OK and continue installation.

IrisICUAdmin

& ICU4000 will allow the connection from only this Server (172,24, 17.68) when Network IP /Security ID Configuration is finished.

1)
Itis not recommended to change IF address of this server PC.
If you want to change the IP address, you should setup 'TCU4000 New Installation’, again!

The following screen appears next.
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ICU4000 New Installation - Config Network IP/Security ID

i.% Configure iCAM Security 1D

Security IDs
Installed ICAM Security 1D
¥ iCAM 1 | qgag | q9ag | q9ag | q9ag
v iCAM 2 | T | rrrr | rrrr | rrrr
v iCAM 3 | 5555 | 5555 | 5555 | 5558
v iCAM 4 |t | it | it it

iCAM 3 and iCAM 4 are available for only 4_channel ICU4000.

{I}  Only select the iCAMs which are installed in this ICU. A unique security ID must be used for
each ICAM connected in this system, this security ID can consist of numbers, upper and lower
case letters and special characters. The security ID must be 16 characters long and is case
sensitive. The security ID's should be recorded as these will need to be entered exactly into the
IrishManager as a later time.

¢ Disconnected Cancel < Back Mext =

Enter Security IDs for iCAM1, iCAM2, iCAM3 and iCAM4. Click on next button. A screen to select
serial port appears.
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ICU4000 New Installation - Config Network IP/Security ID

;E'. Select Serial Port
L Hep

Serial Port

Select serial port of Server PC which is connected to the ICU4000

COM Ports: -

¢ Disconnected Cancel < Back Mext =

Select the serial port and click Next button. The settings summary screen appears as shown
below.
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ICU4000 New Installation - Config Network IP/Security ID

i.% Summary of Configurations

Summary
Server IP: 172.24.17.68
ICU IP: 172.24.17.24
Gateway: 172.2417 1
Subnet Mask: 255255 2550
ICAM 1 Security 1D - 9999 - 4999 - 9999 - 9999
ICAM 2 Security 1D = ITTT = FFTT = [ITT = [T
ICAM 3 Security 1D - 5555 - 5555 - 5555 - 5555
ICAM 4 Security 1D -ttt -ttt - it - ittt

Click "Start’ button to start Network IP/Security 1D configuration (S—\/|>
tart

3¢ Disconnected Cancel | < Back

Click on Start button to start new installation.

IrsICUAdmIn

Turn on (or restart) the ICU4000 now!

Then, click the 'Start’ button immediately.

It may take about 1~3 minutes to start Metwork |P/Security [D
configuration. Please wait until the message ‘Metwork IP/Security 1D
configuration is completed’ is displayed.

Cancel
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ICU4000 New Installation - Config Network IP/Security ID

i.% Summary of Configurations

Summary
Server IP: 172.24.17.68
ICU IP: 172.24.17.24
Gateway: 172.2417 1
Subnet Mask: 255255 2550
ICAM 1 Security 1D - 9999 - 4999 - 9999 - 9999
ICAM 2 Security 1D = ITTT = FFTT = [ITT = [T
ICAM 3 Security 1D - 5555 - 5555 - 5555 - 5555
ICAM 4 Security 1D -ttt -ttt - it - ittt

COM3:  Waiting for response...(9 sec) Cancel

™

= » Connecting

2.7.5 The ICUAmMin4000 Upgrade Window

Select the “Upgrade” button, the following window is displayed on the screen.
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Upgrade ICU4000 EAC 5/W

EI:I Connect to the ICU [TCP/IP) for EAC S/AV Installation
Enter IP address of the ICU4000
IP Address 172.24.17.24
Password w
Click "Mext’ button to continue.

IrisICUAdmin X

i J When the ICU4000 is connected, all process on the ICU4000 wil be stopped.

Do you want to continue?
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Upgrade ICU4000 EAC 5/W

Ready to Install the IrisAccess EAC SAW for ICU4000 Installation

Information for ICU4000 Installation

SAW Version -
IrisAccess™ EAC S/W Version 3.02.10

Installation File :

C:\Program Files\Iris [DMrisAccess\Linux_EAC_ICU4000 Package W3.02.10.tar.

Click "Mext’ button to continue.

~w~ Connected Cancel < Back Mext =
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Upgrade ICU4000 EAC 5/W

v Start ICU4000 EAC SAW Install/Upgrade

=izonnected to 172,24 17 24=
Ready to Install

Click "Start Installation” button to continue.
Start Installation

= Connected Cancel < Back | |

IFAsICUAdmin

. | ) ICU4000 Installation finished!
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Upgrade ICU4000 EAC 5/W

v Start ICU4000 EAC SAW Install/Upgrade

Backup ICU configurations ... ok
Clean up previous recognition application and driver
Lpdate kernel ..ok

| Ipdate frame grabber driver V3.3 .ok
Copy recognition application ... ak
Delete old DB files .ok
Install new DB files ... ok

Check installed DE files ..ok

Copy necessary libraries .ok

Copy system init scripts .ok

Prepare netwoark security ... ok

Set IDE hard disk /O to 32hit ... ak

[

Installation is completed !

[

Click "Mext” button to continue ‘

= Connected Cancel Mext = | |
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Upgrade ICU4000 EAC 5/W

?‘ ICU4000 EAC S5MW Install/Upgrade

ICU4000 EAC SAW install/upgrade is completed successfully.

Click 'Mext" button to configure the ICU4000.

«~ Connected i Next >
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Upgrade ICU4000 EAC 5/W - Configuration

m Get Configurations from the 1CU4000

ICU IP address

Click "Mext’ button to continue

¢ Disconnected Cancel | Mext =

IrsICUAdmin

i J Get configurations from ICU4000 (172,24, 17. 24) is completed!

Click 'Ok’ button to continue
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Upgrade ICU4000 EAC 5/W - Configuration

m Configure the Settings for each Channel

In order for each channel to function properly a configuration must first be performed.
Click ‘Configure_.." to perform the configuration. Once the configuration is performed you may proceed
to the MNext step.

Configure... ‘

<+ Connected Cancel < Back |
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., Select Channels

E Enable the check boxes labeled with each channel that you want it to be activated.

* It is possible to use up to 4 channels when the ICU has 2 DIBs.

« All four channels can be configured for Verification with SmartCard.

= ICAM(s) with normal Security ID - ROU1 ROUZ ROU3 ROU4

I
| | |
on) o) o)

fi

Bl & Rl #
¥ Channel 1 W Channel 2 [~ Channel 3 ¥ Channel 4
seAccessF’aneI : W Use Access Panel 2 v v Use Access Panel 4
iCAM | | licam =] || licam -
Configure Channel 1 | Configure Channel 2 ‘ ‘ Configure Channel 4 |
v When the lid of ICU is opened (ICU Tamper off), Don't stop the InsRecog program in ICU. Cancel ‘

Loaded configuration from ICU IP 172.24 17.24

IFAsICUAdmin

""., Configuration in ICU will be updated with the new configuration.

Do you want to continue?

Yes

' The channel(s) [Channel 1] [Channel 2] [Channel 4] isfare not configured directly now, and hence the defaultfpreviously configured settings will be used for these

channels.

Do you want to continue?
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Upgrade ICU4000 EAC 5/W - Configuration

m Configure the Settings for each Channel

In order for each channel to function properly a configuration must first be performed.
Click ‘Configure_.." to perform the configuration. Once the configuration is performed you may proceed
to the MNext step.

Configure...

~w~ Connected Cancel < Back Mext =
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Upgrade ICU4000 EAC 5/W - Configuration

m Send Canfiguration to the ICLU4000

=izonnected to 172,24 17 24=
Ready to send configurations

Progress Total
Ready to send configurations to the ICU4000. Click "Send’ button to
continue. Send

~~ Connected Cancel < Back

IrisICUAdmin

. | ,) Configuration of ICU4000 is completed!
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Upgrade ICU4000 EAC 5/W - Configuration

m Send Canfiguration to the ICLU4000

Setup configurations for Channel...OK
Setup configurations for Channel2. 0K
Setup configurations for Channel3..OK
Setup configurations for Channeld.. QK
Setup SmanCardkey1.dat. . OK

Setup SmanCardkey2 dat. . OK

Setup SmanCardkey3.dat. Ok

Setup SmanCardkeyd dat. . OK

Setup Common.dat..OK

Setup hosts.allow...OK

[

Configuration setup of ICU4000 is completed!

[

AENENENEEERNNEEERRENEEEEEEENENEN NN RNREEEEEEEEEEEEEE
Done Total (100%)

Configuration setup of ICU4000 is completed! ‘

«~ Connected Mext >
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Upgrade ICU4000 EAC 5/W - Configuration

ICU4000 Configuration

ICU4000 configuration is completed successfully. Click
"Finish’ button to finish this wizard.

T} The ICUA000 will be rebooted.

~w~ Connected Finish

IrisICUAdmin X

L.}
\]}) ICU4000 is rebooting
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2.7.6 The ICUAmMin4000 Configuration Window

Connect to ICU4000

%IEI:. Get configuration from__
IP address: 172.24.17.24
Passwaord : |********
oK Cancel ‘
IrisICUAdmin X

i :l Cannot connect to the ICU4000 (172.24.17.24)

Please checdk if the IP address and passwaord is invalid
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., ICU Configuration

4 .0

Before Settings After Settings

* It is possible to use up to 4 channels when the ICU has 2 DIBs.

« All four channels can be configured for Verification with SmartCard.

¥ Channel 1

v Channel 2

v Channel 3

v Channel 4

v Use Access Panel 1

v Use Access Panel 2

v Use Access Panel 3

ICAM

|

Configure Channel 1

iCAM + Prox Card

Configure Channel 2

=]
|

iCAM + Smart Card

Configure Channel 3

|

v Use Access Panel 4
ICAM + PIN -

Configure Channel 4

v When the lid of ICU is opened (ICU Tamper off), Don't stop the InsRecog program in ICU.

Loaded configuration from ICU IP 172.24 17.24

Close
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4¥ Channel Configuration

Configure the iICAM, Access Panel, Access Door and GPO for the channel to be activated properly.

Channel 1 Configuration - iCAM Default Settings. .. |
iCAM: T Access Panel T Access Door T GPO
ICAM IP Address: |172_2-4_1T_32
Eye Selection: |Right j
Default Message: | Iris 1D
iICAM Tamper: [ Detect iCAM tamper on connect to iCAM
External Hardware Interface: |DCU.FWIEI j

FakeEye Detection

E FakeEye Detection Level: |Leve| 0 j

iCAM Volume

i Mute Low High

Activate iICAM

g Sy

Select the GPI| port used to detect a manual ICAM activation. If ‘Proximity Sensor' is selected the
ICAM will active using the built in proximity sensor.

|F‘roximity Sensor j
Select the type of activating signal for input port.
¢ - GPI Settings... |
OK ‘ Cancel ‘
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4¥ Channel Configuration

Configure the iICAM, Access Panel, Access Door and GPO for the channel to be activated properly.

Channel 1 Configuration - iCAM Default Settings. .. |

iCAM | iAccess Panel; 1 Access Door | GPO

Access Rights
Q @ Select the system that checks user's access rights.
f* The IrisAccess System checks user's rights.
" The Access Control System checks user's rights.

-

Output Settings

Current Wiegand N
@ Mo Wiegand IN

It is possible to output the input signal through Wiegand and RS422 port. You can select the one of them
or both. But if you select to bypass the input, the RS422 output cannot be used.

¥ Use Wiegand as output Wiegand Settings... ‘
I Time delay (sec): j ‘
[ Lenel+Key Wiegand-out
W Use RS422 as output R5422 Settings... ‘
OK Cancel
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P GPI Settings ]

o You can use 4 ports, ‘Lock’, "Status’, ‘Alarm” and 'Egress” as GPI. The Lock, Egress and Alarm ports may be
p used to activate ICAM or get the result of recognition from Access Panel.

Current GPI Settings

Lock Status Alarm Egress GPI1 GPI2
GPI | Accept | Reject | | | | |

Activate State |LDW j ‘ Low j |L|:|w j | Low j | Low j‘ Low j

Activate iCAM
Select the GPI port used to activate the ICAM. If a GPI port is used to activate the iICAM, that port may

f« Mone_ iCAM will be activated using the internal proximity sensor.
™ Use signal on Lock port to activate iCAM.

" Use signal on Alarm port to activate iCANM.

™ Use signal on Egress port to activate iCAM.

™ Use signal on GPI1 port to activate iCAM.

" Use signal on GPI2 port to activate iCAM.

Get the recognition results from Access Panel

When an Access Control System checks user's access rights, select the ports that the IrisAccess System
receives the results from Access Control System. Select the GPI port to detect the "Accept” and ‘Reject’
signals from Access Panel.

Lock port Status port Alarm port Egress port GPN port GPI2Z port

f* Accept " Accept " Accept " Accept " Accept " Accept

" Reject + Reject " Reject " Reject " Reject " Reject

" Mo Use ™~ Mo Use + Mo Use + Mo Use &+ Mo Use &+ Mo Use
...................... D K Cancel
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Wiegand Setting fz|
Set the format, Active State, Pulse Duration, Bit Period, Total wiegand bits, Start Parity, Stop Parity and Facility code of
Wiegand.

ICU4000
. ID.:I Access Panel
l _l FERRRRARNENNEEEREDN ']
ﬂ Ethernet _______ . |=
Wiegand OUT
Wiegand QUT
Format |Typica| format j
Active State |an j
i I
Pulse Duration (30~200) 40 = -
Bit Period (1000~-6000) 2000 ﬂ LS
Total Wiegand Bits (26~200) 26 ﬂ
Start Parity |Even j
Stop Parity |0dd |
Facility code and bits 0 8 |
=
" Bypass the input signal through Wiegand IM into the output signal with no change.
* Qutput the signal with Facility Code and Card ID for only Accept. (Default)
" Change the input signal through Wiegand IM to the Defined output

" Z:\[A3000..

/7 http:ffaw. . ® 2IisICU.. < | % MigosoftVi.. | f 3 Window... - | #%sirisbuld-.. | ® IrisMonitor
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Event Reporting to Access Panel f'5_<|

When the following recognition results or System logs occurs, the ICU will send a changed Facility Code output through the YWiegand
output of DIB. Set new facility code for each case.

Total Bits - 0~80 bits

[ofofofofJoJoJo]1[1{oJof1]ofo]0][0] ThebitValue Starts =8
Length of Value = 7, Value = 100

15 8 0
k
Recognition Results
Total Start Bit Value Value (Decimal
Denied Bits Length

Door access trial overtime 16 |8 j |9 j 1

Live eye check failed

L8]
Unauthorized - No access authority 16 | 8 j | g j 1
L8]

Warning Eye (Accepted)

System Logs

Video Connection Error 16 | 8

Serial Connection Error 16 | 8

IR-LED Failure 16| |8

EEE
Lel{Le e
e
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R5422 Settings

Set Baud rate, Mumber of data bits, Parity bit, Stop bits and dataset for R5422 communication.

3

iCAM

RS5422
Bits [ Second

Data Bits
Parity
Stop Bits

Start / End character

Ethernet

ICU4000
l[]l[]

Access Panel

RS 422

9600

E

|Even

]

[~
[
[

|2 byte Start character, 2 byte End character j

Wl

Start

Data @ ]ﬁ

End
{Hexa-Decimal)

OK Cancel
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4¥ Channel Configuration

Configure the iICAM, Access Panel, Access Door and GPO for the channel to be activated properly.

Channel 1 Configuration - iCAM Default Settings. .. |

iCAM i Access Panel I Access Door | GPO

Door Open Duration
I]; Door Open Duration { 0 ~ 65536 secs ) ;| 3 ﬂ secis)

Door Lock Device Status

Enable to check the Lock Device of a door.

[~ Enable Activate State |Low -

Door Open Status
Enable to check whether a door stays open for the below 'Check Time'".
[~ Enable

Check Time [ 0 ~ 255 secs ) : :II sec(s) Activate State |Low -

Alarm
1 Enable to get the fire alarm signal. When the fire alarm signal is detected, select how to operate the
door.
[ Enable

| J Activate State |Low -

Egress Button
E When an egress button near the entry area is pushed, the door is opened.

[~ Enable Activate State |Low &

0K ‘ Cancel ‘
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4¥ Channel Configuration

Configure the iICAM, Access Panel, Access Door and GPO for the channel to be activated properly.

Channel 1 Configuration - iCAM Default Settings. .. |
iCAM T Access Panel T Access Door T IGPO:

In the specified state such as followings, a signal can be outputted through two general output ports. Decide the

port to which to send the signal, and then select how long time to send the signal.

When From Port During Time Out {

0 ~ 65535 secs )

A user is accepted |N0 j | 0 jl

A user is denied o -] | g =l
=

Warning Eye is detected |Nu j | 0 jl

The result of matching a card ID is successful |ND j | a0 ﬂ

A door is opened more than the open duration time |ND j | 0 ﬂ

A door is opened without Identification or Verification |N0 j | 0 ﬂ

An electromagnetic locking equipment is locked but a door is opened |ND j | 0 ﬂ

Fire Alarm signal is detected |Nu j | 0 j‘

ICU / DCU Tamper signal is detected |Nu j | 0 ﬂ

ICAM Tamper signal is detected |ND j | ] j‘

0K ‘ Cancel
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4¥ Channel Configuration

Configure the iCAM. Prox Card, Access Panel, Access Door and GPO for the channel to be activated properly.

Channel 2 Configuration - iCAM + Prox Card Default Settings. .. |
HCAME T Prox Card T Access Panel T Access Door T GPO
ICAM IP Address: |172_2-4_1T_1E[]
Eye Selection: |Eluth j
Default Message: | Iris 1D
iICAM Tamper: [ Detect iCAM tamper on connect to iCAM
External Hardware Interface: |DCU.FWIEI j

FakeEye Detection

E FakeEye Detection Level: |Leve| 0 j

iCAM Volume

|
1 ' ' ' l) ' ' ' 1
Mute Low High

Verification Time Qut

0 This is the time period after the input of the card ID to the Wiegand input, until the system is no
longer attempting to perform the iris recognition for this user.

Time Out { 0 ~ 65535 secs ) : 5 ﬁ sec(s)

0K Cancel
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4¥ Channel Configuration

Configure the iCAM. Prox Card, Access Panel, Access Door and GPO for the channel to be activated properly.

Channel 2 Configuration - iCAM + Prox Card Default Settings. .. |
iCAM T Prox Card T Access Panel T Access Door T GPO
Communications

=  Click Wiegand Settings_.." to change the Wiegand IN settings. Please connect Prox Card reader
4= to ICAM's Wiegand-In port.
[~ Use entire Wiegand-In bitstream as Card ID: Wiegand Settings...
OK Cancel
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Wiegand Setting A ]

Set the format, Active State, Pulse Duration, Bit Period, Total wiegand bits, Start Parity, Stop Parity and Facility code of

Wiegand.
ICAM ICU4000
i - I [LRRRLARRUURRRTYRRRIITILY}) DE
ﬂ Ethernet l.] Access Panel
T Wiegand IN [ |
Prox Card »
Reader
= Wiegand QUT
Wiegand IM
Format |Typica| format j
Start Parity |Even j
Stop Parity |0dd -
Facility code and bits 0 8 |

v Check Facility Code

Cancel
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4 Channel Configuration

Configure the iCAM, Prox Card, Access Panel, Access Door and GPO for the channel to be activated properly.

Channel 2 Configuration - iCAM + Prox Card Settings...

iCAM T Prox Card Additional Wiegand-out settings
Additional Wiegand-out setting: Configure 8-bit (0 ~ 255)
—Access Rights values for the following.

@ Q Select the system that check
&+ The IrisAccess System chj Accepted ||'| ﬁ
r. -
The Access Control Syste Rejected Iﬁj

¥ Wyait For Access Pan
Rejected fake eye |3 ﬁ

’—Current Wiegand IN———————] |

—Qutput Settings

@ Wiegand IN : Typical form OK Cancel |

It is possible to output the input signal through Wiegand and RS422 port. You can select the one of them
or both. But if you select to bypass the input, the RS422 output cannot be used.

¥ Use Wiegand as output Viegand Settings... |
¥ Additional Wiegand-out ~ Time delay (sec): |3 ill Settings. . I
[ Lenel+Key Wiegand-out
v Use RS422 as output R5422 Settings... |
K Cancel
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4¥ Channel Configuration

Configure the iCAM. Smart Card, Access Panel, Access Door and GPQ for the channel to be activated properly.

Channel 3 Configuration - iCAM + Smart Card

Default Settings. .. |

iCAM |  SmartCardi |  AccessPanel |

Access Door

| GPO

Smart Card

5 The offset only needs to be changed if
storing non-IrisAccess 4000 information
on the SmartCard.

[~ Use as Prox Card

Encryption Algorithm
Select the Encryption Algorithm to encrypt the Smart Card

Block Offset (hexadecimal) - | 13

Book : |Elnok 0

[

Set to Defaults |

%
\/ Data format in Smart Card |IA EAC Format

Security Keys

l Click 'Get Keys..."to get Smart Card keys file. A keys file can be
generated in IrisServer.

[
[-

Get Keys.__

Security Key 1 : |

Security Key 2 - |

0K Cancel
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for Smeard Card

W ynu want o use Smet Caad, you must registes 3 Secnet keys al lEsBerses and you also
mist celSgeie 10 sy bis|CUSSmds

To register new keys o1 MisBerver, elick Generste Mew Eeyn and Aeglater Eeya.
To registed new keys 81 IEL, click Save keys b Fille sl wie MialCUMSSmas W seiell keys in o
file info 1CLA

Secred | Eey

10 BT ES & I P& B& F3 F 31 CA S0 DD BE FF 7D Sher Anglstared Kmys

Bexred F Key

IS0 86 0 80 &F TF 88 F B4 AC A
Fé 43

0F 04 41 E2 2F 30 &
402 07 76 EF 10 11 6F 13 FE 43 C 49 1
a5

IIRLRE] glﬂ'n Gemaratn Now Keys
55 36 #1052 T2 §C 03 CF 3C 76 64 C0 10 AF 60 16

75 AL 12 49 C1 % 54 F8 FA B8 EF 02 02 66 65 . -
121252003 iehr Reve

R M

Beeren 3 Eey

[PREZ 0 FEAZ W1 B 80 6F TF H0 FE BAAC A0 P04
#1 E2 2F 00 03 30 C4 8 47 76 EF 10 11 6F 13 F 43 G R gt Al
7711 73 #4 $ 98 BID 66 30 A6 10 92 72 AC #E CF 86 GO

00 04 BB E4 CF 7C 8% 84 12 68 84 Load Keys bmm Fils
7 EG 0B GE B F4 04 60 93 64 10 40 C7

34 10 FC E4 04 B AE 33 6% 5F B4

64 60 63 42 FC 75 §E 36 44 41 02
F1 W3 W6 AT AZ 3C 0369 61 71 B2 CC 30 73 A0 63 07 65 Chse

-

1. IrisSemver generates the 3 Keys for Smart Card and the ICU needs the 2 keys (for GSCHS
Format, 1 key) of them. If you didn't generate the keys yet, generate and save keys
through the IrisServer above all.

2. Click 'Load’ and select the file that you saved the keys through IrisServer.

Load

Ok Cancel
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., ICU Configuration

4 .0

Before Settings After Settings

* It is possible to use up to 4 channels when the ICU has 2 DIBs.

« All four channels can be configured for Verification with SmartCard.

I
|
on) o) 7 o),

¥ Channel 1 W Channel 2 ¥ Channel 3 ¥ Channel 4

¥ Use Access Panel 1 W Use Access Panel 2 W Use Access Panel 3 v Use Access Panel 4

iCAM ~| | licAM + Prox Card ~| | |icAM+ Smar Card | | licam + PN -
Configure Channel 1 | Configure Channel 2 ‘ Configure Channel 3 ‘ Configure Channel 4 |

v When the lid of ICU is opened (ICU Tamper off), Don't stop the InsRecog program in ICU.

Loaded configuration from ICU IP 172.24 17.24

IrisICUAdmin 4

';., Configuration in ICU will be updated with the new configuration.

LR ]

Do you want to continue?

Yes
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Connect to ICU4000

e

IP address:

Password :

] Send configuration ta. .

172.24.17.24

|#ttt#ttt

oK

Cancel

Restart ICU4000

Sending configuration is successful!

& You must restart the ICU4000 before the new settings will take effect.

Do you want to restart the ICU4000 now?

Mo
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2.7.7 The ICUAmMin4000 Change Password Window

ICU4000 Change Password

E[IZI Connect to the ICU4000 to change password
Enter IP address of the ICU4000
IP Address 172.24.17.24
Password FEm—
Please check below to reset the ICU password.
Mote: ICU configuration cable connection is required.
[ Reset Password
Click Mext’” button to continue.

IrisICUAdmIn

& 1. Power off ICU4000

2. ICU configuration cable must be connected to reset
the password.

OK
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ICU4000 Change Password

EI:I ICU4000 Reset Password : Connect to ICU4000 for password reset.

Serial Port

Select serial port of Server PC which is connected to the ICU4000.

COM Ports: |COM3 -

Click "Start’ to reset the password of ICU4000.
Start

¢ Disconnected Cancel | < Back |

IrsICUAdmin

Turn on (or restart) the ICU4000 now!

Then, click the 'Start’ button immediately.

It may take about 1~3 minutes to start password reset. Please wait
until the message To reset the password is completed’ is displayed.

Cancel Start

........................................
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Change Password

ICU4000 Change Password

Sg Change Current Password to Mew Password

Mew password

Confirm new password

drivirirdriied

**x*ﬂ-*’el

Click "Mext’ button to continue.

=~ Connected

Cancel

< Back MNext =

IrisICUAdmin

- | ) The password has been changed
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ICU4000 Change Password

?‘ Change Password

The password of the ICU4000 was changed to new password
successfully.

Click Finish" button.

~w~ Connected Finish

271



Technical Support

3. Technical Support

3.1 Technical Assistance

3.1.1 How to receive Technical Support

Additional Information and Technical assistance is available on the Iris ID’s support web site at
www.irisid.com, click on Support & Service then Technical Support.
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4. Appendix

4.1 IrisAccess™ IrisEnroll3000

4.1.1 How to Run IrisEnroll3000

To start the IrisEnroll3000, click on the IrisEnrol13000 menu item. The location of the
program is shown in the figure below.

FHT R 1

ﬁ ashell ) Source Insight 3 2 ';‘ TrisDEAdriin
‘U? [ Microsoft Web Publishing 3 B 1risEnralizooo
Micr-:snFt Wisual I7T7) WinZip ¥ B IrisEnroll4000
= .@ CickTime r E& TIrisICUAdmin3000
TextF‘ad .@ Oracle - OraHome92 ] % IrisICAdmind 000

.@ Adobe r b.z IrisManager
J Calculstor () NG v Bl trisManitor

[ Irishccess(TM) EAC St 3,00 Q00 rtrisserver

SN EUER ) InstallShield »
[T MagicIs0 3
= AlAAdin L

IrisServer must be running before starting IrisEnroll.
IrisEnroll must first be registered in IrisManager.
If the security ID is not identical to the security ID typed in during IrisEnroll registration in

IrisManager, the following Security ID window is displayed. This window is also displayed
the first time IrisEnroll is started.

Y Security ID x|
a'l The security |D of this IrisEnrall is incorrect. Enter the
8 correct security |D and restart IrisEnrall.
Current Security [0 [

Mews Security 1D O (EEERERRRRRRRRER

.t
""tsasssmsssmsnnneett

i
4
®

Ik | Cancel

Enter the security ID of IrisEnroll. The security ID must be identical to the security ID typed
in during IrisEnroll registration. Click the OK button.
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The following Confirmation window is displayed.

Y Security 1D X

You have to restart IrisEnraoll.

Mew Security 1D MNI3TUjERAEFIZ 1 p

Check if the new security ID is correct and then click the Exit button.

Re-Start IrisEnroll.

4.1.2 How to Login to IrisEnroll3000

2. Successful execution of the IrisEnroll will open the following Login window for entering
the User ID and password required to execute the IrisEnroll.
€ The IrisEnroll may only be executed by Administrators and Operators with
IrisEnroll privileges.

ﬂ Only autharized operatar can run risEnroll.
- Enter the operatar |0 and passward for the

operator authentication.

ID - | Ok

Pazsward ; I Cancel

3. Enter the ID and Password of the operator who has IrisEnroll rights and click on the OK
button.
€ Default ID and password are “administrator” and “iris3000” respectively. They can
only be changed by an administrator. Refer to the section 2.2.8.2 Modification of the
Administrator/Operator.

If the login to the IrisEnroll is successful, then you may see the following Notice window,
if the password is not secured. (When you login with the default password “iris3000”)
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Binatice x|

The password you entered is not secure. It is
recommended that you should change the passwaord.

Do you weant to change the password now ?

Mo |

[T Dan't open this window next time. Cloze |

Click on No to continue with the same password.
Click on Yes to open the following Password window to change the password.

=Y Password x|

—)i The current passward can be changed.

Operator D fadministratar

Current Passwoard ; ||

Mew Password :

Confirm Password :

] Cancel

Enter the current password in the Current Password field. Enter the New Password in
the New Password field and the Confirm Password field, then before click on the OK
button. This will change the password.

The following IrisEnroll window will open after changing the password successfully or
aborting the password changing operation.

The same IrisEnroll window will be displayed without the Notice window, if the ID and
Password are valid and the password is secured.
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B IrisEnroli3000

Program Actions Tools Help

Pl & ¢

Pwd Options Help

SIRISID

IrisAccess’

IrisEnroll3000 action status I

Fail.

4 e

IrisEnroll3000

Result

Date & Time

‘\? Connecting to IrisServer...
@Connected to IrisServer.
'\l_e Connected to IrisServer.

5/16/2011 12:09:34 PM
5/16/2011 12:09:34 PM
5/16/2011 12:09:34 PM

L

e Connected to IrisServer.

4.1.3 Enroll

Enrollment is the process of adding new IrisCodes into the system. The records are used
during the identification and verification process to validate the user for access (entering or
existing through the door).

The maximum number of users that can be registered is determined by each EAC S/W version.

*Cautions:
To decrease the “False Reject Rate” (Rejection of an Iris that should be accepted) and generate
higher-quality IrisCodes, the user should follow the below recommendation.

€ The user should open his/her eye as widely as possible. For example,
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g

Correct

Incorrect

€ The user should NOT rotate, pan and tilt his face. For example,

./I
{

Correct Incorrect

Incorrect Incorrect

€ Eyeglasses must be removed before enrollment, but may be worn during verification

and identification.

€ Contact Lenses with patterns that cover any part of the Iris may not be worn.

Limitation of ambient light in working environment
€ When Fake Eye Detection is not used: 1,000 Ix Fluorescent light and 100 Ix

Incandescent or sunlight.

€ When Fake Eye Detection is used: 500 Ix Fluorescent light and 50 1x Incandescent or

sunlight.

€ If the ambient light exceeds these limitations, the False Reject Rate will be increased.

The enrollment of the user can be performed using the following procedure.

1. Select the Enroll Item from the Actions menu in the menu bar or select the Enroll icon

from the tool bar.

2. Ifyou didn’t select the “Don’t open this window next time” check box on the following
Notice window in previous enrollment, the Notice window is displayed. Read the
message on the Notice window for good enrollment and click on the Close button. If you
don’t want this window to open next time, select the “Don’t open this window next
time” check box and then click on the Close button.
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To decrease the "Falze FHeject Hate" and generate more IrisCodes,
s, the user should falloww the below recommendation.

1) The user should open hisfher eye as widely as possible.
21 The user should MOT rotate, pan and tilt his face.

[T Don't open this window next time.

3. With the eye wide open, have the user center their eye in the rectangle on the mirror of
the EOU, until the voice message of “Thank you for your cooperation” is heard. Any voice
prompts, such as ‘Please move back a little’ should be followed.

4. 1If the image is not captured properly for enrollment, the following window opens on the
screen.

IrisEnrall 1 x|

'/\i) Cannot get good iris images for enrollment, Try again,

5. If your eye has already been enrolled in Server DB, the following window opens on the
screen. In other words, if any iris already exists in the Server database, the iris may not be
enrolled again.

frisnroll x|

Both eves were already enrolled,
(User ID : 123456 , Mame : Brandy Park)

6. After getting the Images, four captured images are displayed on the Main window and the
quality of the IrisCode created is displayed in the Processing Result window.
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Y 1risEnroll x|

Program Actions  Tools  Help
DEOEME o & 7
[ |
: 0
Live Pwd  Options  Help

Emrioll fdd  Identify  Werify  Stop

Right, First Right, Selected Done. &
i ’ To Enroll:

11 Select the 'Enroll’ button in the Tool Bar.

E 21 Take off any eye-glasses.

S e 31 With the eye wide open, place the eye in the

center of the rectangle of the EQLI mirrar.

Left, First Left, Selected To add the second iris:
11 Select the ‘Add’ buttan in the Tool Bar.

2) Take off any eye-glasses.
3] Place the enralled eye first in the mirrar ta verify
the user.

[risEnrall action status |

Result | Date & Time I;l

(4 Live OFF. 4#13/2004 3:22:47 PM

(I Processing. . 41132004 3:22:51 P

(&) Done. 471372004 3:23.05 PM EI
|'§-'J' Cannected to lrisServer. |D|:|ne.

The system will ask to try again if the results of image processing are not of sufficient
quality.
@ Processing Result x|

Please try again. (The first trial)

Click 'Capture Images Again' button to capture better iris-images.

—Processing Result = -
Fill i Lser [nformation.. .

IrisCode™ guality : Capture Again

0 a0 100 Yerfication Test

Cancel

7. Click on the Capture Again button in the above box and the system will attempt to enroll
the person again. The box below will be displayed if the image was properly captured.
(*The system will ask to try again if the image was not captured properly on the second try.
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It can be tried a maximum of three times. If you do not succeed on the third attempt, begin
again at step 1)

x

Processed..Excellent! ({The first trial)

Click “'arification Test' button to werify this user.

—Processing Result = -
Eill it User [nfortation. ..

IrisCode™ guality : Capture Again
]
0 50 00 | i “erification Test

Cancel

8. You must perform a verification test by clicking on the Verification Test button.
IrisEnroll will prompt the user to present his/her iris again to the camera while
displaying the window below.

€ After you click Verification Test, look into the center of the mirror of the EQU.

x

Verifying enrollment...

Click “erification Test' button to verify this user.

—Processing Result — :
Eill it User [nfartmation. ..

IrisCode™ quality Capture Again
]
1] 50 100 Yetification Test

Cancel

9. Once the verification is complete the window below is displayed.

x

@ Verified.

Test again oK

................................................
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10. To verify again, you may click the Test again button, or click the OK button, which will
display the window shown below.

x

Processed..Excellent! (The first trial)
Click “erification Test' button to verify this user.

—Processing Result — -
Fill in User Infarmation. ..
IrisCode™ quality : Capture Again
0 500 100 Yerification Test
Cancel

11. The User information can be entered on the User Information window, which may be
opened by clicking on the button labeled Fill in User Information.
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. User Information x|

Type user ID and then click "Get user information’ button, then the rest of options
will be enabled. If the user information already exists in the server DB, the
information will be displayed.

* User ID ||

Get user information

Baszic information of the user - All fields marked with an asterisk ™) must be
filled.

—Mame —Fhoto
First Marme |
full I
Last Marne |
—Card
j Zelect Fhoto...
*Card ID " Delete photo
*Card Humber
—Gender
i Female
 Iale
* Eye
[ Left ™ Right
IJ=awarning eyve
€ [eft € Right
= Back Mext = Cancel

12. Enter the User ID and then click the Get user information button.

A. If the user with the entered User ID does not exist in the Server database, the
message box titled “User Information is not found” is shown and the rest of the text
boxes will be enabled.
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B. Ifthe user with the entered User ID already exists in the Server database, and one
of the user'’s irises is enrolled, the user may only enroll the second iris through the
“Add” button on the main IrisEnroll screen.

IrisEnroll x|

& The other eve of this user has been already enrolled, Use '8dd’ menu to add iriscode,
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. User Information |
Type user ID and then click "Get user information® button. If user information is
not found, click OK, to enahle user information fields. If the user information
already exists in the server DB, the information will be displayed.

“User ID 123456 Get user infarmation
Basic infarmation of the user- All fields marked with an asterisk ™) must be
filled.
—Marne —Photo

First Mame IErand-ﬁf

bl I

Last Wame Ipark

— Card

None El Select Phota...
*Card ID ™ Delete photo
* Card Humber

—Gender
=+ Female
 Male
* Eye
[~ Left
Ll=ewwarning eyve
€ Left € Right
Click the Text' button to continue.
= Back Mext = | Cancel |
When a user that does not already exist in the Server database is enrolled (Refer item

11.A), the window above is shown.
13. Enter the following information in their respective text boxes.

a. Enter the First Name, MI and Last Name of the user. (Optional)
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b. If the system is used with a card reader and/or access panel, select the card type in
the card drop-down. When a card type is selected, the Card ID and Card Number
text boxes will be activated. To complete the registration of card information,
Card ID and Card Number must be filled. If not, the warning window will be
displayed.

€ Card ID: Card ID is the effective data that is used in verification mode or for
Card ID, Wiegand or RS422 output. When the wiegand/RS422 output ports
are activated, Card ID is outputted in the configured format after the user is
identified.

€ Card Number: Card Number is assigned by the Card Manufacturer. It is
commonly printed on the card.

c. Select the Eye (left/right) from the check boxes.

= Ifboth the eyes are enrolled, one eye may be assigned as a warning eye. If a user is
forced to access the door by an unauthorized intruder the user may use the
warning eye. The remote unit opens the door as an authorized user, but notifies
IrisServer (or IrisMonitor) of the emergency.

d. Select the Gender (Female/Male) from the radio buttons. (Optional)

e. Select Photo (Optional). If you want to delete the registered photo of user, select
the Delete Photo in the check box.

(If using Wiegand or RS422, the user ID should be a positive integer and the configuration of the ICU
should be completed properly. Please refer to section 2.4.2 and 2.4.3 in the document IrisAccess Software
Installation Manual (Document No. DV002S501)).
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. ..'__User Information x|

Enter the Department, Position, Home Phone number, Mobhile Phone number,
Office Phone number, E-mail, Address, Resident Number and descriptions
{Memo1.5) of the user.

* User ID |1 23456 Get user information
@ Detail information of the user
Department IDi'.,.'igiDn Fosition |Engineer
PhonefHome) n2-526-1234 Phoneitabile) — f019-526-1234
Phone(office) ||:|2-525-1234 E-rmail |E|randy@lgiris.cnm
Address |Senul, korea
Resident Murm |BDD225-123455T
hermo 1 |Mem|:|1
hermo 2 |ru19m|:|2
hemo 3 |ru19m|:|3
femo 4 |ru19m|:|4
hemo 5 |ru19m|:|5

< Back |

Cancel |

14. Enter the Department, Position, Home Phone number, Office Phone number, Mobile
Phone number, E-mail, Address, Resident Number and descriptions (Memo1-5) of
the user. (All Optional)

15. Click on the Next > button to set the User’s Access Rights.

286



Appendix

_ User Information

Select the type of the user using the check box labeled with Visitor. If the user is
a general user, select the remote group and the time group. If the user is a
visitor, select the remote group and set valid term and reservation time.

1982

Assign access rights to the user.

[ Visitor
Remote Group Access Rights
Al - Remote Group Time Group Delete
Group =
Medical
MNFC b
Add
Time Group A term of validity
(mm/ddfyyyy)
TG1 Start Date | j Delete
Expire Date | j Delete
Detail |
Sunday | Monday Tuesday Wednesday | Thursday Friday

00:00-24:00 00:00-24:00  00:00-24:00  00:00-24:00  00:00-24:00  00:00-2:

< | >

< Back Mext = Cancel

. In this window select the check box labeled Visitor is the User is a Visitor with
temporary access rights.

. If the user type is General User: (The Visitor check box is NOT selected)
h. Select the Remote group of this user.
i. Click on the Add button under the Remote Group.
j.  Select the Time Group of the user.
k. Click on the Add Button under the Time group.
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l. The Selected Remote Group and Time Groups may be viewed in the Remote

Group and Time Group List in the Access Rights section.

m. Users may be removed from Remote and Time Groups by selecting the Groups

in the Access Rights section and clicking on the Delete button.

n. You may set the Start Date and Expiration Date for the user. If you do not select a

Start Date and Expiration Date for the user, their Access Rights are always valid.
To set the Start Date:
» Press the Calendar button next to Start Date.
» On the Calendar screen that opens, select the first date that the User’s
Access Rights will take effect.
> Press the Ok button to enter the Start Date, or Press the Cancel button to
cancel the date selection.
» Repeat the process for the Expire Date

If a Remote Group or Time Group is selected, the Detail button may be pressed to
display the Remote Unit(s) in the Remote Group or the valid times under the Time

Group.
';:E petail Information of the Remote Group "All* - ﬂ
Remote Name IP address Channel [D Use Type Description I
R137-1 150.140.62.131 1 Identification
R137-2 180.140.62.152 2 Access In
R137-3 150.140.62.133 3 [dentification
R137-4 150.140.62.134 4 Access In

4" Detail Information of the Time Group "All x|

Sunday | Monday | Tues... | Wedn,.. | Thurs... | Friday | Satur... | Holiday |

00:... 00:00.. 00:00. O00:00.. 0O0:00.. 00:00.. 00:00.. 00:00..

Multiple Remote and Time Groups may be assigned to a single user by repeating steps a - g.

A maximum of 10 access rights may be assigned to a single user.

18. If the User is a Visitor:
b) Check the check box labeled Visitor and enter the visitor information
c) Select the Remote group of the visitor,

d) Click on the Add button under Remote Group, to add the Visitor to the Remote

Group.

e) The selected Remote Group will be listed in the Remote Group list under Access

Rights.

f) You may set the Start Date and Expiration Date for the user. If you do not select a
Start Date and Expiration Date for the user, their Access Rights are always valid. To

set the Start Date:
i. Press the Calendar button next to Start Date.

ii. On the Calendar screen that opens, select the first date that the User’s

Access Rights will take effect.
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iili. Press the Ok button to enter the Start Date, or Press the Cancel button
to cancel the date selection.
g) Repeat the process for the Expire Date.
h) The valid access times (start time and the end time) during the selected valid days for
the visitor can be selected by choosing the starting and ending hours and minutes in
Reservation time for Visitor. Only one Reservation time can be set.

_ User Information

Select the type of the user using the check box labeled with Visitor. If the user is
a general user, select the remote group and the time group. If the user is a
visitor, select the remote group and set valid term and reservation time.

1982

Assign access rights to the user.

v \fisitor
Remaote Group Access Rights
Femote Group | Delete |
Group1 Al
Medical
MFC v

Add |

A term of validity

(mm/ddiyyyy)
Start Date | 05/15/2011  v|  Delete
Expire Date | 0528/2011  ~|  Delete

Reservation time for visitor

@] - [7ahw

Detail |
Remote Name | IP address | Channel ID | Use Type | -
101 172.19.6.40 1 Access In
102-0 172.19.6.40 2 Access Out
103 172.19.6.41 1 Access In M

< Back Mext = Cancel
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19. Click the Next button.

_'__'_User Information

Click on the Finish hutton to register a user with the following information.

X

* User ID |123455

Get user infarmation

@ lrisEnroll will register a user with the following information

Lser I0:

First Marme:
Middle Marme:
Last Marme:

Eve to be enrolled:
Yyarning eye:

Gender:
Department:
Fosition:
Phone(office):
Phone(Home):
Phone(Mabile):
E-mail:
Address:
Resident Mum:
Memoa 1:
Memo 2:
Mermao 3:
Mera 4:
hlema &:

123456
Brandy

Park
Left

Female

Divigian
Enginesr
02-526-1235
02-526-1234
013-525-1234
Brandyi@lgiris. com
Seoul, Korea
B00Z25-1234567
hlemol

hlemoZ

Mermod

Mernod

Mermos

< Back |}

Cancel |

20. This window shows a summary of the information of the enrolled user. Click on the

Finish button.

21. When the enrollment is finished, the window shown below opens on the screen. If you

want to continue to enroll another eye, click Yes, and begin from step 3 above.
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ristoroll X

@ Do ywou wank ko enrall the ather (left) ever

22. If the user selected to use a Smart Card, the next window opens. The card must be issued.

The card may be issued by carrying out following steps:

- Encryption keys must have already have been generated and registered in IrisServer.
- Use Smart Card check box in the Options window of IrisEnroll must be checked.

- Card combo box in the User Information window must have been set to Smart Card

If the user uses a Smart Card of the type “BanqueTec”, it is not possible to write both eyes
to the BanqueTec type Smart Card. The next window opens after the user enrolls both

eyes.
-10] x|

Only one iriscode can be restored into the BangueTec
srnart card. Select which eyve will be restored.

Select eye to restore into the smart card

Ok Cancel

o o o

Register Iriscode to card ‘ I—" Read lriscode fraom card ‘ I—" Warify card

Status
Command : Click [Start] button.

Start Close
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A. If the operator clicks the “Start” button in the “Issue card” window, the 3 step Smart
Card process begins:

Note: Before beginning the Smart Card issuing process, the Smart Card must already be
within range of the Smart Card Reader / Writer. If not, an error will occur. If this happens,
press the Ok button on the error window, place the Smart Card within range of the Smart
Card Reader/Writer and press the Start button again.

1) Register the IrisCode to the card

Issue card
Register Iriscode to card } I—' [ Read Iriscode fram card } I—' [ Werify card
Status waiting for card to issue...
Command : Present your card to the card reader and wait a moment.

Start | CCancel

2) Read the IrisCode from card (for verification)

Issue card
o o S
Register Iriscode to card ‘ w ‘ Read Iriscode from card ‘ w ‘ Yerify card
Status Wigiting for card to read...
Command : Present your card to the card reader and wait a moment.

3) Verify card by comparing the read IrisCode to a live Iris. The User will be asked to
present their eye to the optical camera again.
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Issue card
& & " Right eye
Register Iriscode to card w I—' [ Read Iriscode from card w I—' { Verify card
Status wiaiting for eve to be verified.
Comman : Remove the card and look into the center of the mirror of the EOU.
Start | S Cancel

If the process completes successfully, the following window is displayed.

T, verification Result x|

@ Right Eye : Verified.

If the Smart Card type is “HID”, it is possible to write both eyes to the Smart Card.
The user may issue both eyes on the card by following the process below.

Register IrisCode to card = Read IrisCode from card = Verify one eye = Verify
another eye.

4.1.4 Add

The Add feature is used to enroll a second eye when one eye of a user is already enrolled in the
Server database.

The Add process can be done using the following steps.

1. Select the Add Item from the Actions menu on the menu bar or select the Add icon from
the tool bar. The following window will be displayed:
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E Select method to verify -0 x|

To add the second iris, the enrolled irs should be
verified first. Select method to verify.

Method ta verify

= Serify swith smart card

Ok Cancel

2. To add another eye, the enrolled iris will be verified first. The user can verify her/his iris
from either the database or a Smart Card. Select either the Verify with DB or Verify with
smart card button.

3. Have the user verify her/his eye. The next window will open on the screen. Press the OK
button and enroll the second eye.

risEoroll x|

Enrolled eve : right eyve
(User ID : 123456 , Mame ; Brandy Park)

It will try to enrall left eve, Click 'O to continue,

The User Information window opens, but the only modification possible is to set 1
eye as the warning eye.
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_ User Information @

All fields of user information except for the 'Use warning eye’ are not enabled.
The operator cannot either enter new information or modify the information, but
it is possible for the operator to see the existing information.
* User ID 1982 Get user information
Basic information of the user - All fields marked with an asterisk (*) must be
filled.
Photo
First Mame |ﬁ.jEl].-'
M l_
LastMame \Vishwakarma
Card
|Smart Card j [ Use as Prox Card
|Er|tEr Card 1D j Capture |mage. |
-
*Card ID
1224567890
*Card Number
12345677890 Get From Card
PIM
| "~ Show PIN
* Eye
~ [ Usewarning eye
{ {
=
Click the "Mext’ button to continue.
Mext = Cancel

4. C(lick the Next button.

4.1.5 Identify
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The Identify feature is used to identify a user by comparing the IrisCode™ of the user to all
existing IrisCodes™ in the system. (1: N matching)

The Continuous Identification process can be done using the following steps.

1. Select the Identify Item from the Actions menu in the menu bar or select the Identify
icon from the tool bar. The following identification window will be displayed.

x
Identifying... 5O
. User ID Time User Name
User ID :
First Name :
MI :
Last Name :
Authority :
Gender :
Enraolled Eye :
Warning Eye :
Departrment :
Position :
E-mail :
Address
Phane(Home) :
FPhone(Mobile) :
Phaone(Office) :
Enroll Date :
Start Date
Expire Date :
Resemnation Time for Visitor ©
Resident Murm :
hemo 1 :
Memo 2 :
Memo 3 :
emo 4
Memo 5 : 5 | 3

Stop | Close |

2. Have the User look into the center of the mirror of the EOU.

The IrisCode™ of the user will be generated from Iris images and compared with the
existing IrisCode™ in the database. If the IrisCode™ matches with any of the enrolled
IrisCodes™, then the user is identified as a valid user. The window after the identification
of the sample user is shown below:
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zl
() Identified. Identifying... O
. User Mame
A € 123456 12272004 2. Brandy Park
First Name : Brandy
MI :
Last Name : Park
Authority © User
Gender : Female
Enrolled Eye : Right
Warning Eye MNothing
Department Division
Position : Engineer
E-mail : Brandyi@lgiris.com
Address Seoul, Korea
Phone(Horme) : 02-526-1234
PhonehMobile) 019-526-1234
Phone(Office) 02-526-1235
Enroll Date : 01/22/2004 14:22:20
Start Date :
Expire Date :
Reservation Time for Yisitor
Resgident Mum : B00225-12345867
Memo 1 : Memao
Memo 2 Memo2
femo 3 : emo3
Mermo 4 Memod
Memo 5 : Memos al _’I

.* 3
S Stop s Close |
. [;
LI

If the user’s IrisCode™ does not match with an enrolled IrisCode™, then a ‘Not
Identified’ message will be displayed and all information items in the screen will be

cleared.

3. Identification mode runs continuously until the operator clicks the Stop button or the

Close button.

Until the Stop button is clicked, the continuous identification process is active.
If you click on the Close button, the identification window will be closed.

€ Notice:

Information about the identified user to be displayed in the

identification window can be selected by checking the check boxes in the option
window. (Refer to section 2.3.8.5 Display)

4.1.6 Verify

Verification is the process of verifying the user, by checking the IrisCode™ of the User with

either:

= [IrisCode™ of the User from the provided User ID in the database or
= IrisCode™ of the User from the provided IrisCode in the Smartcard

Select the Verify Item from the Actions menu in the menu bar or select Verify from the tool

297



Appendix

bar, to open the Verification window. Verify with smartcard button is enabled only when
“Use smartcard” option is checked in the Smartcard window under Options menu. (Refer to
the Section 2.3.8.6 Smartcard in this manual).

To verify the User by User ID

ﬁ'_if; Yerification x|

@ Enter user D and click “erify’ button to proceed.

Uzer 1D :

arify

— =martcard

“erify with smartcard |

Cancel |

1. Enter the User ID of the User in the User ID field in the Verification window

2. Clicking the Verify button begins the Iris Image capture process.

3. After you click the Verify button, look into the center of the mirror of the EOU.

4. After the Iris image is captured, the result of the verification will be shown in the

Verification window. A sample of the Verification window after a successful verification
is shown below.
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|

@ Werified.
User ID : 123456
First Name : Brandy
MI :
Last Name : Park
Autharity User
Gender : Female
Enrolled Eye : Right
Warning Eye Mothing

Departrment : Division

Fuosition : Engineer

E-rmail : Erandy&lgiris.com

Address : Seoul, Korea

Phone(Haome) : 02-526-1234

Fhoneitdobile) : 019-526-1234

Phone(Office] : 02-526-1235

Enroll Date : 01/2272004 14:22:20

Start Date :

Espire Date :

Reservation Time for “isitor :

Resident Murn : BO0225-1234567

hemao 1 : herma’

hemo 2 : hemo2

hemao 3 : hMemo3

hermo 4 hemod

Mermao 5 Mermos

Try again Close

5. Ifnot verified, click on the Try again button.

6. Ifyou click the Close button, the verification window will be closed.

To verify a User with Smart Card
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‘-I_;'f.;_, Yerification x|

@ Enter user D and click “ernfy’ button to proceed.

Uzer 1D :

Werify

—smartcard

Yerify with smartcard |

Cancel |

1. Click the Verify with Smart Card button in the Verification window and the Verify
with Smart Card window will be displayed.

Yerify with Smart Card

o o

Read Iriscode from card ] I—'[ Werify card

Status

Command : Click [Start] button.

2. Click the Start button and the Verify with Smart Card window will begin reading the
Smart Card. The Smart Card should be within range of the Smart Card Reader before
pressing the Start button.
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Yerify with Smart Card

Read Iriscode from card J I—' { Werify card
Status Waiting for card to read..
Command : Present your card to the card reader and wait a moment.

S Cancel

Yerify with Smart Card

FaY FaY
L L
Read Irizcode fram card } I—' [ Verify card
Status wiaiting for eye to be verified.
Command : Remove the card and look into the center of the mirror of the EOU.

Start T Canesl

B, verification Result x|

@ LEFT EYE : Verified.

Click [OK] to complete issuing Smart Card.

Present the Smart Card and wait until the EOU prompts the user to look into the mirror.

After the Iris image is captured, the result of the verification will be shown in the
Verification window. A sample of the Verification window after a successful verification

is shown below.
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. Verification

© Werified.

User ID : 123456

First Name : Brandy
MI :
Last Name : Park
Autharity : zer
Gender : Female
Enrolled Eye : Right
Warning Eye : [othing

Departrment : Division

Puosition : Engineer

E-rmail : Brandyi@lgiris. com

Address : Seoul, Korea

Phone(Home) : 02-526-1234

Phone(tobile) : 019-526-1234

Phone(Office) : 02-526-1235

Enrall Date : 017222004 14:22:20

Start Date :

Expire Date :

Reservation Time for “isitor

Resident Mum :
Memo 1 :
Memo 2 :
hemo 3 :
hemo 4 :
Mermo 5 :

BO0225-1234557
hemo’
hemo2
hemo3
hemod
hermoS

Try again

4.1.7 Live View

This functionality is used only to view the live video from the Iris Camera.
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£ 1risEnroll3000 B x|
Brogram Actions Tools Help
‘ ] £
PHSAD Y o A ?
Add Idertify Verify Card Siop | Live Pwd Options Help
Live.. O

IrisEnroli3000
IrisEnroli3000 action status |
Rasult | Date & Time l,:]
B Live ON. 2007/07/09 14:36:08
@ Live OFF. 2007/07/09 14:37:50
(@) Live ON. 2007/07/09 14:38:06 =
|H.> Connected to InsServer. Live ON.

4.1.8 Option Settings

The Options Item is used to set various options such as:

To change the IrisServer’s IP address.
To configure the program lock feature.
To enable/disable the fake eye detection.

V1 Wi

4.1.8.1 EOU Setting

To configure the items displayed in the continuous identification window.

To set the Serial port, Video port and sound volume of the Enrollment Optical Unit (EOU).

By selecting the EOU tab on the Option dialog box you can set the Serial Port, Video Port and the
sound volume as shown below. Default Serial Port and Video Port are “COM1” and
“COMPOSITE1" respectively. Select EOU Voice Language - Default or Korean. Select Default

unless EOU has the Korean Sound files loaded.
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_I_? Options

[ Fake Eye T

Display T

Srmart Card

EOU 1

lrigSemer T

Lock

@ You can set the serial port, video port and sound volume.

Serial Port :
Yideo Port :

EQL %oice Language

|com |

|comPosITE! |

|Defautt |

Sound Yolume ;

low

high

DI

Cancel

4.1.8.2 IrisServer IP Address

The IrisServer IP Address may be set by selecting the IrisServer tab field in the Options window
and entering the IP Address of the IrisServer. If IrisEnroll is located on the same computer as

IrisServer, we recommend setting the IP Address to the loopback address (127.0.0.1).
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_ﬂ'__ Option El

[ Fake Eye T Display T smartcard
ECU | risServer | Lock

'E Assign the IP address of the IrisServer.

IrisSemer |P Address :
10.100.3.119 rex: 160160 47 44)

)74 Cancel

4.1.8.3 Program Lock

The Program Lock functionality is used to lock the application if there is no action within the
specified time. Once the program is locked, the Operator must re-login to use the application. The
Lock may be enabled by selecting the Lock tab field. Check the check box labeled Enable
IrisEnroll Program lock to enable the lock. To disable the program lock feature, uncheck the
check box labeled Enable IrisEnroll Program lock.
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5
[ Fake Eye T Display T smartcard )
EQU T lrisServer T Lock

Enabling the check box locks the lrisEnroll if there is no operator
o activity, after the specified time period.

)
N

Enable IrisEnroll program lock

Waiting: I mﬂ minutes

] Cancel

4.1.8.4 Fake Eye Detection

Fake eye detection can be configured by selecting the fake eye tab of the option window, which
will display the following window.
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x

[ EOL T Iris=erver T Lock
Fake Eye: T Display T Smartcard

ﬂ Fake eye detection.

i+ Detectfake eye.

i~ Don't detect fake eve.

)74 Cancel

If you want the fake eye detection to be enabled, select the Detect fake eye radio button and
click the OK button. Fake Eyes will be detected when a user tries to enroll, identify or verify.

Fake Eye detection does increase the time required for enrollment, identification or verification,
but greatly enhances the security of the system.

If you don’t want the fake eye detection to be enabled, then select the Don’t detect fake eye
option and click the OK button. If so, fake eye will NOT be detected when a user tries to enroll,
identify or verify.

€ Caution: Limitation of ambient light in working environment

— When Fake Eye Detection is not used: 1,000 Ix Fluorescent light and 100 Ix
Incandescent or sunlight.

— When Fake Eye Detection is used: 500 Ix Fluorescent light and 50 Ix Incandescent or
sunlight.

— Ifthe ambient light exceeds the limitation, the False Reject Rate will be increased.

4.1.8.5 Display

Items to be displayed during the continuous identification mode may be selected by checking
check boxes below (Refer to the section 2.3.5 Identify in this manual).
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All check boxes are checked by default when IrisEnroll program is first installed. If you click on
the Select all button, all check boxes are checked. If you click on Clear all button, all check boxes
are unchecked.

F
[ EOL T lrisServer T Lock ]
Fake Eye T Display: T Smart Card

Chonse the displaved items in identification mode by selecting the
desired check hoxes.

[+ User|D [+ FPhoto
[+ Deparment [+ E-rnail
[+ Phone (Horme) [ Position
[+ Enroll Date [ Address
[ Resersation time for visitor [ Phone (Makile)
[ Resident Mumber [ Phaone (Office)
[+ Start Date [+ Expite Date
v Mermao 1 ¥ Mermo 2 ¥ Mermo 3
¥ Mermo 4 ¥ Mermo s

Select all Clear all

Ik Cancel

4.1.8.6 Smart Card

Selecting the Smart Card tab of the Options window configures the Smart Card reader/writer.
Selecting this tab displays the following window.
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[ EOU T IrisServer T Lock
Countermeasure T Display T Smart Card

s Select serial part and card reader. Ywhen HID card reader is used, the
location of the iris template can be set by changing the block offset. The
authentication key of iris template application area can also be set.

[v Llse Smart Card

Serial Part |C.:.ru11 j
Card Reader : ||_|||:. iClass j
Data Format : |4 EAC FORMAT -
| [
[ Always lssue Smart Card [v Send lrisCode to IrisSerer
HID iClass Application Key (hexadecimal): Block Cffset (hexadecimal);
Iﬂi
[ Show kKey The offset only needs to he changed if storing

nan-lrisAccess information on the Smadcard
Setto Defaults

] Cancel

Selecting the “Use Smart Card” checkbox enables the other Smart Card options. Options to be
configured are the serial port to which the reader/writer is attached and the type of Smart Card
reader/writer. You may also configure the options “Always Issue Smart Card” and “Send IrisCode
to IrisServer”.

By default, “Use Smart Card” and “Always Issue Smart Card” options are deselected.
Serial port of the Smart Card reader/writer should be different than the serial port of the EOU.

If the card reader type is HID, the fields "HID iClass Application Key" and “Block Offset” must be
filled. Each value must be entered in hexadecimal format. The length of "HID iClass Application
Key" is 8 bytes (16 hexadecimal characters) and the length of “Block Offset” is 1 byte (2
hexadecimal characters). Block Offset needs to be set only if storing non IrisAccess information.
The valid values for offset should be in the range of 06~B3. By default “HID iClass Application
Key” is masked. To display unmasked key, select “Show Key” check box.

When issuing Smart cards, data format and type of encryption to use may be set in this tab.
“Data Format” displays the formats supported for Smart Cards namely, IAEAC and GSC-IS
formats. In [AEAC format, encryption keys have to be generated using IrisServer. When set to
GSC-IS format, type of encryption may be set to AES, DES, DES3 or no encryption. In each of
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these, the encryption key file containing the corresponding encryption key has to be loaded using
“Get Keys From File”. Once set, the Smart Cards will be issued in the corresponding format with
required encryption.

“Get Keys From File” - Click this button to load the file containing the encryption key for the
selected encryption type.

“Set to Defaults” - Click this button to set the default values for "HID iClass Application Key" and
“Block Offset”.

“Always Issue Smartcard” checkbox - When this is checked, IrisEnroll will issue a Smart Card
for every user enrolled.

When this is unchecked, the operator can decide whether to issue a card and also the type of card
to be issued during the enrollment process. In this case the “Card” combo box on the “User
Information” window of the enrollment process provides 3 options to select from,

“None”, "Smartcard” and “Prox Card”.

“Send IrisCode to IrisServer” checkbox - Selecting this checkbox configures IrisEnroll to send
the IrisCode to the IrisServer after enrolling the user.

When “Send IrisCode to IrisServer” checkbox is deselected, the IrisCode is not sent to the
IrisServer after enrolling. This option can be used to save the IrisCode on a Smart Card only

instead of the IrisServer.

*Caution: if the “Card” combo box of the “User Information” window has “None” or “Prox card”
selected, the IrisCode will not be saved anywhere.

4.1.9 Password

The current password of the IrisEnroll operator may be changed by using this feature.

1. Select the Change Password Item from the Tools in the menu bar or select the Pwd
button from the tool bar, to open the following Password window.

2. Enter the current password.
3. Enter the New password and confirm the new password.
4. Click on the OK button to complete the password change operation.

5. Click on the Cancel button to cancel the password change operation.
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x
_)I The current password can be changed.

Operator 1D ; Iadministratur

Current Password ; ||

Mews Password

Confirm Pagsword

)74 Cancel

4.1.10 Security ID

The current security ID of IrisEnroll may be changed by using this feature.
The security ID of IrisEnroll may be changed as follows:

1.

Select the Security ID Item from the Tools menu in the menu bar. The following Security
ID window is displayed.

Enter the New security ID.

€ Security ID must consist of 16 characters that are numbers, capital or lower case
letters and special characters. The Security ID must match exactly with the Security ID
entered in IrisManager for this instance of IrisEnroll. The Security ID is
case-sensitive - upper and lower case letters are considered different (example: ‘@’
does not match with ‘A’)

Click on OK button to complete the security ID change operation.

x|

_) [risEnrall will try to connect ta lrisServer with the new
security |D from the next connection.

Current Securty [D I1111111111111111
Mew Security 1D !?????????????7??
QI Cancel
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4.2 IrisICUAdmin30000

The ICUAdmin3000 application enables you to setup, modify, upgrade, and configure the
IdentityController (ICU3000).

4.2.1 How to open IrisICUAdmin3000

To start the IrisICUAdmin3000, click on the IrisSICUAdmin3000 menu item. The location of the
program is:

<Drive>:\Program Files\Iris ID\IrisAccess\IrisICUAdmin3000.exe

After starting, IrisICUAdmin3000 will open a new window, as illustrated in the following figure:

% IrisICUADmin3000
Program Help

@ IrisAccess™ EAC S/W - IrislCUAdmin3000

' New Installation IrislCUAdmin enables you to setup, upgrade and
configure the IdentityController {ICU3000). Click on
9 Upgrade

the menu item to start the process.

Configuration

Exit

(n% Change Password
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4.2.2 Description of Menu items in IrisICUAdmin3000

1. New Installation - Used for setup and initial configuration of an ICU3000 unit. The use
of a provided “ICU Configuration Serial Cable” is needed for use with this option. This
cable is required to perform a New Installation setup. (If the cable or use of Serial/Serial
to USB is not available, the ICU Admin Setup Utility program may be used - available from
the Iris ID website at www.irisid.com).

2. Upgrade - Updates the ICU3000 controller unit(s) to the same version of EAC Software
that is running/installed on the IrisServer. Note: This is required after upgrading the iData
EAC software version on the server PC.

3. Configuration - Allows for modification of initially enabled channel settings within the
ICU unit. Settings such as Remote unit IP, volume, Wiegand output settings, etc. are
available (and configurable per channel per ICU).

4. Change Password - Allows for the password of the ICU unit to be changed. This is
often used if the password has been forgotten or is unknown. Note: The use of a provided
“ICU Configuration Serial Cable” (provided with the ICU3000 unit) is required for use with
this option. The password will be reset to the factory default if unknown.

5. Exit - Closes out the application.

4.2.3 The ICUAmMin3000 New Installation Window

Select the “New Installation” button, the following window is displayed on the screen.
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ICU Newr Installation - Config Network IP/Security ID

;E'. Start ICU Mew Installation

Ready to install ICU

1. Power off the ICU.

2. Connect InsServer PC to ICU using senal (configuration) cable.

3. Click "Mext" button to continue

¢ Disconnected Cancel Mext =

Click Next button to continue.

The following screen will appear.
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ICU Newr Installation - Config Network IP/Security ID

;E'. Configure Metwork |IP Address
e

Setting for IrisServer

Senver IP Address 172.24 17 68

Settings for ICU

ICU IP Address |1 72241724 ex) 160.160.97 42

Gateway Address |1 7224171 ex) 16016097 254

Subnet Mask |255.255_255.[} ex) 255 265 25510
3¢ Disconnectsd Cancel < Back Mext =

Enter IrisServer IP Address, ICU IP Address, Gateway Address, Subnet Mask and click Next
button. A warning message as shown below appears. Click OK and continue installation.

IrisICUAdmin X

1

- J ICU will allow the connection from only this Server (172, 24. 17.68) when Metwork IP /Security ID Configuration is finished.

Itis not recommended to change IF address of this server PC,
If you want to change the IP address, you should setup 'ICU Mew Installation’, again!

The following screen appears next.
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ICU Newr Installation - Config Network IP/Security ID

i.% Configure ROU Security 1D

Security IDs
Installed ROU Security 1D
¥ ROU 1 | qgag | q9ag | q9ag | q9ag
v ROU 2 | T | rrrr | rrrr | rrrr
v ROU 3 | 5555 | 5555 | 5555 | 5558
¥ ROU 4 |t | it | it it

ROU 3 and ROU 4 are available for only 4-channel ICL.

{I}  Only select the ROUs which are installed in this ICU. A unique security ID must be used for
each ROU connected in this system, this security ID can consist of numbers, upper and lower
case letters and special characters. The security ID must be 16 characters long and is case
sensitive. The security ID's should be recorded as these will need to be entered exactly into the
IrishManager as a later time.

¢ Disconnected Cancel < Back Mext =

Enter Security IDs for ROU1, ROU2, ROU3 and ROU4. Click on next button. A screen to select
serial port appears.

316



Appendix

ICU Newr Installation - Config Network IP/Security ID

;E'. Select Serial Port
el
Serial Port
Select serial port of Server PC which is connected to the ICU
COM Ports: |COM3 M
¢ Dizconnected Cancel < Back L Next>

Select the serial port and click Next button. The settings summary screen appears as shown
below.
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ICU Newr Installation - Config Network IP/Security ID

i.% Summary of Configurations

Summary
Server IP: 172.24.17.68
ICU IP: 172.24.17.24
Gateway: 172.2417 1
Subnet Mask: 255255 2550
ROU 1 Security 1D - 9999 - 4999 - 9999 - 9999
ROU 2 Security 1D = ITTT = FFTT = [ITT = [T
ROU 3 Security 1D - 5555 - 5555 - 5555 - 5555
ROU 4 Security 1D -ttt -ttt - it - ittt

Click "Start’ button to start Network IP/Security 1D configuration ﬂ
tart

3¢ Disconnected Cancel | < Back

Click on Start button to start new installation.

IrsICUAdmIn

Turn on (or restart) the ICU now!

Then, click the 'Start’ button immediately.

It may take about 1~3 minutes to start Metwork |P/Security [D
configuration. Please wait until the message ‘Metwork IP/Security 1D
configuration is completed’ is displayed.

Cancel

Click on Start button to start new installation.
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ICU New Installation - Config Network IP/Security 1D

_;E Summary of Configurations

Summary
Server IP: 172.24 17 68
ICU IP: 17224 1724
Gateway: 172.24 17 1
Subnet Mask: 255 255 255 10)
ROU 1 Security ID - 9999 - 4999 - 9999 - 9qqq
ROU 2 Security ID = [T = [TT = [TTF = [T77
ROU 3 Security ID - 55535 - 9555 - 5555 - 5555
ROU 4 Security ID -ttt - titt - it -ttt

COM3:  Waiting for response..(2 sec) Cancel

™

= v Connecting

4.2.4 The IrisICUAdmin3000 Upgrade Window

Select the “Upgrade” button, the following window is displayed on the screen.
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Upgrade ICU EAC S/W

EI:I Connect to the ICU [TCP/IP) for EAC S/AV Installation
Enter IP address of the ICU
IP Address 172.24.17.24
Password w
Click "Mext’ button to continue.

Enter ICU IP Address and password and click on Next button. The following screen will appear.

IrisICUAdmin X

i J When the ICU is connected, all process on the ICU will be stopped.

Do you want to continue?

All the process on the ICU will be stopped. Click on Yes button to continue the installation.
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Upgrade ICU EAC S/W

Ready to Install the IrisAccess EAC SAW for ICU Installation

Information for ICU Installation

SAW Version -
IrisAccess™ EAC S/W Version 3.02.10

Installation File :

C:\Program Files\Iris [DMrisAccess\Linux_EAC_ICU3000 Package W3.02.10.tar.

Click "Mext’ button to continue.

~w~ Connected Cancel < Back Mext =

Click on the next Button to continue ICU software upgrade. The following screen appears.
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Upgrade ICU EAC S/W

w Start ICU EAC SAV Install/Upgrade

=izonnected to 172,24 17 24=
Ready to Install

Click "Start Installation” button to continue.

Start Installation

=~ Connected

Cancel

< Back

Click on Start Installation button to start upgrading ICU. If [risAdmin3000 is used to install 3000
software on ICU4000 hardware, following warning appears. Click OK button if you are sure to
upgrade the ICU 4000 with 3000 software.

You are about to install software on ICU 4000 HARDWARE. Would you like to continue with installation?

Cancel

On successful completion following message box appears.
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IrisICUAdmin X

\!:) ICU Installation finished!

On clicking OK button, following screen appears.

Upgrade ICU EAC S5/W

?‘ ICU EAC S/ Install/Upgrade

ICU EAC SV install/upgrade is completed successfully.

Click "Mext’ button to configure the ICU.

~w= Connected i Mext >

Click on Next button to continue. IrisICUAdmin3000 fetches configuration files from ICU.
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Upgrade ICU EAC 5/W - Configuration

m Get Configurations from the ICU

ICU IP address

Click "Mext’ button to continue

¢ Disconnected Cancel Mext =

To start fetching configuration files from ICU, click on Next button. On successful completion of
fetching configuration files, following message box appears.

IrisICUAdmin

i ) Get configurations from ICU (172,24, 17.24) is completed!

Click 'Ok’ button to continue

Click on OK button to continue.
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Upgrade ICU EAC 5/W - Configuration

m Configure the Settings for each Channel

In order for each channel to function properly a configuration must first be performed.
Click ‘Configure_.." to perform the configuration. Once the configuration is performed you may proceed
to the MNext step.

Configure...

= Connected Cancel < Back

To start configuring ICU channels, click on Configure button. ICU configuration screen appears.
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L%, Select Channels

ﬂ Enable the check boxes labeled with each channel that you want it to be activated.

* ROU(s) with normal Security ID - ROU1 ROUZ ROU3 ROU4

* It is possible to use up to 4 channels when the ICU has 2 DIBs.

« All four channels can be configured for Verification with SmartCard.

7

o

==

i3

¥ Channel 1

v Channel 2

v Channel 3

v Channel 4

v Use Access Panel 1

v Use Access Panel 2

v Use Access Panel 3

ROU

Configure Channel 1

<]
|

|ROU + Prox Card

Configure Channel 2

=]
|

|ROU + Smart Card

Configure Channel 3

v Use Access Panel 4
=

Configure Channel 4 |

Loaded configuration from [CU IP 172 24 17 24

v When the lid of ICU is opened (ICU Tamper off), Don't stop the InsRecog program in ICU.

Cancel ‘

Configure the channels of ICU as required and click on OK button to finish configuration. For
more details on configuring ICU, please refer section 2.7.5 The ICUAdmin3000 Configuration

Window.

The following screen appears next.
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Upgrade ICU EAC 5/W - Configuration

m Configure the Settings for each Channel

In order for each channel to function properly a configuration must first be performed.
Click ‘Configure_.." to perform the configuration. Once the configuration is performed you may proceed
to the MNext step.

Configure...

~w~ Connected Cancel < Back Mext =

Click on Next button to continue. The following screen appears.
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Upgrade ICU EAC 5/W - Configuration

m Send Configuration to the ICU

=izonnected to 172,24 17 24=
Ready to send configurations

Progress Total

Ready to send configurations to the ICU. Click "Send’ button to

continue. Send
\/

Cancel < Back

=~ Connected

Click on Send button to send configuration to ICU. On successful completion of send
configuration, following message box appears.

IrisICUAdmin %]

» | } Configuration of ICU is completed!

Click OK to go to the reboot screen.

328



Appendix

Upgrade ICU EAC 5/W - Configuration

ICU Configuration

ICU configuration is completed successfully. Click ‘Finish’
button to finish this wizard.

! The ICU will be rebooted.

~w~ Connected Finish

Click Finish button to complete ICU upgrade process. ICU will restart automatically after clicking
Finish button.
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4.2.5 The ICUAdmin3000 Configuration Window

T 1cu Configuration

Before Settings After Settings

4.0

* It is possible to use up to 4 channels when the ICU has 2 DIBs.

* All four channels can be configured for Verification with SmartCard.

(]

(]

¥ Channel 1

v Channel 2

v Channel 3

v Channel 4

Use Access Panel 1

v Use Access Panel 2

v Use Access Panel 3

v Use Access Panel 4

ROU

Configure Channel 1

|ROU + Prox Card

Configure Channel 2

[

|ROU + Smart Card

Configure Channel 3

|

|ROU

Configure Channel 4

|

Loaded configuration from [CU IP 172 24 17 24

v When the lid of ICU is opened (ICU Tamper off), Don't stop the InsRecog program in ICU.

Close
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& Channel Configuration

Configure the ROU, Access Panel, Access Door and GPO for the channel to be activated properly.

Channel 1 Configuration - ROU Default Settings... |

ROU T Access Panel T Access Door T GPO

FakeEye Detection
E FakeEye Detection Level: Level 0 j

ROU Volume

Mute Low High

Activate ROU

Select the GPI port used to detect a manual ROU activation. If ‘Proximity Sensor' is selected the
ROU will active using the built in proximity sensor.

ot

|F'r0ximity Sensor j
Select the type of activating signal for input port.
S - GPI Settings...
oK Cancel

Fake eye detection can be configured by selecting the Fake Eye Detection Level.

If you want the fake eye detection to be enabled, select the Level 1 option. Fake Eyes will be
detected when a user tries to enroll, identify or verify.

Fake Eye detection does increase the time required identification or verification, but greatly
enhances the security of the system.

If you don’t want the fake eye detection to be enabled, then select the Level 0. If so, fake eye will
NOT be detected when a user tries to identify or verify.

€ Caution: Limitation of ambient light in working environment
— When Fake Eye Detection is not used: 1,000 Ix Fluorescent light and 100 Ix
Incandescent or sunlight.
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— When Fake Eye Detection is used: 500 Ix Fluorescent light and 50 Ix Incandescent or
sunlight.

If the ambient light exceeds the limitation, the False Reject Rate will be increased.
Scroll the ROU Volume bar, to increase or decrease the ROU volume level.

ROU can be activated automatically using proximity sensor or using an external trigger on one of
the following GPI pins on DIB.

v" Lock
v' Alarm
v Egress

When any of the above pins are selected for activating ROU, user must configure the GPI signal
after click on GPI Settings button.

Configuration of Access Panel
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& Channel Configuration

Configure the ROU, Access Panel, Access Door and GPO for the channel to be activated properly.

Channel 1 Configuration - ROU Default Settings... |

ROU | Access Panel; 1 Access Door | GPO

Access Rights
Q @ Select the system that checks user's access rights.
f* The IrisAccess System checks user's rights.
" The Access Control System checks user's rights.

-

Output Settings
Current Wiegand IN
@ Mo Wiegand IM

or both. But if you select to bypass the input, the R5422 output cannot be used.

It is possible to output the input signal through Wiegand and RS422 port. You can select the one of them

v Use Wiegand as output Wiegand Settings...
v Use RS3422 as output RS422 Settings...
oK Cancel

Access Rights: You can choose the system that checks the user’s access rights. Either IrisAccess
system checks for user’s access rights or an external access control system checks the user’s

access rights.

If access control system checks user’s access rights, Iris Access may/ may not wait for Access
control systems response. To configure access control system response, check the Wait for
Access Panel Response and click on “Advanced” button. This will take you to GPI settings

screen.
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P GPI Settings ]

o You can use 4 ports, ‘Lock’, "Status’, ‘Alarm” and 'Egress” as GPI. The Lock, Egress and Alarm ports may be
# used to activate ROU or get the result of recognition from Access Panel.

Current GPI Settings

Lock Status Alarm Egress GMND  MC COM OUT
GPI | Accept [ Reject | | | [ [ |

Activate State |LDw j | Low j |L|:|w j ‘ Low j

Activate ROU

Select the GPI port used to activate the ROU_ If a GPI port is used to activate the ROU, that port may not be
f« Mone. ROU will be activated using the internal proximity sensor.
" Use signal on Lock port to activate ROU.
" Use signal on Alarm port to activate ROU.
" Use signal on Egress port to activate ROL.

Get the recognition results from Access Panel

When an Access Control System checks user's access rights, select the ports that the IrisAccess System

receives the results from Access Control System. Select the GPI port to detect the "Accept” and ‘Reject’
signals from Access Panel.

Lock port Status port Alarm port Egress port
fe Accept " Accept ™ Accept " Accept
" Reject * Reject " Reject " Reject
" Mo Use " Mo Use * Mo Use * Mo Use
...................... - K Cancel

ON the GPI connector of DCU there are 7 Pins. You can use Lock, Status, Alarm and Egress pins

for configuring access panel response. These pins can also be used to configure external input for
activating ROU.
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Wiegand Setting

x]

Set the format, Active State, Pulse Duration, Bit Period, Total wiegand bits, Start Parity, Stop Parity and Facility code of
Wiegand.
ICU3000/4000
ROUBOU RS422 Access Panel
............. %
o= — 8
\Wiegand IN Wiegand OUT
Wiegand OUT
Format |Typica| format j
Active State |LDW j
Pulse Duration (30~200) 0 H
Bit Period (1000~-6000) 2000 ill s
i i 26 =l
Total Wiegand Bits (26~200) =
Start Parity |Even j
Stop Parity |0dd |
Facility code and bits 0 8 |
=
~
* Qutput the signal with Facility Code and Card D for only Accept. (Default)
" Change the input signal through Wiegand IM to the Defined output .
Cancel
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Wiegand Setting gl
Set the format, Active State, Pulse Duration, Bit Period, Total wiegand bits, Start Parity, Stop Parity and Facility code of
Wiegand.

ICU3000/4000
ROU3000 RS422 Access Panel
€4 — 8
Wiegand IN Wiegand OUT
Wiegand OUT
Format |Typica| format j
Active State |LDW j
; =
Pulse Duration (30~200) 40 =1 us
Bit Period (1000~6000) 2000 ill 1S
i i 26 =l
Total Wiegand Bits (26~200) =
Start Parity |Even j
Stop Parity |0dd |
Facility code and bits 0 8 |
=
~
" Qutput the signal with Facility Code and Card ID for only Accept. (Default)
f* Change the input signal through Wiegand IM to the Defined output .

If you want to bypass signal received on Wiegand IN port to Wiegand out port without any
change, then select “Bypass the input signal through Wiegand IN into the output signal with
no change” option.

If you want to prefix facility code to the card ID received on Wiegand IN port before send it to the
Wiegand Out port, then select “Output the signal with Facility Code and Card ID foe only
Accept. (Default)” option.

Signals on Wiegand IN port can be used for other purposes also. To do so, click on the Event
Report button. The following screen appears.
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Event Reporting to Access Panel @

When the following recognition results or System logs occurs, the ICU will send a changed Facility Code output through the YWiegand
output of DIB. Set new facility code for each case.

Total Bits - 0~80 bits

[ofofofofJoJoJo]1[1{oJof1]ofo]0][0] ThebitValue Starts =8
Length of Value = 7, Value = 100

15 8 0
k
Recognition Results
Total Start Bit Value Value (Decimal
Denied Bits Length

Door access trial overtime 16 |8 j |9 j 1

Live eye check failed

L8]
Unauthorized - No access authority 16 | 8 j | g j 1
L8]

Warning Eye (Accepted)

System Logs

Video Connection Error 16 | 8

Serial Connection Error 16 | 8

IR-LED Failure 16| |8

EEE
Lel{Le e
e

You can configure Wiegand out signal for each event separately. Configure and click OK button to
go back to Wiegand settings page.

Click OK button on Wiegand Settings page to go back to Access Panel configuration screen.
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& Channel Configuration

Configure the ROU, Access Panel, Access Door and GPO for the channel to be activated properly.

Channel 1 Configuration - ROU Default Settings... |

ROU | Access Panel; 1 Access Door | GPO

Access Rights
Q @ Select the system that checks user's access rights.
f* The IrisAccess System checks user's rights.
" The Access Control System checks user's rights.

-

Output Settings

Current Wiegand IN
@ Mo Wiegand IM

It is possible to output the input signal through Wiegand and RS422 port. You can select the one of them
or both. But if you select to bypass the input, the R5422 output cannot be used.

v Use Wiegand as output Wiegand Settings...
v Use RS3422 as output RS422 Settings...
oK Cancel

Click on RS422 Settings button to configure RS422 output signals. The following screen appears
when RS422 Settings button is clicked.
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R5422 Settings

Set Baud rate, Mumber of data bits, Parity bit, Stop bits and dataset for R5422 communication.

3

ROU3000

RS422

Bits [ Second
Data Bits
Parity

Stop Bits

Start [/ End character

ﬁ”

ICU3000

\Wiegand IN RS 422
9600 -
L [
|Even j

C—

Access Panel

|2 byte Start character, 2 byte End character j

Wl

Start

Data

o [0A
End
{Hexa-Decimal)

Cancel

Configure Bits / Second, Data Bits, Parity, Stop Bits, Start and End character and click on OK
button to save settings and go back to access panel configuration page.

Configuration of Access Door
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& Channel Configuration

Configure the ROU, Access Panel, Access Door and GPO for the channel to be activated properly.

Channel 1 Configuration - ROU Default Settings... |
1 GPO

ROU T Access Panel T

Door Open Duration

I]; Door Open Duration ( 0 ~ 65535 secs ) ;| 3 ﬂ sec(s)

Door Lock Device Status
D Enable to check the Lock Device of a door.

[ Enable Activate State |Low -

Door Open Status
Enable to check whether a door stays open for the below ‘Check Time".
[ Enable

Check Time { 0 ~ 255 secs ) : j sec(s) Activate State |Low -

Alarm
Enable to get the fire alarm signal. When the fire alarm signal is detected, select how to operate the
door.
[~ Enable

| J Activate State |Low -

Egress Button
E When an egress button near the entry area is pushed, the door is opened.

[~ Enable Activate State |Low 7

OK ‘ Cancel ‘

Door open duration can be configured to automatically close the door relay.

Door Lock device status: If the door lock fails, event can be sent on Status port of DCU. When a
signal is received, an event is raised to the IrisServer and IrisMonitor.

Door Open Status: If the door stays open for more that the Check Time period, a signal is received
on the IrisMonitor and GPI port of DCU.

Alarm: Check the Enable check box to get the fire alarm signal is detected on GPI port of DCU.
You can choose to open or close the door when the firm alarm signal is detected.

Egress Button: When an egress button near the entry area is pushed, the door is opened. Check
the enable check box to enable this feature. The Egree signal is received on Egress port of DCU.

Configuration of GPO
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& Channel Configuration

Configure the ROU, Access Panel, Access Door and GPO for the channel to be activated properly.

Channel 1 Configuration - ROU

Default Settings... |

ROU T Access Panel T Access Door T GPO
In the specified state such as followings, a signal can be outputted through two general output ports. Decide the
port to which to send the signal, and then select how long time to send the signal.
When From Port During Time Qut |
0 ~ 65535 secs )
A user is accepted |ND j | 0
A user is denied |No j | 0
Warning Eye is detected |No j | 0
The result of matching a card ID is successful |Nu j | 0
A door is opened more than the open duration time |ND j | 0
A door is opened without |dentification or Verification |No j | 0
An electrormagnetic locking equipment is locked but a door is opened |No j | 0
Fire Alarm signal is detected |ND j | 0
ICU / DCU Tamper signal is detected |No j | 0
ROU Tamper signal is detected |No j | 0

Ll bl bl bl Ll kel Bl Ll Bl Ll

oK

Cancel

To output a signal on the GPO port for specified events, select the GPO port and the duration of

the signal.

Configuration of Prox Card Mode
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& Channel Configuration

Configure the ROU, Prox Card, Access Panel, Access Door and GPO for the channel to be activated properhy.

Channel 2 Configuration - ROU + Prox Card Default Settings... |

T Prox Card T Access Panel T Access Door T GPO

FakeEye Detection
Iﬁ FakeEye Detection Level: Level 0 j

ROU Volume

Mute Low High

Verification Time Qut

This is the time period after the input of the card 1D to the Wiegand input, until the system is no
longer attempting to perform the iris recognition for this user.

Time Out { 0 ~ 65535 secs ) : 5 ill sec(s)

0K Cancel

Verification timeout can be configured anywhere between (0-65535 sec). If the verification
timeout is set to 0, then the time out is set to infinite.
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& Channel Configuration

Configure the ROU, Prox Card, Access Panel, Access Door and GPO for the channel to be activated properhy.

Channel 2 Configuration - ROU + Prox Card Default Settings... |

ROU T Prox Card T Access Panel T Access Door T GPO
Communications

=  Click Wiegand Settings..." to change the Wiegand IN settings. Please connect Prox Card reader
4= to DIBAWIB's Wiegand-In port.

Wiegand Settings...

0K Cancel

When Prox card is used, Wiegand data is received on the DCU Wiegand IN port from Prox card
reader. Configure Wiegand IN, click on Wiegand Settings button. The following screen appears.
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Wiegand Setting

Set the format, Active State, Pulse Duration, Bit Period, Total wiegand bits, Start Parity, Stop Parity and Facility code of

Pulse Duration (30~-200)

Bit Period (1000~6000)
Total Wiegand Bits (26~200)
Start Parity

Stop Parity

Facility code and bits
v Check Facility Code

Aindows

Wiegand.
. ICU3000/4000
ROU3000 -
ﬁ _5.5422 Access Panel
oo = .
ProxCard .
Reader
3 Wiegand IN Wiegand OUT
Wiegand IN
Format |Typica| format j
Active State |an j

40 ﬂ "
2000 3 s
26 ﬂ

|Euen j
|0dd -
o 8 |

The following Wiegand format options are available:

v Typical Format

When typical format is selected, the Active State, Pulse Duration, Bit Period, Total
Wiegand Bits, Start Parity, Stop Parity and Facility code and bits settings are set automatically
to Low, 40 ps, 2000us, 26, Even, Odd, 0 and 8 respectively.

v" Casi-Rusco 40

When Casi_Rusco 40 format is selected, the Active State, Pulse Duration and Bit
Period settings are set automatically to Low, 40 ps and 2000us respectively. All other settings

are disabled.
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v HID Corporate 1000

When HID Corporate 1000 format is selected, the Active State, Pulse Duration and
Bit Period settings are set automatically to Low, 40 ps and 2000us respectively. All other
settings are disabled. If you want to use facility code check the Check Facility Code check box
and enter the Facility code in the Facility code box.

Click OK to finish Wiegand IN configuration and go back to main page.

& Channel Configuration

Configure the ROU, Smart Card, Access Panel, Access Door and GPO for the channel to be activated properly.

Channel 3 Configuration - ROU + Smart Card Default Settings... |

ROU: T Smart Card T Access Panel T Access Door T GPO

FakeEye Detection
E FakeEye Detection Level: Level 0 j

ROU Volume

Mute Low High

Verification Time Qut

This is the time period after the input of the card 1D to the Wiegand input, until the system is no
longer attempting to perform the iris recognition for this user.

Time Out { 0 ~ 65535 secs ) : 5 ill sec(s)
Use Network
‘E Check if you want the IrisAccess system on ICU to run with connecting to IrisServer program.

v with IrisSerer of EAC S/W

0K Cancel

Configuration of Smart Card Mode
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& Channel Configuration

Configure the ROU, Smart Card, Access Panel, Access Door and GPO for the channel to be activated properly.

Channel 3 Configuration - ROU + Smart Card Default Settings... |
ROU T Smart Card T Access Panel T Access Door T GPO
Smart Card
The offset only needs to be changed if Smart Card Type - |H|D iClass j
storing non-IrisAccess information on .
the SmartCard. Offset (hexadecimal) 13

xsa-xa-xa-xxkxka-xa-xl

App Key (hexadecimal )
Set to Defaults

[ Show Key

Communications

= In case of using HID Smart Card, it is supported the Wiegand IN with RS232 to communicate
4=  Smart Card Reader and Access Panel. To use Wiegand IM, enable check box labeled with ‘Use
Wiegand'. Click Wiegand Settings..." to change the Wiegand IN settings.

v Use Wiegand Wiegand Settings...

Encryption Algarithm
Select the Encryption Algorithm to encrypt the Smart Card

T

R

A

Data format in Smart Card |Lene| Format j
Encryption Algorithm |N0ne j
Security Keys

' Click 'Get Keys..."to get Smart Card keys file. A keys file can be [~ Show Key

generated in InisServer.

Security Key 1 : |

Security Key 2 : |

0K Cancel

Following type of smart cards are supported by Iris Access.
v HID iCLASS

Smartcard offset for HID iCLASS smartcard is 13(hexadecimal) by default. You may
change it to other value if you are using the same smartcard to store non Iris information. You
can also change the smart card application key to your custom application key.

HID iCLASS smart card contains Wiegand data which is read and sent to the
Wiegand IN port by iCLASS readers. You can configure Wiegand IN port as shown in
Configuration of Prox Card Mode section.

v Indala DESFire
v" BanqTec (BQT BT-815)

Smart card data may be written to smart card in the following format:
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IA EAC format: This format supports Iris Access proprietary encryption algorithm.
GSC-IS format: This format supports AES, DES, DES3 or no encryption.

Lenel format: This format supports AES, DES, DES3 or no encryption.

Click on Get Keys button to Load the encryption keys from IrisServer.

Send Configuration to ICU

0

Before Settings After Settings

* It is possible to use up to 4 channels when the ICU has 2 DIBs.

* All four channels can be configured for Verification with SmartCard.

@ IrisICUAdmin X
'E Configuration in ICU will be updated with the new configuration.
L

Do you want to continue?

I I
Yes
| — | Re—
v Channel 1 v Channel 2 v Channel 3 v Channel 4
v Use Access Panel 1 v Use Access Panel 2 v Use Access Panel 3 v Use Access Panel 4
ROU +| | |rROU+ Prox Card v | |ROU+ Smart Card =] | |rou |
Configure Channel 1 ‘ Configure Channel 2 ‘ Configure Channel 3 ‘ Configure Channel 4 |

W When the lid of ICU is opened (ICU Tamper off), Don't stop the IrisRecog program in ICU. Close ‘

VoS dCd CCLEL LI EC T/ m AaTa ad A7 Al

Once all the channels are configured, click on the Send button to send these configurations to ICU.
A prompt to enter ICU IP address and password will pop up.
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Connect to ICU

e

IP address:

Password :

] Send configuration ta. .

172.24.17.24

|#ttt#ttﬂ

oK

Cancel

Enter the ICU IP Address and password and click on OK button. This will send the configuration
to ICU. ICU will restart after the configurations are sent to ICU.

Restart ICU

Sending configuration is successful!

Do you want to restart the ICU now?

& You must restart the ICU before the new settings will take effect.

Mo
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4.2.6 The ICUAdmin3000 Change Password Window

ICU3000 Change Password

E[IZI Connect to the ICU to change password
Enter IP address of the ICU
IP Address 172.24.17.24
Password waes]
Please check below to reset the ICU password.
Mote: ICU configuration cable connection is required.
[ Reset Password
Click Mext’” button to continue.
* Dizconnectad CEHCE‘| NE."X.T_ »

IrisICUAdmIn

& 1. Power off ICU4000

2. ICU configuration cable must be connected to reset
the password.

OK
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ICU3000 Change Password

EI:I ICU3000 Reset Password : Connect to ICU3000 for password reset.

Serial Port

Select serial port of Server PC which is connected to the ICU3000.

COM Ports: |COM3 -

Click "Start’ to reset the password of ICU3000.
Start

¢ Disconnected Cancel | < Back |

IFAsICUAdmin

Turn on (or restart) the ICU now!

Then, click the *Start’ button immediately.

It may take about 1~3 minutes to start password reset. Please wait
until the message To reset the password is completed’ is displayed.

Cancel Start
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ICU3000 Change Password

EI:I ICU3000 Reset Password : Connect to ICU3000 for password reset.

Serial Port

Select serial port of Server PC which is connected to the ICU3000.

COM Ports: -

COM3: Waiting for response.. (2 sec)

W

Cancel

= » Connecting

Change Password
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ICU3000 Change Password

Ss Change Current Password to Mew Password

Mew password

Confirm new password

ik ik

**#****kl

Click "Mext’ button to continue.

~w~ Connected Cancel

< Back MNext =

IrsICUAdmin

» | ) The password has been changed
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ICU3000 Change Password

?‘ Change Password

The password of the ICU3000 was changed to new password
successfully.

Click Finish" button.

~w~ Connected Finish
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